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Chair’s Report

TWENTY-SIXTH MEETING of the APEC WORKING GROUP ON TELECOMMUNICATIONS AND
INFORMATION

INTRODUCTION

The twenty-sixth meeting of the Asia Pacific Economic Co-operation (APEC) Working Group on
Telecommunications and Information (TEL) was held in Moscow, Russia, from 19 — 23 August 2002. Seventeen
member economies of the APEC region were represented: Australia; Canada; People’ s Republic of China; Hong
Kong, China; Indonesia; Japan; Republic of Korea; Malaysia; Mexico; New Zealand; Philippines; Russia;
Singapore; Chinese Taipei; Thailand; USA and Vietnam. Also attending were the Director (Program) of the
APEC Secretariat, Observers from the Pacific Economic Co-operation Council (PECC); and representatives of
three Guests (AOEMA, INTUG and Macao, China).

Mr Richard Thwaites of Australia chaired the meeting.

PLENARY MEETING REPORT

Review and Adoption of Agenda
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The Agendafor the meeting is at Annexe A of this document.

The TEL was preceded by a number of workshops, seminars and Task Force Meetings. The program of all the
associated meetings of the TEL is contained in Annexe B.

TELMIN 5 Report

China, asthe host of the Fifth APEC Ministerial Meeting on Telecommunications and Information Industry
(TELMIN 5), May 2002, provided areport. The document is at Annexe C.

TELMIN 5 produced the Shanghai Declaration and Program of Action (available at http://www.apecsec.org.sg).
Ministers achieved broad consensus on some current issues of information communication and network security,
and adopted the Statement on the Security of Information and Communications Infrastructures, which is attached
to the Shanghai Declaration.

The Chair noted that the Shanghai Declaration now provides part of the working principles and priorities of
APEC TEL, and should be considered in planning the work of the TEL along with other relevant APEC
documents.

APEC Secretariat Report

The Director (Program), APEC Secretariat, Mr Chutintorn Gongsakdi, provided an overview on APEC issues.
Document PLEN/O2 refers.

In his report, the Director (Program) noted that al four projectslodged by TEL, three for Operational Account
funding and one for TILF funding, were approved at the Budget and Management Committee (BMC) meeting in
June 2002, with some adjustments made to the amount of funding for each project.

The funding approved for each project is:
. Flow-Based Internet Traffic Measurement and Analysis ($108 080)
¢ Research into Electronic Commerce Strategies for Rural SME’s in APEC ($19 000).
e  Overview of Internet Protocol version 6 (IPv6): Bridging the Digital Divide ($15 650).

. Stocktake of Progress Toward the Key Elements of a Fully Liberalised Telecommunications Sector in the
APEC Region ($98 775).
The BMC agreed TEL can propose projects of up to atotal of $300 000 for funding from the Operational
Account. The Chair noted that the BMC had provided comments to all Working Groups concerning better
presentation of project proposals, including the need to clearly identify which Member Economies were
participating in a proposed project. The Director (Program) stated his willingness to work with member
economies in drafting future proposals.

APEC Secretariat will provide areport on implementing the L eaders Statement on Counter-Terrorism through
SOM to the 14th APEC Ministerial Meeting (AMM). Ministers responsible for trade had noted the importance of
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achieving the twin goals of enhanced security against terrorist threats and continued facilitation of the movement
of goods, capital and people by the end of the year.

A list of “pathfinder initiatives’ has been identified to advance some APEC objectives in order to meet the Bogor
Declaration goals on trade and investment liberalisation by 2010 for developed economies. It isimportant to note
that consensus on pathfindersis required, but not all economies are required to implement them at the same time.
There will be amid-term review in 2005 to assess achievement of progress toward the Bogar goals.

e-APEC Task Force met recently in Mexico to discuss its future. The Task Force developed the e-APEC
Strategy. A question has been raised over how implementation of the strategy should be monitored. Four
possibilities were highlighted at this meeting and comment has been invited from relevant Working Groups.
Outcomes of this discussion are addressed in the “ other business” section of this report.

Canada (Peter Ferguson) noted that the future of ECSG was not on the agenda at the eeAPEC Task Force
meeting. He noted that the ECSG will continue until SOM 1 and its future will be discussed at SOM1 in Thailand
2003.

Korea (Y SLee) iscurrently drafting Chapter 2 of the Report on implementation of the e-APEC Strategy and has
invited input from TEL by the end of August 2002.

The host economy for APEC in 2002 is Mexico. The Deputy Chair requested Steering Groups to give some
priority and focus to projects that benefit small, medium and micro enterprises undertaken in the TEL. This
information is to be sent to the Chair of SOM asinput to the Declaration being prepared for Leaders. Information
in the first instance should be sent to the Deputy Chair, Salma Jalife.

Consideration of Steering Group and Task Group Reports
1 Business Facilitation Steering Group Meeting (BFSG)

The Chair thanked participants for attending the final meeting until late the night before.

The Convenor, Mr Makiguchi, introduced his report. Document PLEN/26 refers. A full copy of the report can be
found at Annexe D of this report.

The convenor drew attention to item I11e (discussion on e-government) of the BFSG report highlighting that the
BFSG has experience in projects for small and medium enterprises (SMES) and individuals, who are the users of
e-Government. It was noted that there are opportunities for the group to proceed with more concrete and specific
projects and activities and the following will be looked at before TEL 27.

1. Proceed with discussions following directions from TELMINS5 and consult outcomes from relevant
activities such asthe High-Level Symposium on e-Government;

2. AsiaOceania Electronic Marketplace Association (AOEMA) has agreed to work with the convenor to
develop new projects; and

3. GBDedialog with TEL should take place.

An APEC Cyber-Security Strategy was proposed by the United States of America (document PLEN/21 refers), to
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be sent to the next Senior Officials Meeting (SOM) in October 2002. The strategy addresses the scope of how
APEC should be addressing the security statement adopted by Leaders in the Shanghai Declaration.

Chinaraised 4 concerns with the document.

- Page 3-3d dot point under action items should read member economies.
- Concern over whether the legal terms are commonly used and understood by most people.

- Theword should used in the document is a concern as Leaders and Ministers do not instruct the TEL,
rather they make recommendations based on the mandate of the TEL.

- Thedocument is proposing work that is outside the scope of the TEL.

The Head of Delegation for the United States of Americaresponded that the word should is used asit is an action
verb and that Ministers agreed to implement policies, such asin the Shanghai Declaration, making the word
appropriate. The paper does not say who should do the work under the strategy, asthisisadecision for SOM.
The strategy highlights what activities could be undertaken.

The Chair noted that the paper is making recommendations that go beyond the mandate of the TEL. A cover
letter will be attached when the strategy proposal is sent to the SOM, explaining the reason for the document
being put forward, the work of the TEL, and what the TEL will do in response to the strategy. The Chair also
noted that the paper has been discussed at length in both eSTG and BFSG and that there is support for a
statement of need as a proposed action for the whole of APEC.

The Chair of the eSTG suggested that references should be made to the Shanghai Declaration and the Program of
Action as many of theseissues are identified in the TEL’swork plan. The APEC Secretariat stated that the
Secretariat is sending areport to Leaders on “Implementation of the Leaders Statement on Counter — Terrorism”
on which the TEL could draw in reporting to SOM on TEL's activities.

The United States of America agreed to incorporate suggested changes and send to Points of Contact after the
meeting, for final approval. The Plenary agreed to send the final document with a cover letter from the Chair to
SOM, once it has been given final approva by member economies through POC’s.

Australia recommended that a website accessibility project group be established looking at accessibility
guidelines (agendaitem VIb). Korea, USA, Canada, Japan, Hong Kong China, AOEMA, Indonesia, and
Convenor expressed interest in being members of the group. An invitation has been extended for developing
economy members to join. The group participants will be identified by the next meeting.

The Convenor noted that the Deputy Convenor (Y S Lee) will draft a discussion paper on online content issues
for presentation at TEL27 (agendaitem VIc). The Chair noted that there are sensitivities to online content issues
and requested that the discussion paper should be drafted in consultation with other economies. It was agr eed
that adraft discussion paper will be sent to POC’ s before TEL 27 for consideration.

The Plenary approved the TEL website sponsorship guidelines.

The Convenor invited the Chair of the eSecurity Task Group, Mr Steve Orlowski, to present his report, which is
an Annexe to the BFSG report.
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Five eSTG recommendations were agreed to in BFSG, for consideration in the Plenary. These are

1. A one-day eSTG meeting at TEL27.
2. A possiblejoint meeting with EESSI at TEL 27.

3. New Zealand will compile alist of commonly used standards relating to algorithms, key lengths and
applicationsto assist economies in developing their policies on the use of encryption.

4. Economies should recognise that there are a number of IT security accreditation schemes already
developed and that a resource should be developed to assist public and private sector employersin
understanding the significance of qualifications issued by existing schemes.

5. A 2day workshop for CERT awarenessraising at TEL27. The host will not need to fund this workshop.

The eSTG Chair reported that the EESSI and eSTG joint meeting held prior to TEL 26 was a success and thereis
scope for the two groups to work together in the future.

The eSTG pointed out that the current work program of the eSTG addresses all items contained in the eeAPEC
Strategy and the TELMIN 5 declaration.

Workshop proposal

Australia and Japan presented a proposal for ajointly funded two-day CERT workshop to be held prior to TEL27.
The Plenary approved the workshop without any further comment.
The Plenary adopted the BFSG report, including the eSTG report.

2. Development Co-operation Steering Group Meeting (DCSG)

The DCSG Convenor, Dr Arnon Tubtiang, reported on the outcomes of the meeting. Document PLEN/28 refers.
A full copy of the report can be found at Annexe E. The main outcomes of the meeting were:

1) developed and agreed upon three complementary themes for activities:
- facilitating APEC TEL Digital Divide Blueprint for Action,
- supporting Micro/SMEs, and
- considering next-generation technologies and their role in infrastructure devel opment,

2) recognised TELMIN’s endorsement of DCSG’ s Digital Divide Blueprint for Action in May 2002, and
considered next steps for implementation,

3) conducted areview of al newly-proposed and current activities that support Micro/SMEs and added a
new Information Exchange agenda item of Technology Support for Micro/SMEs,

4) prepared a position on the e-APEC Strategy,

5) initiated an Information Exchange session on |P, Broadband and Alternative Technologies for
Community-based Networking, welcoming 7 speakers on these topics, and

file:///C]/Documents and Settings/kisdi/C O 0O O/03000000200402005.htm (6 / 59)2007-01-25 00 1:47:23



ASIA—-PACIFIC ECONOMIC COOPERATION

6) endorsed a series of 3 workshopsto explore broadband issues and activities in a developmental context,
starting with a one-day workshop at TEL 27.

The Chair noted that an important function of the DCSG is information exchange, and highlighted the number of
excellent presentation made in the group. The Chair noted that self-funded and funded projects alike are required
to be multilateral rather than unilateral in focus, and as the DCSG has a large number of self-funded projects,
more economies should register their participation in each project.

The Chair sought clarification as to which economies are involved in the Flow-based Internet Traffic
Measurement and Analysis Project (DCSG/25). The economies are Australia, New Zealand, Singapore,
Thailand, and China.

The Convenor noted in response to the Chair’ s request for discussion on the eeAPEC Task Force, that the Digital
Divide Blueprint is avery useful document and was developed through the TEL before the e-APEC Strategy. It
was suggested that this information, along with DCSG’ s willingness to facilitate implementation of the Blueprint
under guidance of SOM and Leaders be included in the letter to SOM when the TEL sendsits final response.

The DCSG continues to develop its work program based on mandates passed by Ministers, Senior Officials and
Leaders. Thiswork program aso includes pursuing new efforts on micro/SME support and next-generation
technologies.

The Convenor highlighted the importance of updating the matrix of TEL activities and Internet Statistics
(Document DCSG/04/R1 refers). The Deputy Convenor, Ms Diane Steinour, will circulate an updated document
at the next TEL meeting.

Workshop proposa

New Zeaand joined the United States of America (document DCSG/05 refers) in proposing a 1-day workshop on
broadband over each of the next three TEL meetings, starting at TEL 27. Canada, Indonesia, Korea, Singapore,
Chinese Taipei, and Thailand showed support for the workshop.

The Plenary approved the workshop without further comment.
The Plenary adopted the DCSG report
3. Human Resour ce Development Steering Group Meeting (HRDSG)

Dr Inuk Chung, the HRDSG Convenor provided a summary report of the HRDSG meeting. Document PLEN/27
refers. A full copy of the document can be found at Annexe F of this report.

The HRDSG sought approval for the following workshops to be held prior to TEL 27.

- A one-day follow-up APEC TEL Interconnection Training Workshop This workshop follows from the
successful one held in Thailand in July - August 2002.

- A one-day follow-up workshop on orientating and training regulators for MRA implementation. This
will follow aworkshop held in Bali in November 2002.
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The Plenary approved the workshops without further comment.

New Project Proposal

A self-funded project proposal from Thailand, PECC and ITU on e-University Network in HRD for e-
Government with Japanese and Chinese support. Japan thanked PECC and I TU for the proposal.

The Plenary approved the proposal.

Project updates.

- E-Commerce Skills Standards Project will complete component 2 by 31 August 2002 (in Thailand) and
component 3 by 15 February 2003.

- Overview of 1pv6 will commence a one-day workshop in Thailand prior to TEL27.

- Therearestill free coursesin the APEC Distance Learning Project on Telecommunications Technol ogy
by Korea and will continue until October of this year.

- AnOrientation and Training Workshop for regulators wanting to implement the MRA will be held in
November 2002. The venue will be changed from Jakartato Bali.

Chinese Taipei apologised that the Deputy Convenor had not been able to attend the meeting. The Chair stated
that it is not uncommon for people in a position of responsibility to be unable to attend a meeting, and welcomed
Chinese Taipei’ s support of HRDSG.
The Plenary adopted the HRDSG report.

4 Liberalisation Steering Group Meeting (L SG)

The Convenor, Mrs Kathy Fisher, provided a summary of the report to the meeting. Document PLEN/25 refers.
A full copy of the report can be found at Annexe G.

Project updates

The draft Regulatory Structures Project report will be circulated to POC’ s with afinal comment requested by the
end of September 2002.

Workshops

The LSG sought approval for the following workshops to be held prior to or at TEL 27.

* A one-day WTO Workshop to be conducted before TEL 27.

- Singapore thanked the Convenor and highlighted that under agendaitem 2.3, it states that one of the
reasons to have this workshop is “the need to stay focused on areas where APEC TEL can make a
contribution”. Singapore noted that there are some areas, such as EMC and EMI that are addressed in
APEC foraand APEC CTI.
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* A one-day MRA mesting to be held before the MRA Task Force Meeting — noted in the HRDSG report
aswell.

* A one-day MRA Task Force Meseting
* Haf aday MRA Joint Committee meeting during TEL 27.

* A Regulatory Roundtable to be held at TEL 27 with Singapore to coordinate the agenda.

- The Philippines proposed the name of the roundtable be changed from “ Regulator s Roundtable” to
“Policy and Regulatory Roundtable’, as regulation and policy are often conducted by separate
agencies within economies and it is difficult for both groups to be present if the meeting is directed at
regulators only.

- Singapore and China supported the Philippines request.

- The USA stated that most of what the TEL doesis policy based and the meeting isaway of trying to
include regulators. Thisis also reflected in TELMIN statements, which have expressed a desire to get
regulators together.

- The Chair suggested that the function of the regulator isto implement policy, and policy makers
advise on the rules the regulators have to implement. Regulators should have avoice in review of policy.
The roundtable to date has been effective in providing such aforum on regulatory issues.

- Japan suggested the title of the roundtable should be “ Regulatory Roundtable”.
- Philippines accepted this and the name change was adopted by the Plenary.

The Plenary approved the workshops.

The Chair noted that the e-APEC Strategy covers some liberalisation issues that L SG could have investigated.
The Convenor stated that the Steering Group did not discuss these issues in the group but trusts the Chair to
include any liberalisation issues when responding to the SOM on the e-APEC Task Force.

The Plenary adopted the L SG report.

Discussion/Approval of New Project Proposals/Priority Setting

No new projects requesting funding were proposed.

Workshops - TEL27

Steering Group Subj ect Timerequested Status Funding
BFSG eSTG 1 day Approved Hosts
EESS| 1 day Withdrawn
CERT 2 days Approved Self Funded
DCSG Broadband 1 day Approved Host
HRDSG Interconnection 1 day Approved Self Funded
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MRA Training 1 day Approved Host
LSG Regulatory 1 day Approved Host

Roundtable

WTO workshop 1 day Approved Host

MRA Task Force |1 day Approved Host

MRA Joint /2 day Approved Host

Committee

The Chair noted that it is normal practice for hosts to provide for two days of workshops and three days of
meetings and any more than this can be difficult for the host to arrange. It is a'so important to take into
account that small delegations sometimes want to attend all workshops, which they can not do if there are
more than 2 workshops running at one time. The Chair requested whether workshop proposal's could be
reduced.

The Chair of the eSTG recommended withdrawing the EESSI joint meeting. The Plenary agreed that no
other workshops could be altered in length.

The Chair’s office will discuss with the hosts what arrangements can be made to accommodate these
reguests.

Presentations by Economies of Their Recent Regulatory and Policy Developments

The Chair stated that regulatory updates are very important and are becoming a useful source of information. The
Chair encouraged economies to continue to lodge these updates at each meeting. The Chair of eSTG requested
that authentication and security related topics be included in future economy updates.

The Chair invited First Vice Minister Koroktov to present Russia s recent regulatory and policy development
update (Document PLEN/10 Refers), and then opened the floor for others to present.

A full set of these reports can be found at www.apectelwg.org and www.aprectel 26.0rg.rul.

Brief Voluntary Statements by Observersand Guests

Observers and guests were invited to present their voluntary statements.

International Telecommunications Users Group

Document Plenary/03 refers.

Pacific Economic Cooperation Council

Document Plenary/xxx refers.
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Asia-Oceania Electronic Marketplace Association

AOEMA reported on the High Level Meeting on Micro Enterprises (HLMME) that took place in Mexico prior to
TEL26. AOEMA presented to the meeting the work of the TEL in micro enterprises. Some of the key themes of
the HLMME were human capacity building, Institutional building and ICT infrastructure development.

The Convenor of the DCSG invited AOEMA to present at the Steering Group meeting on the outcomes of the
HLMME.

Discussion of Future M eetings

The Chair Welcomed Malaysia as the next host and invited the Head of Delegation to report on planning of the
next meeting.

Malaysialooks forward to hosting TEL 27 and wel comes del egates and families to the meeting, which will be
held in Kuala Lumpur. The dates of the meeting will be at the end of March 2003, either 17-21 March or 24-28
March, subject to the final program. The website is expected to be running by the end of January 2003.

The Chair thanked the host and is looking forward to the meeting being held in Malaysia.

The Chair noted that discussions are continuing on who will host the next Ministerial Meeting. The Deputy Chair
isin discussion with member economies and will advise as soon as possible.

Other Business

The Chair of the eeAPEC Task Force requested input from the TEL on the future of the eeAPEC Task Force and
oversight of the e-APEC Strategy. His letter suggested four ways that oversight of the e-APEC Strategy could be
undertaken. They are:

1. Dividing the work between different APEC bodies. The Economic Committee would look after Chapter
1, Electronic Commerce Steering Group would have oversight of Chapter 2, and the TEL would manage
Chapter 3.

2. Continuing with the e-APEC Task Force.

3. Having one body monitor and co-ordinate implementation of the Strategy, with individual fora being
responsible for implementing specific parts. ECSG?

4. Having the Strategy monitored and assessed by an external academic group.
The Chair requested that Steering Groups consider these options for discussion in the Plenary. Frank March,
Deputy Convenor of the BFSG lodged a paper on recommendations made in the BFSG, document PLEN/24

refers. The Deputy Convenor stated that the topic was discussed extensively in the meeting but no agreed text,
apart from the beginning of the document, was devel oped.
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Points of initial agreement were identified as.

1. A clear distinction should be made between groups with a mandate to implement work programs and
those with oversight/monitoring responsibilities.

2. Responsihility for oversight, coordination, and issues associated with the implementation of the eeAPEC
Strategy should lie with Working Groups and expressed through the SOM.

3. Each Working Group is responsible for identifying elements of the e-APEC Strategy that fall withinits
mandate and undertake activities to respond to those elements.

4. When an area of work not currently being undertaken isidentified, it should be referred to the group
with awork program most appropriate to the subject matter.

Korea suggested that another option isthat asingle group is created to oversee the e-APEC strategy as awhole.

Japan expressed that the general consensus in the meeting was that a group with coordination functions should
deal with e-APEC issues.

The Chair noted that all comments raised in the Plenary and Steering Groups will be included in a draft |etter to
the SOM and sent to delegates for final input. Delegates were encouraged to contact the Chair’ s office for any
additional points before the final letter is sent to SOM for its meeting in October 2002.

On behalf of the TEL, the Chair expressed his thanksto all the members of the host economy TEL 25 Organising
Committee for their effortsin hosting a successful meeting. The meeting facilities and arrangements had been
excellent and the Chair noted that Steering Group reports had never before been finalised and printed before the
beginning of the final Plenary and he was impressed that the organisers were able to do this.

The Head of Delegation, Mr Koroktov, expressed his warmest appreciation to TEL delegates for coming to
Russia and he hoped that the future work between Russia and APEC would be fruitful.

J. Process for review and Adoption of Chair’s Report

The Chair informed the meeting that afirst draft of the Chair’ s report would be circulated electronically to all
TEL points of contact. The draft will include Steering Group Convenor reports.

The Chair then declared the meeting closed.

ANNEXE A

Plenary Agenda
0930 — 1230 WEDNESDAY 218t AUGUST 2002
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0930 - 1230 FRIDAY 23rd AUGUST 2002

A. Review and Adoption of Agenda

B. APEC Secretariat Report on APEC Developments
Director, Program, APEC Secretariat

C. TELMIN 5 Report
Head of Delegation, China

D. Steering Group and Task Group Meetings and Reports

Business Facilitation Steering Group Meeting (BFSG)
Development Co-operation Steering Group Meeting (DCSG)
Human Resource Devel opment Steering Group Meeting (HRDSG)
Liberalisation Steering Group Meeting (L SG)

H~wh P

Seering Group Convenors
E. Discussion/Approval of New Project Proposals/Priority Setting

F. Presentations by Economies of their Recent Regulatory and Policy Developments char
Heads of Delegations
G. Brief Voluntary Statements by Observers and Guests
H. Discussion of Future Meetings— TEL 27
|. Other Business
J. Process for review and Adoption of Chair’s Report
ANNEXE B

List of Workshopsand seminarsat TEL 26

Saturday 17 August Legal Framework for Combating Cybercrime
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Sunday 18 September Legal Framework for Combating Cybercrime
Monday 19 September European Electronic Signatures Standard Initiative Meeting
Mutual Recognition Arrangement Task Force meeting
Tuesday 20 September World Trade Organisation Workshop
eSecurity Task Group
Thursday 22 September Mutual Recognition Arrangement Joint Committee

ANNEXE C
Report on the Fifth APEC Ministerial Meeting on Telecommunications and I nformation Industry

The Fifth APEC Ministerial Meeting on Telecommunications and Information Industry was held from May
27 t0 30, 2002 in Shanghai, China. Around 350 delegates, including government officials, representatives of
telecom industries and academics from 21 APEC economiesin the field of communication and
telecommunications participated in the meeting. His Excellency, Mr.Wu Bangguo, Vice premier of China
attended the opening ceremony. With strong support from Chinese government and active participation of
each economy, this meeting was concluded successfully.

This meeting was the first APEC ministerial meeting on telecommunications and information industry held
in the new century and it took place at a crucia period when world economic growth slowed down and
global information and communications industry was undergoing restructuring. Around the theme of
Leveraging Digital Opportunities to Promote Common Devel opment, live discussions were held and
extensive consensus' s were reached on topics such as Information Communications Infrastructure,
Telecommunications and Information Policies, Market Regulation, Information Communication and
Networ k Security and Human Capacity Building during the four day meetings. The participating economies
shared a great concern to the current economic situation and the development of information communication
industries within the Asia Pacific region, and expressed confidence that the future of the ICT industriesis
promising, full of vigour and vitality.

The meeting adopted Shanghai Declaration and Program of Action, which are two important policy
statements on the current situation, future development and strategic goal of information communicationsin
the Asia Pacific region, calling on all economies to strengthen cooperation and mutual exchange, seize the
digital opportunity and bridge the digital divide with aview to realising common development. These two
documents also set out concrete goals for APECTEL to accomplish in the coming two years.

The meeting also achieved broad consensus' s on the issue of information communication and network
security and adopted the Statement on the Security of Information and Communications Infrastructures,
which has highlighted the importance of protecting the information communications infrastructures and
proposed further studies, exchanges and cooperation in the area of policies, emergency response and
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technical standards.

ANNEXE D

BUSINESS FACILITATION STEERING GROUP REPORT

Note) Underlined parts are the decisions made by the BFSG.

D] Adoption of Agenda (Attachment A)

The Convenor, Mr Eiji Makiguchi, welcomed participants. (Participants List, see Attachment B) He briefly
discussed the context of the meeting and the work for the BFSG. Thanked government of Russiafor the
excellent facilities. Introduced deputy convenorsY.S. Lee from Korea and Frank March from New Zealand.

Korea asked that agendaitem V (e) should be changed to read "Global B2B Interoperability Project".

Added to VI item (d) Russian Telemedicine Projects for Asia Pacific Region (Russia)
Agenda accepted

) Discussion of Issuesfor BFSG

a) TELMINS telwg26/BFSG/10

Convenor submitted the results of the TELMINS for information for the BFSG participants.

b) CybercrimeWorkshop

United States reported on the Cybercrime workshop held on Saturday and Sunday 17t and 18th
August in Moscow.

19 economies attended and there were 60 del egates. The meeting was briefly summarised and it
was reported to be a success.

Hong Kong China mentioned that there was a suggestion that the seminars might be repeated on
economy level. The United States supported the idea of economy level seminars and would work
with economies on ways to achieve this. The convenor said that he would report to the plenary on
the suggestion.

The convenor thanked the United States for their work on this successful workshop.

c) EESSI/APEC Joint Meeting

Steve Orlowski, reported on the outcomes of the meeting. It was agreed that standing invitations
to each other's meetings would be extended.

d) eSTG -telwg26/BFSG/14 (eSTG Minutes, see Attachment C)

The eSTG convenor reported on the meeting. The detail can be found in document number
mentioned above. The Convenor put 5 recommendations to the BFSG for consideration.

Before these items were considered it was suggested that item VI (a) be moved to this point in the
agenda.

ITEM VI (a) CERT awarenessraising and capacity building. telwg26/BFSG/02
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Australia reported on the project proposal

It is recommended that the TEL endorse a project to:
* Raise awareness about the need for Computer Emergency Response Teamsin
member economies

* Develop Guidelines for establishing Computer Emergency Response Teamsin
member economies.

» Develop a Communications Framework to facilitate the CERT global network
» The project would be further developed at TEL 27 with an awareness-raising
workshop to be held in conjunction with that meeting.

US and Canada supported the project proposal.

The recommendation were then considered.

1. A request was made for a one day eSTG meeting at TEL 27. This was agreed.

2. A possible joint meeting with EESSI in conjunction with TEL 27 wasto be explored. Thiswas

agreed.

3. It was recommended that APEC economies consider the OECD cryptography policy
guidelines in developing their policies for the use of encryption. It was also recommended that
eSTG compile alist of commonly used standards relating to algorithms, key lengths and
applications to assist economies in developing their policies on the use of encryption. New
Zedand undertook to compile the list. This was agreed.

4. 1t was recommended that economies,

* Recognize that there are a number of | T security accreditation schemes already

developed;

» Recognizetherole of the private sector in providing such schemes;

* Recognize the importance of practical training to supplement course work in such

schemes,

* Recognizetherole of continuing assessment due to the rapid changesin I T security.
It was recommended to develop aresource to assist public and private sector employersin
understanding the significance of qualifications issued by existing schemes. This was agreed.
5. It was recommended to bid for a2 day workshop dot for the CERT awareness raising at or
immediately prior to TEL 27. It was mentioned that it would not be the host's responsibility to
fund this workshop. This was agreed.

There were no new project proposals as the CERT project will be submitted at TEL 27.

1) Reportsand Discussion on e-Gover nment

a) BFSG Stocktake (Convenor) telwg26/BFSG/05
The stocktake was reported to TELMINS and was well received by the ministers.

The document also includes recommendations from the ministers and suggestions from the
convenor regarding the future work of BFSG.

The full document is available on the TEL web site and the addressis given in the telwg26/
BFSG/05.
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b) High-Level Symposium (Korea) telwg26/BFSG/12
A report on the symposium including “ Strategy Report on Promoting e-Government in APEC”
was given by Korea. Korea, as the host of the symposium, suggested that TEL needs:

1. to support this high level efforts to be accelerated and continued with its consistent
involvement and inputs, and

2. to build upon the result of the symposium, especially the * Strategy Report on Promoting
e-Government in APEC ' when it considers its possible actions to strengthen the e-
government cooperation within the region.

The deputy convenor (Korea) mentioned that a paper on TEL's e-government activities was
submitted to the symposium. The paper can be found at telwg26/BFSG/21.

The convenor thanked Koreafor the report noting that our discussion and activities on e-
Government should be closely cooperated with the symposium.

¢) E-Commercein Government (Korea)

Five economies have replied to the questionnaire so far. The convenor noted that this information
Isimportant for the e-procurement and e-payment side of E-government and encouraged
economies to submit their replies to Korea as soon as possible.

d) Integrated e-Government for Local Governments (Indonesia) telwg26/BFSG/13
Presentation of progress report of this project was given. The objectives of the project were
Improve local government management profile

Improve service quality

Improve HR quality

Narrow digital divide

Improve SME's

A questionnaire has been included at the end of the document and Indonesia asks all member
economies to help by filling out the questionnaire.

Vietnam asked 1) how much the smart card costs the people in relation to their income, 2) what
type of certification isissued and how, and 3) does the student access to e-learning through dial
up or leased line?

Indonesiareplied 1) the reader is the problem not necessarily the card. Also pricing is not
determined asthisis still apilot project. 2) system of certification was aready introduced but the
regulation should be completed by the end of the year. 3) E-learning is on internet so students can
use any way they like to connect. e-learning is through discussion fora, not real time.

USA suggested that the survey include questionnaires on the security that economies use.

Chinese Taipel asked how they protect the personal information on the smart card because many
people worried that their information will be misused. Indonesia answered that thisis not
finalized yet asit isapilot project they are still evaluating the results well.

Canada noted that ECSG held aworkshop on E-Gov. and had discussion on public-private
partnership. The report will be supplied. Liaising with GBDe is useful.

e) Discussion (Convenor) telwg26/BFSG/05
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Convenor introduced his suggestions considering the activities achieved so far and the resources
and advantages that BFSG might have:

1 Projects for the facilitation of e-Government from the users' point of view
2 Collaboration between Government and Business
3. Development of Telecom Network

Convenor also mentioned that it is time to proceed some more concrete and specific projects and
activities. BFSG has many experiencesin projects for SMEs and individuals, who are the users of
e-government. It is useful to have dialog with private sector, especially GBDe, on some specific
issues on e-government within the next BFSG meeting. With many participants from Telecom
Ministry, we might have advantage to share information and exchange policy views regarding the
improvement of telecom networks as infrastructures.

Hong Kong, China expressed interest. USA noted the themes covered important areas and
suggested that because the three identified themes are so broad, it will be necessary to look at
specific project proposals. Korea mentioned that BFSG should delve deeper into the issues.
Chinese Taipel expressed their concern on the dialog with business. If dialog should be held at
the high level meeting rather than TEL, correct person would not be available for the discussion.
We should also discuss with other APEC fora. Convenor suggested having the dialog at the
working level, not necessarily at high level.

K orea emphasized and suggested that we should figure out TEL projects in responding to
TELMINS5 and High-Level Symposium on e-Government, and should proceed its own work on
thisarea

GBDe expressed its hope to have adialog with TEL.

AOEMA offered to work with the convenor on developing projects before TEL 27.

USA supported the idea of discussion addressing the issues, which should be identified. The US
took an example of e-security, and Canada and Australia supported the suggestion.

BFSG agreed that:

1- We proceed with discussions following the direction from TELMINS5 and consulting the
outcomes from relevant activities such as the High-Level Symposium on e-Government.

2- AOEMA will develop project.
3- GBDe diaog should take place.

V) Other Discussions

a) eATF & ECSG merging and BFSG priority telwg26/BFSG/24

There was an intensive and prolonged discussion of the draft response from TEL to SOM on the
future of e-APEC.

There was a concern expressed from several economies about the clarity of the draft response to
be sent to the SOM. Revised text (telwg26/p/24) will be referred to the plenary for further
discussion.

b) APEC Cyber-security Strategy (USA) telwg26/BFSG/22

The USA introduced arevised document which was taken into consideration at the eSTG
meeting with comments from economies. Viet Nam expressed concern about the linkage between
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V)

some recommendations and the Council of Europe Cybercrime Convention. Following
suggestions of a number of minor amendments, the BFSG agreed to present arevised text
(telwg26/p/21) to plenary for action.

Project Reports

a) TEL Website (Korea) telwg26/BFSG/14

Korea presented some new functions of TEL Website such as email reflector service and content
management system.
Mexico and Australia expressed appreciation for the work done by Korea.

K orea presented the sponsorship guidelines proposal and asked the BFSG to approve the
guidelines noting that proposed charges are provisional. Chinese Taipei noted the need to consult
with the APEC secretariat about who should sign contracts.

Secretariat (Sam) noted that TEL isfree to set directions as there are no APEC-wide guidelines
finalised yet.

BESG approved the guidelines.

b) EC Strategiesfor Rural SMEsin APEC (AOEMA/Philippines)

AOEMA reported that the APEC funding for this project has been approved and that the project
should be completed before the TEL 27. Jan Gessin was introduced as the project manager for this
work.

c) Protecting Yourself in Today’s Internet Society (AOEMA) telwg26/BFSG/09

AOEMA presented the booklet that has been created . This booklet is designed for SME's and
individualsin order for then to establish procedures that will protect them when using the Internet.
200 copies of the booklet will be posted to all member economies' points of contact through their
Singapore embassy.

Each economy will have its own page of useful links to finsinformation about the topics and all
economies are asked to cooperate with AOEMA in order to produce the links for their economy.

Any economy wanting to distribute this widely should contact AOEMA to discuss the
arrangements

AOEMA thanked FMMC for providing the funds for this project.
The convenor thanked AOEMA for their work as did Australia, Canada and Korea.
d) E-Commerce Awareness Seminar (AOEM A/Japan) telwg26/BFSG/08

AOEMA presented the information on the latest series of seminars held sincethe last TEL. These
seminars were made available through the help of Japan MPHPT, Australian DFAT, FMMC
Japan and Critical Path Hong Kong.

AOEMA reported that the data gathered from the seminar participants provided a useful insight
into the situation of EC and SME's in these regions.

The convenor thanked AOEMA for itswork as did Australia, Canada and Japan, and hoped that
these seminars could continue.

e) Global B2B Interoperability Project (Korea) telwg26/BFSG/17

A paper has been submitted and participants are advised to read about the current status of this
proj ect.
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Vi)

VIl

f) Electronic Commerce Capacity Building Project (Thailand) telwg26/BFSG/11
A paper has been submitted and participants are encouraged to read about the current status of
this project.

New Project Proposal

a) CERT Awarenessraising telwg26/BFSG/02
Thisitem was covered earlier in the meeting.
b) Web site accessibility telwg26/BFSG/07

Australia provided information on accessibility guidelines used in Australia and elsewhere by both
government and non-government web users. It is recommended that the BFSG support further
work on thisissue by establishing a small project group.

The USA Supported the idea of a small group. Government should not get into proprietary issues.
Korea mentioned that thereis arole for the TEL web site to play.

Korea, the US, Canada, Japan, Hong Kong, AOEMA and Convenor expressed to beinvolved in
the small group. Invitation is open to afew devel oping economies. (Indonesia showed its wish to
join the small group at the closing Plenary.)

Scope will be further defined off line and presented at TEL 27.
c) Discussion of online Content | ssues (Deputy Convenor-K or ea) telwg26/BFSG/20

The Deputy Convenor (Korea) presented a paper on online Contents. The proposal was to draft
discussion papers on content promotion and content regulation. The US and Canada expressed
their concern about the scope of the discussion papers. The Deputy Convenor replied that the
scope of the papers will be determined as the work progresses in consultation with the interested
economies. The TEL Chair noted that the relationship of the agendato the Steering Groups
within TEL should be considered during the drafting of the discussion papers. Canada has
expressed its willingness to contribute to the discussion papers. BESG agreed to proceed with the

proposal.
Information Items

a) Guiddinesfor | SPs (Australia) telwg26/BFSG/03

Australia submitted a paper on Guidelines for ISP's. These have been produced through the
industry in an effort to raise awareness of the expectations that consumers and | SP's should have
regarding the performance standards of 1SP's. In response to questions about governmentsrolein
commercial processes, Australia noted that this was not intended to be aregulatory effort but an
example of industry self regulation that has been brought about by consumer complaintsin an
unregulated ISP environment.

New Zealand and Canada noted that similar issues have arisen in their economies and would be
looking forward to closely examining the Australian work.

Korea outlined the similar activities underway in Korea on self-regulation. Hong Kong, mention
that security level of |SPs should also be examined as they are the weak link in the chain with
regards to issues such as distributed denial of service.

The convenor thanked Australia for the information.
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VI

b) Micro-Enterprise Meeting (AOEMA) telwg26/BFSG/15 telwg26/BFSG/16

AOEMA had no more information to add to this item over what was presented in the plenary
session. Participants should be informed that document numbers telwg26/BFSG/15 and telwg26/
BFSG/16 contain the presentation made by AOEMA and the draft conclusions of the HLMME.

The Convenor thanked AOEMA for attending this meeting on TEL's behalf and noted for
participants that AOEMA was able to send both Michael Baker and Y uichi Tosaki to the meeting.

¢) Toward a Cross-border Paperless Trading Environment-Actionsfor Trade Facilitation
(Chinese Taipei) telwg26/BFSG/01

BFSG participants are encouraged to read the paper submitted by Chinese Taipel on thistopic.
Canada stated that this project is close to the work of the CTI and the ECSG and has considerable
ramifications to the facilitation of trade in our region.

d) Russian Telemedicine project for Asia Pacific region (Russia) telwg26/BFSG/23

The convenor thanked Dr. Michael Natenzon for the presentation of this project and welcomed
the ability to be able to share information on such a valuable project.

Other Business

a) BFSG Work Roadmap(Deputy Convenor-Kor ea) telwg26/BFSG/19

The Deputy Convenor (Korea) presented a paper which followed upon the paper ‘ Discussion
Paper on Current and Future BFSG Work Areas’ (TELWG25/BFSG23). The paper isasimple
roadmap of possible BFSG work areas. Australia commented that the paper should take into
account the declarations and programs of action at TELMINs and the e-APEC Strategy. The
Deputy Convenor (Korea) replied that it would be reflected in the future versions and noted that
the paper will be continuously updated to assist BFSG in charting its future course.

b) Improvingthe Operationsof BFSG: toward higher goals(Deputy Convenor-K orea)
telwg26/BFSG/18

The Deputy Convenor (Korea) presented a paper on which he elaborated on the possible ways to
improve the operation of BFSG. There were earnest discussions and BFSG took note of many
ideas in the paper as possible future actions.

BFSG meeting was closed at 11:00pm.

(Attachment A)
Participants List for BFSG

Name E-mail

Convenor

Makiguchi, Eiji e.makiguchi @soumu.go.|p
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Deputy Convenor Y ong-Suk Lee yslee@nca.or.kr
Frank March Frank.march@med.govt.nz
Economy Name E-mail
Australia Alex Webling alex.webling@ag.gov.au
Steve Orlowski steve.orlowski @bigpond.com
Canada Jane Hamilton hamilton.jane@ic.go.ca
Peter Ferguson Ferguson.Peter@ic.go.ca
China Liu Ziping zpiliu@mii-gov.cn
Hong Kong, China Hon Chi Pang hcpang@itsd.gov.hk
John Daly jad@pacific.net.hk
Jorgen Wagner iscw@cityu.edu.hk
Indonesia Dinoor Susatijo susatijo@risti.telkom.co.id
Lintang Suharto lins@indo.net.id
Mas Wilgrantoro maswig@internews.or.id
Japan Aoki, Eiji e.a0ki @soumu.go.|p
Nishino, Hisanori h-nishin@soumu.go.jp
Ato, Takashi Takashi.ato@mofa.go.jp
Korea Choi, Sung-Joon SungJoon_Choi @mic.go.kr
Jurng, Chul-Joong Jurng@mic.go.kr
Paik, Ji-Won (Christine) jwpaik@kisdi.re.kr
Mexico Luis Hinojosa hinoj osa@cft.gob.mx
New Zealand Andrew Mason Andrew@hbsa.co.nz
The Philippines Aurora Rubio aarubio@I-manila.com.ph

Russian Federation

Vasileva Tatiana

ekonom@ptti.gov.ru

Singapore Francis Goh Francis-goh@ida.gov.tw
Chinese Taipel Terry Lee TerrylL ee@trade.gov.tw
Chintan Huang cthuang@moea.gov.tw
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Y un-Knel Huang yghuang@kbc.com.tw
Thailand Saisamorn Naklada Sai samorn@nectec.or.th
Viet Nam Toc chi Thanh thanhtc@vnpt.com.vn
U.SA. Richardson Joseph richardsonj p@state.gov
Paul ette Blanscet Paulette blanscet@ita.doc.gov
Richard Downing Richard.downing@usdoj.gov
AOEMA Tosaki, Yuichi tosaki @fmmc.co.jp
Hirano, Tadao t.hirano@fmmec.co.jp
Michael Baker Michael .baker@aoema.org
Jan Gessin Jan.gessin@aoema.org
Macao, China Samuel. K.C. Tong stong@economia.gov.mo
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BFSG Agenda
D] Opening

1)

1)

a) Review/Adoption of Agenda

Discussion of Issuesfor BFSG

a) TELMINS

b) Cybercrime Workshop

c) EESSI/APEC Joint Meeting
d) eSTG

Reports and Discussion on e-Gover nment
a) BFSG Stocktake (Convenor)
b) High-Level Symposium (Korea)

c) E-Commercein Government (Korea)
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d) Integrated e-Government for Local Governments (Indonesia)
e) Discussion

V) Other Discussions

a) eATF & ECSG merging and BFSG priority
b) APEC Cyber-security Strategy (USA)

V) Project Reports

a) TEL Website (Korea)

b) EC Strategiesfor Rural SMEsin APEC (AOEMA/Philippines)
c) Protecting Yourself in Today’s Internet Society (AOEMA)

d) E-Commerce Awareness Seminar (AOEMA/Japan)

e) Globa B2B Interoperability Project (Korea)

f)  Electronic Commerce Capacity Building Project (Thailand)

Vl) New Project Proposal

a) CERT Awareness Raising and Capacity Building (Australia)
b) Web Site Accessibility (Australia)

¢) Discussion of Online Content Issues (Deputy Convenor-Korea)

VII)  Information Items

a) Guidelinesfor Internet Service Providers (Australia)
b) Micro-Enterprise Meeting (AOEMA)

¢) Toward aCross-border Paperless Trading Environment-Actions for Trade Facilitation (Chinese
Taipei)
d) Russian Telemedicine Project for Asia-Pacific Region (Russia)

VIIl) Other Business

a) BFSG Work Roadmap (Deputy Convenor-Korea)
b) Improving the Operations of BFSG (Deputy Convenor-Korea)

I X) BFSG Report tothe TEL
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(Attachment C)

eSecurity Task Group Report

ELECTRONIC AUTHENTICATION

AGENDA ITEM 1. Meeting with European Electronic Signatur es Standar dization | nitiative (EESSI)

The Chair of the meeting hosted by EESSI on 19 August reported that the meeting had been extremely
productive (EESSI/01, 02). Four areas of common interest were identified and it was agreed that liaison
points be established to facilitate cooperation on these projects. The projects and APEC liaison points were:

Provision of status information on trust service Steve Orlowski, Australia
providers
Harmonised certificate policies Jane Hamilton, Canada

Francis Goh, Singapore
Compendium of IT security standards and best Andrew Mason, New Zealand
practice guidelines
Harmonisation of assessment processes/criteria Steve Orlowski, Australia (interim)

It was also agreed to cooperate on standards relating to cryptography and to share experiences on pilot
testing PK1 interoperability.

It was agreed that both parties would be invited to each other’s meetings. It was agreed to explore the
possibility of afurther meeting in conjunction with TEL 27. The Chair thanked EESSI for hosting the
meeting.

agendaitem 2. Electronic Authentication | ssues Paper

The Chair reported that the BMC had approved funding for the publication of the electronic authentication
issues paper (ESTG/01). The paper had been circulated prior to the meeting (ESTG/02, 04). Thetext of the
paper was agreed subject to the inclusion of additional material arising from the second round of the CA
mapping exercise, Agenda Item 3 (). The Group thanked the Chair for hiswork in preparing the paper.

agendaitem 3. PKI Interoperability Expert Group

(a) Second round of CA mapping exercise

The Co-Chairs, Canada and Singapore, reported on the outcomes of the second round mapping exercise
(ESTG/12, 13, 14, 15). The exercise had identified a number of consistencies and inconsistencies. Severa
economies had submitted late responses to the study and it was agreed that these be included in the mapping.

(b) Future activities
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The Co-Chairs presented two options for future work. The first wasto develop a set of broad principles for
the establishment of PKI schemesin member economies. The second was to undertake a more detailed
mapping of existing schemes using RFC 2527 as the basis for the mapping. Thiswould build on existing
mappings between Australia, Canada and Singapore and between the US and the European Union. The
mappings would result in a best practice guide for economies establishing schemes and could lead to formal
Cross recognition agreements.

It was agreed that Canada and Singapore would develop option one with the assistance of other economies.
It was further agreed that the Chair work on option two as an interim measure but that Canada and
Singapore would undertake the work on completion of option one.

AGENDA ITEM 4. TELMIN 5—-Mapping of eSTG Work Against TEL Program of Action

The Chair introduced a mapping of eSTG work against the eAPEC Strategy and the TELMIN 5 Declaration
(ESTG/10). It was agreed that current activities address all the items contained in the Strategy and
Declaration.

agendaitem 5. Economy Updates

Australia advised that it had produced a guide Trusting the Internet. It also advised that six organisations
had received full Gatekeeper accreditation as CAsor RAs. The term of the National Electronic
Authentication Council had expired however the National Office for the Information Economy is continuing
consultations on the policy directions for a national framework for authentication technologies. Details can
be found at http://www.noie.gov.au .

Canada advised that it is devel oping guidance principles for the public and private sectors on the use of
authentication. A draft is expected to be available in the next six months. Details can be found at http://

ecom.ic.gc.ca/english/authen/members/index.html (user name: WG Password: dialogue)

Hong Kong, China advised it had four recognised CAs of which three were operated by the private sector. It
is undertaking consultations as part of the review of its electronic transactions ordinance.

Indonesia advised that it will have electronic transactions legislation by the end of the year. Indonesian
CERTS are growing.

Japan advised seven CAsin the private sector had been accredited and a further two were under
examination. Three Ministries were operating CAs and others were preparing.

Korea advised that six CAs had been accredited and there are afurther thirty CAs not accredited. 19 million
certificates have been issued.

Malaysia advised that it had two accredited CAs. It is deploying a single multipurpose smart card
incorporating PK1. The implementations will be audited by independent third parties.
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New Zealand advised (ESTG/21) that two companies were issuing keys under its government scheme.
There are currently no private sector schemes. It isnow investigating the use of PKI to authenticate
websites. 90% of government agencies will be using PK| by the end of the year mainly for email. The NZ
Cabinet has approved an all government approach to electronic authentication. It noted that it was
proceeding cautiously due to concerns regarding privacy and the potential for electronic identity cards.
Options will be developed by June 2003. Information can be obtained at http://www.e-government.govt.nz .

The Russian Federation advised that its digital signature law was signed earlier thisyear. Itisnow inthe
process of defining the responsible authority. Documents on implementation are under discussion and a
decision is expected in two months.

Singapore advised that the licence of one CA had been renewed and one CA was about to be examined.

Chinese Taipei advised that in April 2002 two regulations were passed to support the laws passed in October
2001. One regulation provided for approval prior to issuing certificates. The other established that foreign
certificates would be equivalent to domestic certificates if they were of reasonably equivalent standard.

Thailand advised that in October 2002 a new structure would include a department for the management of
CAsand RAs. It also expectsto have guidelines for PKI interoperability in the near future.

The United States advised that it had placed a new emphasis on e-government by establishing an e-
government office. It managed 24 initiatives of which one was e-authentication. The US has developed
guidelines for Federal entities on identity assurance. The Federal Bridge CA is operationa and has four
cross certification policies. The Bridge policy has been amended to interoperate with the private sector.
There are now several private sector bridges looking at cross certifying with the Federal Bridge CA.

The European Electronic Signature Standardization Initiative (EESS|) advised that the European Unionis
implementing the Electronic Signatures Directive and all Member States now have legislation in place. A
number of supervisory schemes, either public or private sector, are being established and some are
completed. Two independent voluntary approval schemes are also well established, one in the UK
(tScheme), the other in the Netherlands (TTP.NL). EESSI has conpleted a number of standards that have
been published and their availability notified to the European Commission. EESSI noted the importance of
business models as a number of CAs have recently closed. Italy now requires online filing of corporate
regulatory information and thisis expected to lead to the issue of 2.5m certificates.

It was agreed that member economies be asked to include items on el ectronic authentication and information
and network security in their regulatory updates prepared for the TEL Plenary.

agendaitem 6  New Project Proposals

Privacy and Electronic Authentication, liaison with eCommerce Steering Group

The Chair advised that privacy implications of electronic authentication were causing some concern
(ESTG/11). It noted that Australia had tabled its PKI Privacy principlesat TEL 25. Canada also noted that
it was undertaking work in this area. The eCommerce Steering Group (eCSG) Chair advised that there
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would be privacy discussions at the meeting prior to SOM 1. It agreed that electronic authentication privacy
would be added to the agenda for that meeting. The eCSG Chair agreed to provide the results of those
discussions.

SECURITY OF INFORMATION INFRASTRUCTURE AND NETWORKS

agendaitem 7. Report on International Wor kshop on L egal Framewor ks for Combating
Cybercrime

The United States reported that the workshop it conducted on 17 and 18 August had been extremely
successful (ESTG/20). This view was supported by members of the Group that had attended. Indonesia
invited experts to conduct similar workshopsin Indonesia. It was agreed that the workshop papers and
presentations be placed on the TEL 26 website.

éqenda item 8. Report to Ministerson theimplementation of UNGA 55/63

The Chair reported that the Report to Ministers on the Implementation of the Ten Issues Identified in United
Nations General Assembly Resolution 55/63 (ESTG/09) had been presented at TELMIN 5. Ministersin
their Declaration agreed to support the implementation domestically of the ten issues. The United States
noted that the Council of Europe Cybercrime Convention could serve as a useful model in such
implementations. It was agreed to update the report by asking economies to provide details of the specific
laws they have introduced in implementing UNGA 55/63 using the Council of Europe convention as a
model. The updated report could be brought to the attention of Ministers out of session.

Agendaltem 9 Survey of Encryption Policies

The Chair introduced the results of the survey of encryption policies (ESTG/07). The importance of
encryption had been noted in the TELMIN 5 Declaration. It was agreed to recommend that APEC
economies consider the OECD Cryptography Policy Guidelines in developing their policies for the use of
encryption.

It was further agreed that the eSTG compile alist of commonly used standards relating to algorithms, key
lengths and applications to assist economies in developing their policies on the use of encryption. New
Zeadand undertook to compile thelist.

A number of economies provided updated material and the survey will be updated to include this and reflect
the agreed recommendations/work.

Agendaitem 10 Survey of Existing I T Security Skills Certification Schemes

The Chair introduced the results of the survey of IT security training schemes (ESTG/08). The importance
of IT security certification had been noted in the TELMIN 5 Declaration. It was agreed that it would not be
practical to develop aformal process of cross border recognition of 1T security qualifications.

It was agreed that economies:
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* Recognise that there are anumber of I'T security accreditation schemes already devel oped;
* Recognisetherole of the private sector in providing such schemes;

* Recognise the importance of practical training to supplement course work in such schemes;
* Recognise therole of continuing assessment due to the rapid changesin IT security.

It was agreed to develop aresource to assist public and private sector employers in understanding the
significance of qualificationsissued by existing schemes.

A number of economies provided updated material and the survey will be updated to include this and reflect
the agreed recommendations/work.

_aqenda item 11 Compendium of IT Security Standards

New Zealand introduced the final draft of the Compendium of IT Security Standards (ESTG/18). It was
agreed that the period for submission of standards be extended to allow economies to include their domestic
standards that may be of interest to other economies. The final version will be submitted to TEL 27. The
importance of IT security standards and practice guides had been noted in the TELMIN 5 Declaration.

It was agreed to develop an electronic search capability to facilitate extraction of relevant standards on
particular topics.

The Chair thanked New Zealand for its work in compiling this resource.

Agenda ltem 12 Establishment of Website of | nfrastructur e Protection and Electronic
Authentication Resour ces

Australia advised that it isin the process of establishing websites of information and network security
resources and electronic authentication resources. These will be able to be accessed through the APEC TEL
website. Economieswere invited to provide links to resources for these websites.

Agendaltem 13 Revision of OECD Guidelinesfor the Security of | nformation Systems

The United States advised that the OECD Guidelines for the Security of Information Systems (ESTG/19)
had been revised. It was agreed that these would be useful in assisting economies in developing their
policies and strategies. The OECD work in producing the guidelines had been noted in the TELMIN 5
Declaration.

The United States noted that its Federal Trade Commission had developed a two day seminar and training
material based on the Guidelines. It also advised that it would be considering converting the document into
a paper to go to the United Nations General Assembly.

agendaitem 14 Development of I T Security Training Material Proj ect
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The United States demonstrated some of the training material now available to economies. The material is
available at http://apec.isu.edu (NO www). It aso noted the continuing problem for academic institutionsin
obtaining and retaining faculty to undertake training. The Chair thanked the United States for itswork in
developing and hosting the material.

agendaitem 15 Computer Emergency Response Teams (CERTS)

(a) Asia Regional CERT Meseting

Malaysiareported on the Asia Regional CERT meeting held in Japan (ESTG/17,18). Asaresult of that
meeting it is proposed to establish an Asia Pacific Regional CERT Forum. Thiswould facilitate interaction
with other regional CERT groups thus providing global coverage and 24/7 response. The Group expressed
its support for the Forum.

(b) CERT Capacity Building Project Proposa

Australiaintroduced a proposal for a CERT capacity building project (ESTG/06). The project would bein
two parts. The first would be a workshop funded by Australia and Japan and conducted prior to TEL 27.
The second would be an APEC funded project for development of guidelines for the establishment and
operation of CERTS and the development of a communications framework in which they would operate.
Therole of CERTS had been recognised in the TELMIN 5 Declaration. Malaysia noted the importance of
providing assistance to CERTS in developing business models for their operations.

The United States raised the possibility of including a segment on 24/7 law enforcement response
capabilitiesin the workshop. It was agreed to bid for aworkshop slot at or immediately prior to TEL 27.

It was also agreed to further develop the funded project proposal and the revised version would be presented
at TEL 27 for inclusion in the budgetary process.

agendaitem 16 Cyber Security in the Global Business Dialogue on Electronic Commer ce

Representatives of the Asia/Oceaniaregion of the Global Business Dialogue on Electronic Commerce
(GBDe) outlined their organisation and its activities (ESTG/05). GBDe includes aworking group on cyber
security. The representatives expressed an interest in a continuing involvement with eSTG to bring a
business viewpoint to discussions. It was agreed that GBDe be invited to future eSTG meetings. The Chair
thanked the representatives for their presentation.

agendaitem 17. TELMIN 5 —Program of Action and Statement on the Security of | nfor mation and
Communications | nfrastructur es

The Chair introduced a mapping of eSTG work against the eAPEC Strategy and the TELMIN 5 Declaration
(ESTG/10). It was agreed that current activities address all the items contained in the Strategy and
Declaration.
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The United States introduced a paper proposing the development of an APEC strategy on cybersecurity
(ESTG/16). Asthe paper would be relevant to other APEC groups beyond TEL, it would be referred to
senior officials and possibly to Leaders. While the approach was agreed a number of delegations expressed
concerns about some of the contents. It was agreed that the paper would be revised taking into account
comments from these economies and forwarded to BFSG for consideration.

agendaitem 18. Economy updates

Due to time constraints it was not possible to obtain economy updates. Economies were invited to submit
written updates.

Australia advised that in June 2002 $A24.9m was provided to support the E-Security National Agenda. It
has developed a national approach to e-security based on the strategic goal of creating a secure and trusted
electronic operating environment for both the public and private sectors. It had convened atask force to
bring together key decision makers from the public and private sectors to discuss efforts to protect the key
infrastructure.

Indonesia advised that under its arrangements separate ministries were responsible for infrastructure security
and for content. It presented information on its computer investigation activities and requested assistance in
strengthening that capability.

Japan advised that a National Incident Response Team(NIRT) was established in the Cabinet Secretariat in
April, 2002. NIRT conducts technical studies and furnishes advice with respect to I T security measuresto
be implemented by government ministries and agencies should unauthorised access to their information
systems threaten to create serious disruptions to public livelihood and socia and economic activity. In June
2002, the Ministry of Public Management, Home Affairs, Posts and Telecommunications (MPHPT)
published areport which sets out partnerships with the private sector on countermeasures to Cyber-terrorism
of critical infrastructure and further enhancement of the emergency response system in the info-
communication field. Based on the report, Telecom-1SAC, which isthefirst Incident Sharing and Analysis
Centre in Japan, was established among telecommunications Industries in July 2002.

New Zealand advised (ESTG/21) that it published its government security manual with greater emphasis on
information security particularly of non-classified information. Minimum security standards for Internet-
based systems had recently been published.

Chinese Taipel advised that it was in the process of drafting cybercrime laws.

As noted under Agenda Item 5, economies have been asked to include Information and Network Security
section in their regulatory updatesto TEL Plenary.

agenda item 19. New Project Proposals

There were no formal new project proposals as the CERT project proposal will be submitted at TEL 27.
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ANNEXE E

DEVELOPMENT COOPERATION STEERING GROUP REPORT

1. DCSG MEETING: Major Results

The Development Cooperation Steering Group (DCSG) meeting was held on 22 - 23 August 2002. There
were about 40 participants attending the meeting (see Attachment D). The Convenor (Dr. Arnon Tubtiang,
Thailand) welcomed all participants to the meeting, extended his appreciation to Russiafor its great meeting
arrangement, and finally welcomed Deputy Convenor (Ms. Diane Steinour, USA).

At this meeting, the DCSG:
1) developed and agreed upon three complementary themes for activities:
- facilitating APEC TEL Digital Divide Blueprint for Action,
- supporting Micro/SMEs, and
- considering next-generation technologies and their role in infrastructure devel opment,

2) recognised TELMIN'’s endorsement of DCSG’ s Digital Divide Blueprint for Action in May 2002,
and considered next steps for implementation,

3) conducted areview of al newly-proposed and current activities that support Micro/SM Es and added
an item of Technology Support for Micro/SMEs,

4) prepared aposition on the e-APEC Strategy,

5) initiated an Information Exchange session on IP, Broadband and Alternative Technologies for
Community-based Networking, welcoming 7 speakers on these topics, and

6) endorsed a series of 3 workshops to explore broadband issues and activities in a developmental
context, starting with a one-day workshop at TEL27.

Further details at the meeting follow.
2. REVIEW AND ADOPTION OF AGENDA

The meeting reviewed the draft agenda of DCSG meeting, and agreed to revise it as shown in Attachment
E.

3. DISCUSSION SESSION

3.1 Digital Divide Activities
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The DCSG noted that the TELMIN in May 2002 endorsed the TEL' s contribution to resolve the digital
divide in the region, through the TEL s Digital Divide Blueprint for Action. The group also noted the
APEC Secretariat liaison’s comments on how the Blueprint serves a key part of the e-APEC strategy, and
therolethat TEL can play to help address issues of infrastructure devel opment and human capacity
building. Thefinal version of the Blueprint was provided for the DCSG record (telwg26/DCSG/06, 17).

The DCSG decided that it should continue to update three sections of the Blueprint: 1) the Matrix Update
for all TEL projects, to reflect DCSG projects and activities; 2) the External Stocktake of digital divide
activitiesin other forums, to reflect activities that APEC economies pursue as members of other
international and regional forums; and 3) the Internet Access Statistics, to benchmark economy-level access
in response to Ministers and Leaders call to triple access levels by 2005. For the Matrix, the Deputy
Convenor will await the outcome of the TEL 26 to update the matrix for both DCSG and other Steering
Groups' activities. She will circulate the Matrix to TEL POCs prior to TEL 27 for final review. For the
External Stocktake, again the Deputy Convenor will circulate the May 2002 version for updating prior to
TEL 27, asthere will be several relevant activities occurring inter-sessionally.

Asthere were several |ate submissionsto the record for the Internet Access statistics, there are now 3
versions (telwg26/DCSG/04 and 2 Revisions). Severa economies and the PECC observer made comments
regarding what are the best measures of Internet access, as well as the source and reliability of statistics.
This led the group to recommend that economies make an effort to provide clear and timely datato assist in
this benchmarking effort. The group will continue to consider ideas as to categories tracked and appropriate
format for future updates.

3.2 Responseto TELMIN guidance (telwg26/DCSG/18 - Convenaor)

After DCSG reviewed telwg26/DCSG/18, the circulated document of Shanghai Declaration and Program of
Action (from TELMINS in China 2002), Convenor stated the 3 main focuses of DCSG in: 1) Digital Divide
Blueprint for Action, 2) next generation technologies, and 3) Micro/SMEs. However, DCSG will also
continue its activities to fulfil APEC TEL objectives.

DCSG welcomed AOEMA to detail its work on High Level Meeting on Micro-Enterprises (HLMME)
which will be relevant to DCSG activities. AOEMA provided DCSG related materials which are telwg26/
DCSG/27 and telwg26/DCSG/28. DCSG agreed to focus more on activities which will support activities on
Micro/SMEs in the future. USA also recommended that the following 4 themes be added permanently to the
Information Exchange session agenda - | P, Broadband, Alternative Technologies for Community-based
Networking, and Technology Support for Micro/SMEs.

4. INFORMATION EXCHANGE: Next-Generation Technologies and Applications

The DCSG new session of Information Exchange fully supported the focus of TELMINS to voluntarily
transfer technology and knowledge among APEC members. There were 7 speakers sharing their experience
in this session under the topic of |P, Broadband, and Alternative Technologies for Community-based
Networking. The followings are their presentation summary.

4.1.1 Perspectives of |Pv6 on Next Generation Internet Development in Chinese Taipe (telwg26/
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DCSG/19 - Chinese Taipei)

Dr. Lung-Sing Liang, President of Chunghua Telecommunication Laboratories, presented the “ Perspectives
of IPv6 on Next Generation Internet Development in Chinese Taipei”. This presentation described the up-to-
dated Internet subscribers, broadband Internet access and GSM Usersin Chinese Taipei. Although Chinese
Taipel has been in rather difficult time in economical situation for past one year, it still has a rather good
growth rate both in Internet and cellular phone services. The speaker also mentioned about IPv6
development in HiNet for commercial servicetrial aswell as the academic applications such as TANet,
ASNet and CCL. Dueto rather good development in broadband as well as mobile services, Chinese Taipel
will create a good environment for |Pv4 migration to |Pv6. A state-level IPv6 steering committee was
established in October 2001.

4.1.2 Current Internet Statusand Trendsin Russia, Brief Survey and Analysis (telwg26/DCSG/32 -
Russia)

Dr. Sci. Andrei S. Mendkovich from Academic and Research Network FREEnNet, Russian Academy of
Science, presented a brief Russian computer networking, i.e. the first Russian |P network, Russian Internet,
etc.; the current status of Russian Internet, i.e. number of Russian Internet users, the levels of competition of
the Internet services at city market; and the long distance telecommunication market. Most companies have
accelerated the regional networks development. The successful development of Russian Internet remarkably
contributed by Russian Academic and Research Networks which play the important role of training
personals and validating technology for commercial | SPs.

4.1.3 I Pv6 Resear ch in Japan (telwg26/DCSG/24 - Japan)

Japan explained the various |Pv6 research activities on Intelligent Traffic System, Network Appliances and
Interactive Professional Live Concert using |Pv6 Multicasting. These applications are based on the IPv6
promotion video by IPv6 Promotion Council of Japan, which is supported by Ministry of Public
Management, Home Affairs, Posts and Telecommunications.

4.2 Broadband

4.2.1 Network Optimization —the First Step to Next Generation Network (telwg26/DCSG/29 - Russia)

Mr. Alexel Shalaginov from Huawel Technologies Co., Ltd. explained the service development trend that
competition between telecom operators is the service competition. This means that the ability to provide the
customer oriented and industry-specific services now becomes the key factor for operators to survive on the
competitive telecom market. He also mentioned about problems of existing network for telecom carriers are
complex network structure, poor service capability, “last mile” bottle neck and poor operation and
maintenance To solve these problems, Huawel has introduced a concept of network optimization. It is not
just the replacement of out-of-date equipment. It means the integrated optimization of network structure,
service providing capability and network O& M mode. The purpose of network optimization isto help the
carrier to enhance network efficiency and provide continuous network development with relatively low
investment. It aimsfirst to enhance the existing structure of PSTN and to prepare a ground for smooth and
investment safe transition to broadband packet NGN.

4.2.2 Broadband Development in Chinese Taipei (telwg26/DCSG/21 - Chinese Taipei)
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Ms. Vivien Wang from DGT, Chinese Taipei reported on its broadband devel opment. Since 1999,
broadband subscribersin Chinese Taipel have quadrupled annually. Internet access cost was reduced by one-
twentieth within 6 years (from 1996 to 2002). Chinese Taipel launched e-Taiwan initiatives with ambitious
goals such as reaching six million broadband subscribers by 2007, 50 percent Internet penetration, 70
percent of Internet subscribers using broadband and 250 Gbps international backbone capacity, etc. In order
to make broadband cheaper, easier usage and more use, Chinese Taipel plansto issue more fix-line licenses
in March 2003, to launch TV-based infotainment broadband services by the end of 2002, and to allocate
NTD 10.7 billion budget over six yearsto develop digital content industries.

4.3 Alternative Technologies for Community-based Networking

4.3.1 The Development of Broadband Servicesin New Zealand (telwg26/DCSG/20 - New Zealand)

A goal of the New Zealand Government is to ensure access to broadband technologies for al communities.
A stock-take of “work in progress’ in early 2000 revealed a remarkable number of local community-based
initiatives. To support these development, New Zealand Government, in partnership with regional groups,
part funded five regional broadband pilots, set up to enable selected regions to explore aternative and
divergent service provision models - from perspective of aternate technology, delivery systems, ownership
and governance structures.

In May 2002, the Government announced that “tens of millions of dollars’ has been budgeted for an
initiative to introduce broadband technology throughout New Zealand by the end of 2004. Building on the
lessons learned in the pilots and initially emphasising the needs of education, the infrastructure will extend
over timeto the delivery of most government services including health, policing, social services and
conversation. The project, seen as being critical in New Zealand’ s regional economic and social
development, is scheduled for completion in December 2004.

4.3.2 Indonesia’ s experience: Using GMPCS— ACeS Technology for Unserved Area (telwg26/
DCSG/31 - Indonesia)

Indonesia presented a description of a method for using resources, i.e. GMPCS (Global Mobile Personal
Communication by Satellite network), which is already commercially launched, to provide telephone
network in unserved areas. With fast network deployment and low investment cost/users, this modified
fixed-satellite terminal, called PASTI, has proved that installed 1000 unitsin less than a month in project
“Ringing Minahasa’, North Sulawesi. With 45,000 villages as unserved areas across Indonesia, currently
satellite technology (mobile of fixed) is an appropriate solution for “bridging digital divide’, closing the gap
of information for countries which have geographical and demographical conditions similar to Indonesia
Government committed to play as amain factor to the success of USO program, especially in regulations
and policy, and to provide the necessary fund.

5.DCSG PROJECTS
5.1 New Project Proposals

5.1.1 The Workshops of Broadband: New Technologies and Evolving Needs (telwg26/DCSG/05 - USA)
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While New Zealand indicated an early interest in proposing a different broadband workshop, they instead
joined the USA’s proposal as outlined in telwg26/DCSG/05. Based on severa presentations during the
DCSG’ s Information Exchange on Broadband, and on Alternative Technologies for Community-Based
Networking, thereis strong interest in DCSG in pursuing detailed work and activities on these
complementary themes. The USA requests a series of workshops for TEL 27, 28, and 29, which the USA is
willing to organise in cooperation with New Zealand and Peru. The workshops will focus on real-world
examples, aswell asrural and undeserved applications, and can move into other issues over time. After the
three workshops, the DCSG can assess whether there is a need for a statement or conclusions to send to TEL
ministers (TELMING). Canadaindicated its support by suggesting atheme of sustainability. Indonesia
recommended the participation of an expert in broadband technologies for devel oping economies. Other
DCSG members (Canada, Indonesia, Korea, Singapore, Chinese Taipei, Thailand) showed such strong
support that the DCSG will now request a one-day, not a half-day, workshop to accommodate speakers and
themes. Suggested agenda items, themes, and speaker nominations should be sent to the USA and/or the
Deputy Convenor.

5.2 Current Project Reports

I nfor mation service and knowledge transfer:

521 AP Cooperation Center (telwg26/DCSG/11 - Korea)

Dr. Bo-Hyun Seo, the Executive Director of APIl Cooperation Centre outlined the purpose and objectives of
the Centre and briefly reported on the current projects being undertaken by the centre. According to his
presentation, there are three kinds of APEC TEL projects: “APII Testbed” project in DCSG, “APEC
Distance Learning Project on Telecommunications Technology” which isan APEC funded project in
HRDSG, and the “APEC TEL Website Maintenance” project in BFSG. Furthermore, the APII cooperation
Centreisaso providing some I T training programs aimed at bridging the digital divide called the “Human
Resources Development Programs in HRDSG. Dr. Seo finally introduced the newly published APII
brochure is now available, which contains general trends and main activities of the APII Cooperation Centre.

5.2.2 API1 Technology Centre (telwg26/DCSG/15,14 - Japan)

An engineer-training program was held at the APIl Technology Centre in February to March 2002. In the
last seven programs, atotal of 89 trainees were invited from 36 different countriesin the Asia Pacific area.
The curriculum included such subjects as Internet utilisation technology and next generation Internet
technology. In addition, lectures with JICA were provided on tele-education utilising the DVTS system over
the IPv6 Network. The project overseer was changed from Dr. Shin-ichi Nakagawato Mr. Kiyoshi
IGARASHI.

5.2.3 Development and Financial Resour ces Catalogue (telwg26/DCSG/01 - USA)

USA presented telwg26/DCSG/01, and noted its relevance to two ongoing DCSG priorities —
implementation of the Digital Divide Blueprint, and support for SMEs and micro-enterprises. Asthis
project has entered its fifth year, the coordinator recommends that it move from a semi-annual to an annual
updating process. The USA is happy to receive updates from economies at any time. The catalogueis
viewable on the TEL website.
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5.2.4 Spectrum Policy and Management Database (telwg26/DCSG/02 - USA)

Telwg26/DCSG/02 describes the project’ s intention, to provide up-to-date information on spectrum
allocations and licensing policiesin each economy. The USA noted thistoo is responsiveto DCSG's
support for overcoming the digital divide, and to support micro/SMEs. Also, asthis project has entered its
fifth year, the coordinator recommends that it move from a semi-annual to an annual updating process. The
database can be found on the TEL website.

5.2.5 The Cross-country Smart Card-Based Secur e Electronic Commer ce Project (telwg26/DCSG/09
(R) - Singapore)

Singapore presented the brief progress report to the meeting. In the efforts to investigate the systems and
security aspects of cross-economy secure electronic commerce systems and to study the feasibility of
adopting smart card technology to support el ectronic-commerce transactions, survey guestionnaires had
been designed and distributed to the participating member countries (China; Hong Kong, China; Indonesig;
Malaysia; Singapore; Chinese Taipel and Thailand) by late March 2002. Although there were some delays
due to slower than expected responses from some of the economies, the work would still be on schedule to
be completed by December 2002. Currently, the work has entered Phase Il - “Analysis of Survey Results
and Drafting of the Report” and a draft report will be ready by the end of October 2002. The final report to
the APEC Secretariat and to the APEC TEL will be submitted at the end of December 2002, and the results
will be published in the APEC website.

5.2.6 Virtual Environmentsfor Manufacturing and Technology Project (telwg26/DCSG /07(R),08 -
Singapore)

Singapore, the project overseer, briefed the meeting that this project aimed to provide for expensive
resources such as specialised machinesto be “shared” over the Internet, for resource sharing and training
among institutions, and their partners. Numerous modul es had been completed (which enabled the prototype
to be developed and tested). The remaining modules are currently been designed and developed, and are
expected to be completed on schedule, by the end of 2002. Both alocal and a Pan-Asiatrial were also
successfully conducted in June 2002 and August 2002 respectively. Moving forward, DCSG will explore the
possibility of conducting a live demonstration during TEL 27. APEC economies were also invited and
encouraged to visit the website at http://vemart.tp.edu.sg to find out more about the VEMAT project.
Similarly, the project overseer would like to invite comments from APEC economies on how the outcomes
of the project could be utilised in their economies.

5.2.7 Asia Pacific Grid Implementation Project (telwg26/DCSG/30 - Korea)

Korea, the project overseer reported on the progress of the Asia Pacific Implementation project. The
ultimate goal of an Asia Pacific Grid is to enhance the economic competitiveness of the region by making a
better use of the resourcesin the region. APEC AP Grid will connect computers, scientific instruments, and
expertsin the region together with high-speed networks. These resources are scattered al over the region,
and an AP Grid will allow people in the region to access the connected resources as a single system, and
making efficient use of the connected resources. Grid is also providing an excellent environment for human
collaboration in the region. It is also expected that it will help in reducing the digital divide in the region by
making these resources available to more groups of people. The current project can be considered as the first

file:///C]/Documents and Settings/kisdi/C O 0O O/03000000200402005.htm (37 / 59)2007-01-25 00 1:47:23



ASIA—-PACIFIC ECONOMIC COOPERATION

step for aregion-wide Grid implementation.

Products from the project will be: functioning Grid testbed, which will be available to member economies,
technologies for building and operating Grid, and joint Grid projects among member economies. The
progress since the last APEC TEL meeting includes: 1) Grid computational testbed is nearly completed, 2)
progress in middleware and application R& D including web based portal (N* Gate) has been made, and 3)
international collaboration including activities of PRAGMA are being carried out.

5.2.8 IP-based WLL for Bridging Digital Dividein Rural Area Project (telwg26/DCSG/ 23 - Japan)

The domestic project in the Amamis, Japan, for pre-analysis, has been expanded to cover 4 islandsin July
2002 including 3 primary & junior high schools aswell as three clinics. The serge current observed at
thunderstorms was found to be the major cause to degrade the durability of WLL base stations. The project
took several measures to cope with this problem.

éurvey, study and individual resear ch:

529 Optimal Topology of Test beds (resear ch networks) and Simplified Commer cial Networksin
APEC Region (telwg26/DCSG/10,10(11) - Korea)

Koreareported the resulting first phase of project of collecting data. The basic data collected by the
contractor has reported and presented. This data covers each economy’ s current network status,
accessibilities and populations. Finally, a synthetic choice of selecting candidate cities was made based on
three factors mentioned above. The connecting submarines cables will be carried out in the next phase of
this project with cities selected at this phase using computer simulations. Before continuing toward the 2nd
phase of the project, reviewing, updating, correction and speedy reporting to researcher regarding on those
reported data were strongly requested by the researcher.

5.2.10 Flow-based Internet Traffic Measurement and Analysis (telwg26/DCSG/25 - Korea)

Korea briefed the progress report to the DCSG. The project can benefit several bodies in various aspects:
Internet service providers, telecom services providers, regulatory authorities in the economies will be able to
obtain clear and accurate information on the Internet traffic patterns and the usage patterns about their
domestic and international links. And these data may play acritical role for drawing up policies, regulations
and arrangements relating to the Internet.

The project currently on implementation phase, more specifically passed the BMC with a dlightly reduced
amount of budget and is expecting SOM endorsement. The project overseer officially requested for
participation of member economies as arole of collaboration partner and as an oversight committee member
aswell.

:I'est bed service:

5.2.11 APl Test Bed Project (telwg26/DCSG/22 - K or ea)

Korea outlined the three purposes of this project: 1) to build the advanced information infrastructure, 2) to
assist in conducting joint R& D, and 3) to test interconnectivity and interoperability. Further, Korea briefed
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about the progressive works of Trans-Eurasia Information Network (TEIN), which recently shows a strong
demand to expand APII Testbed, especially to South East Asia. In this regard, the project overseer asked for
more active cooperation from this region. After explaining eight on-going international research
collaborations using the APII Testbeds, including IPv6, high energy physics, etc., Koreaintroduced National
Computerisation Agency (NCA) as a co-working organisation to support and facilitate international research
collaborations on APl Testbeds under the guidance and purposes of the APII, as has been and will be
developed in APEC TEL.

5.2.12 Advance Satellite Test-bed Project (telwg26/DCSG/03 - Japan)

Japan presented the progress of 3 project key topics, which are technology devel opment, application
development, and co-operation with Asia-Pacific region for application development. Japan was making
steady progress towards the planned launch in 2005 on the key equipment devel opment. About 200
participants and 10 Japanese experts joined “i-Space Workshop”, held by NASDA in Tokyo in July 2002.
The workshop was aimed to facilitate an exchange of views and information among people in satellite
industry, medicine and education fields in Japan. To promote co-operation with other economiesin Asia
Pacific region, Japan will hold the Fourth International Forum on Advanced Satellite Communicationsin
November 2002 in Tokyo.

5.2.13 APl IPv6 R& D Testbed Project (telwg26/DCSG/13,14 - Japan)

In May 2002, an international conference was held in Korea, some Japanese attendants participated in the
conference by using the videoconference application with DiffServ (a QoS controlling function) through the
APII link. The participants experienced satisfactory video quality. The project overseer was changed from
Dr. Shin-ichi Nakagawato Mr. Kiyoshi IGARASHI.

6. OTHER BUSINESS
6.1 Micro/SME Issues

6.1.1 DCSG Activitiesrelated to Micro/SME

DCSG considered its ongoing activities which can be related to Micro/SME issues. DCSG found that the
Digital Divide Blueprint for action and 4 projects of DCSG, which were 1) Development and Financial
Resources Catalogue (USA), 2) Spectrum Policy and Management Database (USA), 3) The Cross-country
Smart Card-Based Secure Electronic Commerce Project (Singapore), and 4) Virtual Environments for
Manufacturing and Technology Project (Singapore) were very supportive to Micro/SMEs. DCSG input for
the future works will focus on thisissue as well, in part through a new agenda sub-item on Technology
Support for Micro/SMEs.

6.1.2 AOEMA Work

AOEMA (www.aoema.org) presented “ Safety Net”, ajust-ready material, which would be a practical guide
for beginners as well as experienced usersto safeguard against fraud in the online world. The material also
was a good handbook for Micro/SMEs who would like to go online. AOEMA welcomed any economies to
join in this project such as translating and distributing the “ Safety Net” in their own native language.
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6.2 Consideration of DCSG Activities Toward e-APEC Strategy

APEC Secretariat liaison emphasised APEC’ s continued reliance upon TEL to implement the Digital Divide
Blueprint. The DCSG recognises that, no matter the future management structure to implement the e-APEC
strategy, the DCSG will facilitate the Blue Print and pursue new efforts on micro/SME support and next-
generation technologies. The DCSG continues to base its work program on mandates developed by TEL in
response to TEL Ministers, Senior Officials, Ministers and Leaders.

6.3 Information Exchange/Outreach on Other Multilateral Institutions - Upcoming M eetings. APEC —
OECD Joint Forum on the Digital Economy, January 2003 (telwg26/DCSG/26 - USA)

The USA provided for the record (DCSG/26) a description and draft program for the forum, prepared by
OECD staff for the APEC Senior Officials Meeting 20-21 August 2002. The USA noted asimilar joint
forum conducted with APEC in 1995 (in conjunction with TEL’s meeting in Vancouver), and drew attention
to the relevance of the agendafor the DCSG in particular (information infrastructure development and ICT
assistance/cooperation as two draft program items), aswell as other TEL SGs. Regarding participation,
speaker nominations, and contributions to agenda and output documents, the USA clarified that interested
economies should approach organisers through their own senior officials, and/or they could contact the
current leader of the e-APEC Task Group, USA’s senior official Larry Greenwood. The DCSG has no
particular recommendation for topics and speakers at this time; however, Korea suggested that the results of
the June 2002 OECD Broadband workshop in Seoul may be arelevant input. The USA requested that the
document be brought to the TEL Plenary’s attention, and will submit it for the Closing Plenary’s
consideration.

7. CLOSING

The meeting was closed with the convenor’ s appreciation to member economies’ participation,
collaborations and contributions, especially to Deputy Convenor’s. Convenor aso thanked our host, Russia,
for excellent arrangement.
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DCSG Agenda

file:///C]/Documents and Settings/kisdi/C O 0O O/03000000200402005.htm (41 / 59)2007-01-25 00 1:47:23

Attachment E


mailto:t.hirano@fmmc.or.jp
mailto:kimch@etri.re.kr
mailto:lyr@nca.or.kr
mailto:jwrok@hansung.ac.kr
mailto:sghkim@hanmail.net
mailto:john@kisdi.re.kr
mailto:tsjeong@etri.re.kr
mailto:jysoo@hpcnet.ne.kr
mailto:drfazal@tm.net.my
mailto:frank.march@med.govt.nz
mailto:judy@voice-edge.co.nz
mailto:afedotov@rscc.ru
mailto:akirillovich@rscc.ru
mailto:inter@vestnik-sviazy.ru
mailto:s.semoushkiwa@ptti.gov.ru
mailto:asm@free.net
mailto:tan_thong_tee@ida.gov.sg
mailto:yghang@icbc.com.tw
mailto:lungsing@chttl.com.tw
mailto:mayl@dgt.gov.tw
mailto:dgt40@dgt.gov.tw
mailto:lyuh@fareastone.com.tw
mailto:arnont@tot.co.th
mailto:kanyai@tot.co.th
mailto:suchadam@tot.co.th
mailto:dsteinour@ntia.doc.gov
mailto:richardsonjp@state.gov
mailto:aheineman@tia.eia.org
mailto:honganh@webteam.vnn.vn
mailto:michael.baker@aoema.org
mailto:kenji.saga@jcom.home.ne.jp
mailto:cg@mail.apecsec.org.sg

ASIA—-PACIFIC ECONOMIC COOPERATION

* Review and Adoption of Agenda

DISCUSSION SESSION

» Digita Divide Activities

e Updating the APEC TEL Digital Divide Blueprint for Action
8 Matrix Update to Reflect DCSG Projects/Activities
§ Externa Stocktake
§  Continued Monitoring of Internet Access (USA)

* Responseto TELMIN guidance

INFORMATION EXCHANGE: Next-Generation Technologies and Applications

e |IP
* Perspectives of IPv6 on Next Generation Internet Development in Chinese Taipel (Chinese Taipei)
o Current Internet Status and Trends in Russia, Brief Survey and Analysis (Russia)
* |Pv6 Research in Japan (Japan)
* Broadband
* Network Optimization — the First Step to Next Generation Network (Russia)
* Broadband Development in Chinese Taipei (Chinese Taipel)
» Alternative Technologies for Community-based Networking
» The Development of Broadband Servicesin New Zealand (New Zealand)

Indonesia’ s experience: Using GMPCS — ACeS Technology for Unserved Area (Indonesia)

DCSG PROJECTS

* New Project Proposals
» Workshops Proposal: New Technologies and Evolving Needs: The Case for Broadband Adoptionin
All APEC Economies (USA)

Current Project Reports (Information Paper)

I nformation service and knowledge transfer:

* APII Cooperation Center (Korea)
* APII Technology Center (Japan)
* Development and Financial Resources Catalogue (USA)
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e Spectrum Policy and Management Database (USA)
* The Cross-country Smart Card-Based Secure Electronic Commerce Project (Singapore)
* Virtua Environments for Manufacturing and Technology Project (Singapore)
* AsgaPacific Grid Implementation Project (Korea)
e |P-based WLL for Bridging Digital Dividein Rural Area Project (Japan)

Survey, study and individual research:

* Optimal Topology of Test beds (research networks) and Simplified Commercial Networksin
APEC Region (Korea)

* Flow-based Internet Traffic Measurement and Analysis (Korea)

Test bed service:
APl Test Bed Project (Korea)
* Advance Satellite Test-bed Project (Japan)
« APl IPv6 R&D Testbed Project (Japan)

OTHER BUSINESS

Micro/SME Issues
DCSG Activitiesrelated to Micro/SME
AOEMA Work
* Consideration of DCSG Activities Toward e-APEC Strategy

* Information Exchange/Outreach on Other Multilateral Institutions
Upcoming Meetings. APEC — OECD Joint Forum on the Digital Economy, January 2003

CLOSING

ANNEXE F

HUMAN RESOURCE DEVELOPMENT STEERING GROUP REPORT

1. OPENING REMARKS

At the start of the HRD Steering Group meeting, held on August 22 at the Renaissance Hotel in Moscow,
Russian Federation, the Convenor of the HRDSG, Dr. Inuk Chung, Senior Research Fellow at KISDI,
Korea, welcomed the participants [Attachment F] and asked the Steering Group members continued
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support to the Group activities. After preliminary remarks, the draft Agenda was presented for review and
adoption.

2. REVIEW AND APPROVAL OF THE AGENDA [telwg26/HRDSG/08] and [Attachment G]

The draft agenda [telwg26/HRDSG/08] was reviewed and the revised agenda was adopted and Agenda item
4 was discussed as the next to the last item.

3. PROGRESSAND STATUS REPORTS ON PROJECTS

3.1. APEC TEL Interconnection Training Project: Australia [telwg26/HRDSG/01]

Australia made a progress report on this project which would assist APEC member economies to develop
effective interconnection arrangements to support the development and competition of the
telecommunications services market. Australia briefly reported that a very successful workshop was held in
Bangkok, July 30-1 August 2002, hosted by the Telephone Organization of Thailand. Australia described
the workshop which has involved a mixture of formal presentations and interactive exercises, which proved
to be very effective and encouraging participants to consider arange of complex issues from a diversity of
viewpoints. Project overseer informed that al materials, including a wealth of information have been lodged
on the project website (http://interconnect.ovum.com). Project overseer also requested the encouragement
and extension of this activities and a possible one-day pre TEL workshop in TEL 27 as afollow-up measure.
Canada and Hong Kong China endorsed the extension of this project.

3.2. E-Commer ce Skills Standard Project: Australia [HRDSG/04]

This e-Commerce Skill Standards project aims to provide a framework and benchmarks to facilitate the
uptake of e-commerce to facilitate global need for the skill standards and framework for rapidly expanding
technology and business environment for E-commerce. For this, two day workshop was held on August 8-9,
2002 in Manila, with over 25 education and subject matter experts from the Philippines, Thailand, PR

China, Indonesia, and Australia, the self-fund provider. Through the Workshop, 72 draft skill standards were
validated and 10 additional standards are to be developed. It is reported that the Component 2 will be
completed by August 31, 2002 and the Component 3 completion date is now set as February 15, 2003.

3.3.APEC-HRD Project: Orientating and Training Regulatorsfor MRA Implementations:
Canada [HRDSG/11]

Co-sponsoring Australia reported the progress for the projects which is designed to conduct a range of
human resource development activities including workshops, expert support and training resource material
to assist with the implementation and uptake of the APEC TEL MRA. Mr. Leo Van Neuren reported that
training materials are currently being drafted are intended to be validated by government expertsin
regulatory matters. Indonesia has offered to host the Asian Regional Workshop which is planned to be held
in  Bali, Monday to Wednesday, 4 - 6 November 2002 to be followed by a one day seminar for industry
and other stakeholders. He also requested that a one day Pre-TEL Workshop to be held in TEL 27, 2003.

3.4 Overview of 1pv6: Bridging the Digital Divide: Canada
Canadainformed that this project proposal on overview of 1Pv6: Bridging the digital Divide was approved
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by the APEC BMC and is eager to launch this project. In that spirit, Canada informed that Thailand agreed
to host a Pre TEL meeting at Bangkok, possibly about aweek before the TEL 27 for policymakers and
regulators for IPv6 training.

3.5 APEC Distance L earning Project on Telecommunications Technology: KOREA [HRDSG/05]

Korea made a progress report that KT HDC, the project |eader has completed web programming for two
subjects and developed a new platform in JAV A language for better performance on Distance Learning
Project on Telecommunications Technology. KT HRDC had conducted the pilot service until 15 July, 2002
and started to provide the distance learning service from 16 July, 2002 on the website (http://apec.kt.co.kr)
which islinked to the APEC TEL WG website (http://www.apectelwg.org). So far, about 100 people have
registered for these free courses which last from July to October 2002. To date, the  project has been
making progress according to its original schedule.

3.6 Human Resour ce Development Program: KOREA [HRDSG/09]

Koreareported the progress of its three self-sponsoring human resource development programs,
“International Information and Telecommunication Human Resource Development Program,” “APT
Training and Study Visit and Training Program,” and “Fellowship Program for Next Generation Telecom
Leader.” Koreareported the aim of the programs which are to bridge the digital divide between the digitally
disadvantaged and the advantaged and provide appropriate I T training programs and shares experiences of
Korea sIT policy, industry, and application methods on the newly emerging economies. In 2002 alone,
more than 250 people from APEC member economies will be participated in the programs. It isalso
reported that, with ever-increasing demand for the Programs, number of courses delivered and trainees
invited has been growing every year.

3.7 Vendor Training Material Database: USA:

The progress report on vendor training material database was given by the Professor Schou. This project is
to provide asingle source for site for accessing I T training materials from vendors from all economies.
Project overseer showed a material from Erricson as an example and informed that the site allows
participating organizations to provide a material on the site, in addition to their own sites with minimal
administrative interaction. He reported that several organizations have agreed to submit vendor material for
the site, including negotiation with Cisco, Microsoft, and Intel, and more solicitation for broader
participation are under way.

3.8 Status Report: EQUPACT: PECC [HRDSG/10]

PECC gave a status report on EJUPACT Phase 111: Realizing the Benefits of Research and Relationships.
Among brief description of the their products in 2002, Development of an IT literacy and Skill White Paper,
e-Government Workshop and Summit Series, and Formalization of an IT literacy for Women Leaders
Initiative and Development of afour-part serieson IT literacy programs were highlighted. Especially, PECC
isvery much delighted to be a co-sponsor for the project proposal on e-University network in HRD for e-
Government for TEL.

4. DISCUSSION OF ISSUES FOR HRDSG
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4.1 Review of HRDSG Projectsand Activities [HRDSG/07]

Based on the information by TELWG Chair’ s Office and the HRDSG Convenor, HRDSG participants
agreed to review and classify the projectsinto two categories: past projects and activities and current
projects and activities. Then the Convenor will collect the results of those reviews and classification to
update HRDSG projects and activities for future reference.

4.2 Review of Matrix of TEL ActivitiesHRDSG [HRDSG/06]

With the consent of delegationsin HRDSG, the Convenor will update and revise a Matrix of TEL Activities,
which was made based on the Shanghal Declaration in the TELMIN 5, for the reference of the future
activities and directions.

4.3 Review of Shanghai Declaration and APEC TEL Program of Action

The HRDSG briefly reviewed the Program of Action adopted by APEC TEL Ministersin Shanghai
TELMIN 5 and agreed to use the instructions from Ministers to guide future work of the HRDSG. In
particular, the HRDSG proposed one new project proposal in TEL 26 and three potential proposals, which
may be tabled at TEL27 which further the work of human capacity building in the TEL, asinstructed by
Ministers:

(1) One new project proposal in TEL 26: Thailand- PECC-1TU proposal for an “E-University
Network in HRD for E-Government”

Utilizing the concept of inter-networking for educational institutions, as well as networking among
government agencies, universities and business entities, this project aims to provide human resource
development for e-government initiatives. Thereby facilitating cooperation among governments, businesses,
and educational and social institutions in human resource training as instructed by Ministers,

Three potential proposals to be developed and presented at TEL 27, which are quided by the Shanghai
Program of Action include:

(2). Australia proposes a“ SME Internet Safety Training Program” project focusing on capacity building for
e-security among APEC economies. The objective of this potential proposal would be to develop on-line
training material for raising awareness of internet security issues amongst SMEs. The ultimate goal isin
keeping with the Leaders Declaration to “triple the number of people having access to the Internet within the
APEC region by 2005” asincreased awareness of security issues will increase user confidence in online
transactions/ communications.

(3). Hong Kong China proposes a“Learning Packages for Developmentsin Third Generation Mobile
Communication” project. The aim of this potential project isto bridge the gap in various phases of third
generation mobile communication developmentsin member economies. This potential project takes
into consideration instructions from Ministers with regard to Telecommunication and Information Policies
and Market Regulation in that it aims to facilitate “ dialogue among policy makers and/ or regulators’ in
“new technologies such as wireless’” communications.

(4). Canadawill also explore building upon the work of the LSG with regard to Convergence and
Regulatory Structures, through the possible development of aregulatory training program as aresult of best
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practices and discussions generated from L SG Regulatory Workshops. Taking instructions from Ministers
with “support training activities that assist member economies to devel op pro-competitive regulatory
frameworks and that facilitate broad and constructive participation by all member economies,” further work
will be done to explore coordination of such efforts between the HRDSG and L SG Regulators Roundtable.

Finally, the HRDSG will continue to support human capacity building initiatives by maximising existing
training resources and ongoing HRD projects and programs as they relate to TEL priorities.

5. DISCUSSION IF ISSUES RAISED FOR HRDSG WITH OTHER STEERING
GROUPS

5.1 Accreditation Survey: ESTG [HRDSG/02]

Mr. Steve Orlowski, the Convenor of the e-Security Task Group(e-STG), delivered the results of the survey
of IT security training schemes. It is also informed that it would not be practical to develop aformal process
of cross border recognition of IT security qualifications. Recommendations from the survey by the eSTG are
also informed.

5.2. Critical Information Protection Awar eness Raising and Education Requirements. eSTG

The project overseer reported that there has been some progress that offered full motion video from the site
since May, 2002 and the USA, Canada and Australia offered to make avail able education modules on
computer ethics/behavior awareness, literacy, training, and education to the APEC economies for usein
programs at the high school through postgraduate levels. Since implementation, there were over 2,7000
individual ‘hits' on the site that browsed more than the ‘ surface’ pages and 643 individuals have
downloaded information from the site. Results will be measured directly by the dispersion of such education
programs, and indirectly by increased attention to critical information security needsin all sectors of
participating APEC economies.

6. NEW PROJECT PROPOSAL

6.1 e-University network in HRD for e-Government: Thailand-PECC-1TU [HRDSG/03]

Thailand, in coordination with PECC and ITU proposed the project proposal on e-University network in
HRD for e-Government. This project is proposed with the aim to help bridge the gaps in implementing e-
government initiatives anong APEC member economies, through collaboration in human resource
development. Thisis aconcept to provide the necessary education and training for implementing e-
government initiatives, through networking among educational institutions in APEC member economies as
well as trilateral networking among educational institutions, government agencies and business entitiesin
the participating economies. Thiswill be a self-funded project in phase one with the total cost of $80,000.
Among them, $50,000 will be from Waseda University, Japan and the remaining $30,000 from I TU-CoE,
and in-kind contribution from the participating universities. Then, subject to TEL 27, this project will seek
the APEC Central Fundsfor later phase. The HRDSG supports this idea and endorsed this project proposal
to the Plenary session for consideration.

1. INFORMATION ITEMS
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7.1 Safety Net: Australia:

Mr. Leo Van Neuren introduced a booklet called “ Safety Net,” by the AEOMA, which contains some e-
security matters for the SMEs. He suggested that with conjunction with AEOMA, Australiawill put forward
aproject proposal in the next TEL 27 to develop atraining material about internet security for SMEs, based
on this booklet.

7.2 Learning Packages for Developmentsin the 3'd Generation M obile Communications: Hong Kong
China

Mr. W K Leung introduced an idea to develop a programme that would bridge the gaps in various phases of
the third generation mobile communication development in the member economies. This programme will

assist APEC member economies to devel op and implement the 3rd generation mobile communication by
delivering symposium and training course directed at senior regulatory manager levelsin government
agencies, existing business sectors linking to mobile communications and new market entrants, which will
eventually further develop into distance learning packages. Hong Kong Chinawill put forward a project
proposal in the next TEL 27, based on thisidea.

7.3 APIl Cooperation Center: Korea

The Executive Director of the APIl Cooperation Center in Korea, Dr. Bo-Hyun Seo informed that the new
brochure of the Center is available to the delegation for the further information, which includes objectives
and recent major activities, in addition to IT HRD programs.

8. OTHER BUSINESS

8.1 Convenor ship Arrangements

The Convenor raised some concern on the inability of the participation of the Deputy Convenors to the
meeting and some adjustment will be sought for improvement in the future.

9. HRDSG Report tothe TEL: Summary of Prioritiesand Recommendations

The HRDSG discussed the agenda items, progress reports, and proposed projects in the meeting and decided
to make the following recommendations to the Plenary for the consideration:

1. Project Proposal:

One from Thailand, PECC, and ITU on e-University Network in HRD for e-Government [telwg26/
HRDSG/03(new)]:

2. Request for the pre-TEL Workshops:

Two(2) Requests for one(1) day pre TEL workshopsin TEL 27 which are the requirement of the project
contracts:

(1) APEC TEL Interconnection Training Project;
(2) APEC-HRD Project: Orientating and Training Regulators for MRA Implementations
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Attachment F
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Vicki Schouten Canada schouten.vicki@ic.gc.ca
WK Leung Hong Kong China wkleung@vtc.edu.hk
Eka Suripto Indonesia esuripto@hotmail.com
kbrimos@online.su
Ichiro Kamei Japan kameijpn@zaa.att.ne.jp
Kenichi Imai Japan k-imai @soumu.go.jp
Bo-Hyun Seo Korea seobh@kisdi.re.kr
Min-su Lee Korea hobbes13@kt.co.kr
Christine Paik Korea [wpaik @kisdi.re.kr
Chan-ok Kim Korea cokim@kt.co.kr
Jong-A Choi Korea [achoi @kisdi.re.kr
Kiheung Kim Korea sghkim@kyonggi.ac.kr
Javier Camarena Mexico camarena@cft.gob.mx
Judy Speight New Zealand judy @voice-edge.co.nz
Kenji Saga PECC Kenji.saga@jcom.home.ne.jp
Toshi Obi PECC obi @giti.waseda.ac.jp
Olga Vinogradova Russia unimoscow@cq.ru

OLGA.VINOGRADOQOVA @union-

network.org

Lung-Sing Liang

Chinese Taipei

|ungsing@chttl.com.tw

Sudaporn Vimolseth Thailand sudaporv@tot.or.th
Corey Schou USA schou@mentor.net
Pham Hong Anh Vietnam honganh@webteam.vnn.vn
Inuk Chung K orea/Convenor chungi @kisdi.re.kr
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4.1
4.2
4.3

5.1
52

Attachment G

HRDSG Agenda

1 Opening Remark
2. Reviews and Adoption of the Agenda
3. Progress and Status Reportson Projects

3.1 APEC TEL Interconnection Training Project: Australia
3.2 E-Commerce Skills Standard Project: Australia

3.3 APEC-HRD Project: Orientating and Training Regulators for MRA | mplementations:
Canada

3.4 Overview of Ipv6: Bridging the Digital Divide: Canada

3.5 APEC Distance Learning Project on Telecommunications Technology: Korea
3.6 Human Resource Development Program: Korea

3.7 Vendor Training Material Database: USA

3.8 Status Report: EQUPACT: PECC

4. Discussion of Issuesfor HRDSG
Review of HRDSG Projects and Activities
Review of Matrix of TEL ActivitiesHRDSG
Review of Shanghai Declaration and APEC TEL Program of Action

5. Discussion of Issues Raised for HRDSG with other Steering Groups

Accreditation Survey: eSTG
Critical Information Protection Awareness Raising and Education Requirements: eSTG

6. New Project Proposal

6.1 e-University Network in HRD for e-Government: Thailand-PECC

7. Informational ltems

7.1  Safety Net: Australia
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7.2 Learning Packages for Developmentsin the 3'd Generation Mobile Communications: Hong Kong
China

7.3 APII Cooperation Center: Korea

8. Other Business
8.1 Convenorship Arrangements

9. HRDSG Report tothe TEL: Summary of Prioritiesand Recommendations

ATTACHMENT H

New Project Proposal

Contribution by Thailand and PECC (Japan) Human Resour ce Development Steering
Group (HRDSG)

Promoting Human Resour ce Development in Implementing E-Gover nment Programs
In the APEC Region

Proposal

This project is proposed with the aim to help bridge the gaps in implementing e-government initiatives
among APEC member economies, through collaboration in human resource devel opment.

In this regard, Thailand and PECC (Japan) is taking the initiative to propose, for consideration and
discussion at APEC TEL 26, a project to establish an e-University networ k in human resource devel opment
for e-Government.

Thisis aconcept to provide the necessary education and training for implementing e-government initiatives,
through networking among educational institutions in APEC member economies as well as trilateral
networking among educational institutions, government agencies and business entities in the participating
€conomies.

Issuefor Consideration and Discussion

Thailand and PECC (Japan) would welcome discussion of the proposal including questions of

Scope of the project;
* linksto other APEC TEL projects; and
e other suggestions.
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Proposed Scope of the Project

» Theproject will utilize the concept of inter-country networking of educational institutions, as well as
domestic trilateral networking among government agencies, universities and business entitiesin
providing human resource development for e-government initiatives.

« Thisproject will use IPv6 technology as atestbed for networking among participating institutions.

» The participating institutions would develop a framework for cooperation, create standardized
teaching modules and materials and share information on the development and application of |Pv6
technologies in e-government programs.

e E-learning or distance learning will be used as one of the teaching methods.

Background

APEC leaders meeting at Brunel in 2000 launched the Action Agendafor the New Economy, and
established e-APEC Task Force to further develop and expand the Agenda. Promoting e-Government was
presented by the Task Force as an action item toward the implementation of e-APEC. Consequently, e-
Government Ministers urge the TEL to encourage information sharing and collaboration on e- government
initiativesin the Action Plan at the TELMIN4 and 5. Therefore this project is proposed as a response to this
directive. The project aims at providing the necessary human resource development in devel oping and
implementing e-government programs. This project will promote the best practices, share successful
experiences of setting up the framework of the e-Government, and build cost effective applications for e-
Government, including implementing e-Government in various sectors of the government for APEC TEL
member economies. The project also will find ways to handle bottle-necks of implementing the e-
Government. This project will strongly accelerate the functioning of e-Government in the region with the
involvement of educational institutions. The project will also have joint efforts together with BFSG.

Fact sheet
(Tick tione)  Project seeking APEC funding U Progress Report U Evaluation Report
(Tick ¢ one) [] Operational Account [1 TILF Special Account
Datereceived by Secretariat: Late/Not late

Project number:

Name of Committee/Working Group:
Human Resour ce Development Steering Group

Title of Project: e-University network in HRD for e-Gover nment

Proposing APEC Member: Thailand ( in conjunction with Pacific Economic Cooperation Council (Japan)
and ITU(ASP CoE))

Co-sponsoring APEC Member(s): Japan, China
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Project Overseer: Name, Title and Organization (M/F)
1. Sudaporn Vimolseth
2. Prof., Toshio Obi-Nakamura, Waseda University

Postal address: 1. Tel: 66-2-580-2246
1. HRD, TOT Corporation Public Company Limited, Fax: 66-2-580-2097
Bangkok, Thailand Email: sudaporv@tot.or.th

2. Waseda University, 12-3-1, Seta, Setagaya, Tokyo, Japan  [Tel: +813-3707-7332
Fax: +813-3707-7332
Email: nakamura@sn.catv.ne.jp

Financial Total cost of proposal (US$):110,000 Phase 2: to be sought from APEC Central

Information  |phage 1: (Self fund: $50,000/FY 2003 from Fund (subject to TEL 27 approval)
\Waseda University, Japan, $30,000 from ITU-
CoE, and in kind contributions from the
participating universities).

Type of Project: Vv seminar/symposium v short-term training course v survey or analysis and research U
database/website U others (Please specify) Investigation + Course material devel opment + Workshop/Seminar

Project start date (Phasel) Project end date:
2003/01/01 2005/12/31

Project Purpose:

1. To establish APEC “e-University networks’ as a center of excellence in HRD for e-government through e-
learning system by using networking technology.

2.To promote strong partnership and interactive collaboration among academic institution, government and
industry in supporting HRD requirements in the new economy.

3.To implement ICT training and research programs for fulfilling the need of the new environment of digital
Society.

Signature of Project Overseer:

(Separate written confirmation acceptable for email submission) Date:

Signature of Committee Chair/WG Lead Shepherd:  (Not applicable to Progress Report and Evaluation
Report)

(Separate written confirmation acceptable for email submission) Date:

ANNEXE G

LIBERALIZATION STEERING GROUP REPORT
1. Opening
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The Liberalization Steering Group met on August 21 and 22, 2002. The Convenor, Ms Kathy Fisher of
Canada, welcomed the participants and introduced the Deputy Convenors, Mr. Colin Oliver of Australiaand
Mrs. Koesmarihati of Indonesia

In her opening remarks, the Convenor indicated that this would be the first meeting in the TEL’ s new cycle
of work. The Convenor reminded us, following the Plenary Session, about the importance of meeting project
and proposal deadlinesif they wish to be funded by BMC.

The agenda was reviewed and modified to include two additional items. Following adiscussion in plenary,
all Steering Groups were regquested to identify key areas of their work that would support small and medium-
sized enterprises (SMES) and microenterprises. This item was added under Section 5, Other Business. In
addition, areport on the MRA joint project was added to Section 4.

2. Discussion Session
21  Regulatory Structures Project - consideration of future work

The Project Overseer, Mr. Colin Oliver of Australia, gave a presentation on the Regulatory Structures
Project. The project isnow initsfina stage, and funding expires at end of thisyear. An earlier phase
provided us with aregulatory survey. The latest versions of the studies were circul ated to Points of Contact
over the past six weeks. Overall, thereisagood level of satisfaction with the quality of the work. Changes to
the conclusions, as well as additions to the section detailing options for further work, were discussed. More
relevant case study information would be helpful, particularly with reference to devel oping economies as
they establish and grow their regulatory agencies. Many countries rely increasingly on competition policy
and case studiesin this area could be added to the report.

Follow up: Colin Oliver will send an email to request that further comments from LSG participants be
received by the end of September 2002.

2.2  Regulatory Roundtable

The Project Overseer from Singapore, Mr. Cheah Sin Liang, presented a series of proposed topics for the
TEL 27 Regulatory Roundtable (see document LSG 23 for further reference). The proposal identified a
number of options for discussion, which were tabled and explored throughout the meeting. Participants
noted that one of the proposed topics, broadband deployment, is being addressed in a proposal to DCSG.
Based on this, DCSG are encouraged to consider thisinterest. In addition, a proposal from Canada (see
document LSG 32 for further reference) was presented with the intent to focus the discussion and build on
the Singapore proposals, as well asideas from many APEC member economies.

Following considerable and thoughtful debate, the proposals were reshaped and a consensus was r eached
to hold a Regulatory Roundtable that would attract regulators from APEC member economies. While the
program remains to be defined, the scope of the Roundtable would focus on case studies of regulatorsin
various stages of establishment. Thiswould allow for discussions dealing with rule-making, interconnection,
enforcement, universal service, €tc.
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Singapore has expressed a continued interest in coordinating the Roundtable with support from LSG
member economies.

23 WTO Workshop (TEL 26 workshop report and consideration of future work)

The Project Overseer from Singapore, Mr. Cheah Sin Liang, presented a report on the WTO Workshop held
August 20, 2002 (see document LSG 28 for further reference). The workshop generated a number of ideas
on possible future work relating to the WTO, which were listed in the report. They include:

» providing assistance in capacity building to aid non-WTO membersin their accession to the WTO;
» exploring further study on the issues relating to providing universal servicesto rural aress,

e discussing ways in which non-tariff measures such as EMI/EMC compatibility and application could
be eliminated or reduced so as to facilitate greater and faster flow of global tradein IT products;

e examining classification issues for convergent ICT products;

» working on the product list for sectoral zero for zero initiative as one of the possible modalities for
tariff reduction as part of the Dohaindustrial tariff negotiations;

« facilitating efforts by non-1TA participantsin APEC to accedeto the ITA;

» looking into subsequent activities (e.g., workshops, study groups) to share ideas and experiences on
the details of how to implement the Reference Paper. If useful, such activities could also serve as the
basis for the development of best practicesto facilitate economies implementation of the Reference
Paper.

The LSG deliberated about the content and timing of the next WTO workshop. The decision to proceed
with a one-day workshop at TEL 27 was guided by a number of factors:

* implementing those commitments; the negotiating timetable for the GATS negotiations;

* linkages with other LSG projects,

* APEC member economies desire for more capacity-building on emerging issues;

» theneed for practical discussion on WTO commitments, and in particular on the implementation of
the Reference Paper;

» the agreement within the LSG to report on WTO commitments and progress made towards

» theneed to stay focused on areas where APEC TEL can make a contribution.

Singapore has expressed a continued interest in coordinating the WTO workshop with support from LSG
member economies.

24  Referencelist —Elementsof a Fully Liberalized Telecommunications Sector: review of key
issues and needs
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The Project Overseer, Mr. Colin Oliver of Australia, reported that the project recently received funding
approval from Budget Management Committee (BMC).

Following BMC approval, there are other processes to go through and funding will not be available until
May 2003. A consultant could be hired soon after May and aworkshop held prior to the September 2003
TEL meeting would review the work undertaken by the consultant.

Mr. Oliver suggested that there be a preliminary discussion of the project and its links to related L SG
activitiesat TEL 27.

3. I nformation Exchange

3.1  Unbundling of thelocal loop: Broadband in Japan — Policies and Deployment
Mr. Imai Kenichi, Ministry of Public Management, Home Affairs, Post and Telecommunications

A delegate from Japan, Mr. Imai Kenichi, made a presentation of broadband deployment in Japan and the
unbundling of the local loop (see document LSG 26 for further information).

3.2 Organizational and decision-making issuesin liberalized markets

Mr. Kester Gordon, Senior Advisor, Telecommunications Policy, Ministry of Economic Development,
New Zealand

* A delegate from New Zealand, Mr. Kester Gordon, made a presentation on New Zealand' s recent
regulatory reform.

Ms Anita Dey, Regional Specialist, I nternational Bureau, Federal Communications Commission,
United States

* A delegate from the United States, Ms Anita Dey, introduced two documents recently prepared by
the Federal Communications Commission (FCC). Document LSG 22 is a study which provides a cross-
country analysis of the decision-making procedures and ethical guidelines by four leading
telecommunications regulators. the Canadian Radio-Television and Telecommunications Commission
(CRTC), Hong Kong' s Office of the Telecommunications Authority (OFTA), the United Kingdom's
Office of Telecommunications (Oftel) and the United States' Federal Communi cations Commission
(FCC). The second document is alist of documents from the eight example decisions made by these four
regulators (see document LSG 21 for further reference).

3.3 Wirelesscommercial services
 Wirelessdevelopmentsin Malaysia: Dr Abbas, Celcom, Malaysia
A delegate from Malaysia, Dr. Abbas, made a presentation on wireless developmentsin Malaysia (see

document L SG 29). In particular, the SMS Revolution, the introduction of GPRS in Malaysiaand 3G
developmentsin Malaysia were addressed.
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o Comparative Assessment of thelicensing regimes for 3G Mobile Communicationsin the EU
and their impact on the M obile Communications Sector — presentation of key findings. Mr. Ewan
Sutherland, Executive Director, INTUG

A delegate from INTUG, Mr. Ewan Sutherland, made a presentation ng the licensing regimes for 3G
mobile communications in the European Union. He focused on the various challenges affecting the
deployment of 3G mobile communications, including both external (political, financial) and internal
(regulatory) challenges.

« TheFCC’s Spectrum Policy Task Force: MsAnita Dey, Regional Specialist, International
Bureau, Federal Communications Commission, United States

A delegate from the United States, Ms Anita Dey, made a presentation on the new Spectrum Policy Task
Force recently launched by the Federal Communications Commission (see documents LSG 12 and LSG 14
for further reference). The purpose of the Task Force isto identify and evaluate changes in spectrum policy
that will increase the public benefits derived from the use of radio spectrum. Further information on the
Task Force, including alink to all comments submitted to the Task Force, is available online at www.fcc.

gov/sptf.

e Third Generation Mobile Service— Licensing and Market Outlook in Chinese Taipe
MsVivien Wang, Directorate General of Telecommunications, Chinese T aipei

A delegate from Chinese Taipei, Ms Vivien Wang, gave a presentation on Third Generation Mobile Service
— Licensing and Market Outlook in Chinese Taipei (see LSG 24 for further reference). In particular, the
presentation highlighted Chinese Taipei’s 3G licensing rules and procedures, the electronic bidding system
associated with the 3G auction, and the outcome of the auction itself.

4, L SG Activity Reports

4.1  Interconnection Training Project

The Project Overseer, Mr. Colin Oliver of Australia, presented a report on the Interconnection Training
Project (see document LSG 4 for further reference). Mr. Oliver provided an overview of aworkshop on
interconnection, held in August, 2002, and hosted by the Telecom Authority of Thailand. A follow-up
session isplanned to take placeat TEL 27 in March, 2003.

4.2  Mutual Recognition Arrangements Task Force meeting report

The Chair of the Mutual Recognition Arrangements (MRA) Task Force, Mr. Andy Kwan of Canada,
presented areport of the MRA Task Force meeting held on Monday, August 19 (see documents L SG 10 and
LSG 27 for further reference).

» Highlights from the report include:
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»  Sixteen economies participated;
 Twelve economieswill bein Phase 1 by the end of 2002 (more than ¥z the members of APEC);
* Five economies are participating in Phase 2 procedures,
« Two MRA regional training workshops are being planned for November, 2002.
The Chair of the MRA Task Force requested that 3 %2 days be set aside for the Task Force: two days for the

follow-up training workshop (weekend prior to the TEL meeting), one day for the MRA Task Force pre-
TEL meeting, and a half-day MRA Joint Committee during the TEL meeting.

4.3 MRA Management System

The Project Overseer, Mr. Colin Oliver of Australia, provided an update on the MRA Management System
(see documents LSG 3, LSG 5 and LSG 6 for further details). During the meeting, the need for further
industry sponsorship was highlighted to keep the system maintained.

44  MRA HRD Progress Report

A delegate from Australia, Mr. Theo Polites, made a presentation on the Human Resources Devel opment
project (see document LSG 30 for further reference). He noted that atraining session is scheduled for
November 4-6 in Jakarta, Indonesia (note — an incorrect date of November 5-7 is reflected in the document).
In addition, the Indonesian hosts have made special dietary considerations, given that the meeting occurs
within the Ramadan period.

5. Other Business

51 Review of Osaka Action Agenda

In response to arequest from the TEL Chair to review relevant sections (pages 35-37 and 89-90) of the
Osaka Action Agenda, the Deputy Convenor, Mrs. Koesmarihati of Indonesia, will be coordinating
comments that L SG members may wish to make. She will require these comments not later than September

6, in order to provide them to the Chair by September 9.

Mrs. Koesmarihati can be reached at koes98@el ga.net.id.

5.2  Update matrix of LSG activitiesin responseto TELMIN 5 guidance

The Convenor, Kathy Fisher of Canada, reminded participants that the proposed matrix (see document LSG
8 for further reference) serves as aworking tool to map our work against guidance provided at TELMIN 5.
L SG participants were encouraged to review the document asit will be discussed at the next TEL meeting.

5.3 ITU-D survey on Satellite Regulation in Developing Countries

A delegate from the United States and liaison for ITU-D Study Group 1, Mr. Matt Botwin of PanAmSat,
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introduced the survey being undertaken by ITU-D. The survey focuses on satellite regulation in developing
countries (see document LSG 11 for further reference). Member economies were encouraged to complete
the survey and provide the results to ITU-D as soon as possible.

54  Review and update of collective actions

No changes were made to the Collective Action Plan as it captures the work the LSG will undertake during
the next period (see document L SG 32 for further reference).

55 LSG work regarding SMEs and microenterprises
Pursuant to the request from the chair at the opening plenary session, the LSG identified the APEC MRA,
and future work on standards related to the MRA, as a key area of work that supports SMEs and

microenterprises. The Convenor thanked the participants for their contributions and hard work, and thanked
the two Deputy Convenors for their support. The meeting was adjourned.
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