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APEC ELECTRONIC COMMERCE

STEERING GROUP 

8th Meeting, Phuket, Thailand

15-16 August 2003

The ECSG met to review its work against the 2003 work program, initiate discussions respecting future work items, and prepare a report on deliverables to Senior Officials.  The Group also considered a presentation given by a representative of the U.S. Senior Official on the e-APEC strategy. 

The meeting was chaired by Ms.Michelle O’Neill (United States) with the active participation of the vice chairs, Mr. Peter Ford (Australia); and, Mr. Skol Harnsuthivarin (Thailand).  Private sector representatives were also present, including those from the Global Business Dialogue on Electronic Commerce (GBDe).

Cyber-Security Workshop

Preceding the meeting on 14August 2003, the ECSG held a one-day workshop on cyber-security.  The workshop focused on the roles of industry and government in creating a culture of security and e-confidence, including an update on the security issues that confront business systems and networks, and best practices for educating small and medium-sized enterprises on cybersecurity issues.  Participants also considered a presentation on the intersection of privacy and security, and the impact of security on APEC’s work on data privacy.  Details are attached at Annex A.

Digital Trade Workshop

On the morning of 16August 16 2003, the ECSG, in conjunction with the CTI, held a Digital Trade Seminar to address the objectives laid out in the APEC Leaders’ Pathfinder Statement to Implement APEC Policies on Trade and the Digital Economy, next steps that APEC can take in this area and the role that it can play in fostering a global approach to trade in the digital economy.  Panelists provided their perspectives on the practical benefits of the key issues laid out in the Leader’s Statement with a focus on assisting attendees to understand the obstacles to expanding the use and development of information and communication technologies, and how APEC economies, by overcoming these hurdles, will be able to ensure healthier investment climates, strong business development and higher rates of economic growth.  Details are attached at Annex B.

Report on APEC Developments

The APEC Secretariat briefed member economies on issues relevant to the work of the ECSG, including the results of the May 2003 Meeting of Ministers Responsible for Trade, outcomes of the BMC, reporting by APEC fora, process for project evaluation, the strategy on communications and outreach, and activities related to counter-terrorism, trade facilitation and ECOTECH.  The Secretariat also provided an update regarding APEC participation in the World Summit on the Information Society (WSIS).  APEC’s contribution document was submitted to the WSIS secretariat as a public document with the assistance of Japan.  The document has been posted on the WSIS Web site.  It was noted that Thailand in its capacity as the host economy for 2003 may submit a proposal to SOM III on APEC representation and participation in the WSIS meeting in Geneva. 

Implementation of the 2003 ECSG Work Plan

Trade Facilitation

The Vice Chair from Thailand provided an update on the recent developments on the Trade Facilitation Action Plan (TFAP) and encouraged all ECSG members to get involved in the initiative.  The Chair of the CTI made a short presentation on the importance of ECSG cooperation in the trade facilitation initiative. The Vice Chair also led a discussion on how the ECSG’s paperless trading work contributes to the TFAP.

Paperless Trading

The Philippines announced that it would be tabling its Paperless Trading Individual Action Plan before the February 2004 ECSG meeting.  Several ECSG members including Japan, Korea, China and the U.S. agreed to update their paperless trading IAPs.  The purpose of the IAP process is to identify commonalities in approaches, and the policy, legal, and technical impediments to paperless trading.  Some economies suggested that it would be useful to update the Paperless Trading IAP format.  Economies that had not yet submitted their IAPs were encouraged to do so.  

Australia and New Zealand provided a report on the Electronic SPS Certificate Pathfinder (E-CERT).  Australia asked the ECSG to deepen cooperation with the APEC Agricultural Technical Cooperation Working Group (ATCWG) on this issue.  The ESCG endorsed the proposal and the Chair agreed to send a letter to the ATCWG to set out the importance of including key SPS stakeholders in pursuit of this pathfinder, and requesting the ATCWG to adopt an active role in driving this initiative.  New Zealand suggested the economies send their E-CERT “champions” to the Paperless Trading Symposium in Chinese Taipei in September.  The Chair welcomed the suggestion.

Singapore provided an update on the Electronic Certificate of Origin Pathfinder.  They also indicated that they would make a proposal to broaden this Pathfinder to cover additional forms of electronic solutions for trade-related documentation; and that interested economies would be invited to propose alternative technologies that could help reduce transactions costs associated with various trade-related documents. 

Economies were encouraged to consider joining the e-certificate pathfinders, and to identify any barriers that might hinder implementation.  

The ebXML Asia Committee provided an update on their initiative and recent activities in the APEC region to promote an open XML/ebXML-based interoperability framework.  The joint initiative of UN/CEFACT (The United Center for Trade Facilitation and Electronic Business) and OASIS (the Organization for the Advancement of Structured Information Standards), ebXML was presented as an interoperable technical infrastructure to accelerate the implementation of Paperless Trading in APEC. Thailand presented a proposal for an APEC Symposium on ebXML for Paperless Trading and Collaborative e-Business to discuss issues associated with the development of an e-documents and e-services interchange infrastructure based on XML/ebXML-related open specification, and implementation to be held in Thailand in March 2004.  The ECSG endorsed the proposal and agreed to provide comments on the draft agenda for the symposium in Thailand no later than 15 September 2003.  Thailand agreed to work with the APEC Secretariat to identify potential funding sources and to report back inter-sessionally to the ECSG.

Japan provided an update on the relevant aspects of the e-Japan Strategy II.  The Chair encouraged ECSG members to provide regular updates on their national initiatives in support of paperless trading.

Chinese Taipei provided an update on the preparations for the APEC Paperless Trading Seminar, to be held on 2-4 September 2003.  Australia urged ECSG members to attend the seminar, calling on member economies to designate a point of contact to champion the work.  The ECSG also agreed to consider any new developments or issues resulting from the seminar, and as necessary, to update the IAP.

Privacy

The Vice Chair from Australia provided a report on the outcomes of the APEC ECSG Privacy Subgroup Meeting, held on 13 August 2003 in Phuket, outlining progress towards the development of the APEC Privacy Framework.  The subgroup agreed to present a draft of the APEC Privacy Principles for consideration by the ECSG at its February 2004 meeting.  Australia has created a secure website to facilitate the subgroup’s work.  The subgroup agreed to meet on 13 September in Sydney, Australia on the margins of the Data Protection Conference.  In addition, members agreed to work inter-sessionally.  Work on the other elements of the framework is expected to conclude by September 2004.   All ECSG members were encouraged to review the draft principles and provide comments to Australia.

New Zealand and the United States presented a draft report on the APEC Data Privacy Mapping Exercise.  The ECSG agreed to provide comments on the report and updates to their privacy mapping questionnaire submission to New Zealand and the United States no later than 1 October 2003.   Hong Kong presented the results of its work to simplify the APEC privacy mapping exercise, to encourage remaining APEC member economies to reply.  The Chair encouraged member economies to reply to the questionnaire, and committed to send out the questionnaire electronically.

The United States updated ECSG member economies on its BMC project, the APEC Symposium on Data Privacy Implementation Mechanisms: Developing the APEC Privacy Framework.  The two-day symposium will be held on the margins of ECSG 9 in Santiago, Chile.  The United States welcomed ECSG members’ comments on the content and participants, and agreed to circulate a draft agenda for the Symposium inter-sessionally no later than 15 October 2003.

Hong Kong presented a report on the “Promotion and Public Awareness Program Relating to Data Privacy.”  The Chair encouraged the ECSG to provide regular updates on their efforts to raise public awareness of issues associated with privacy.

Canada, Australia and the United States provided presentations on their domestic approaches to privacy.  The Chair asked three additional member economies to volunteer to present at ECSG 9, and will follow-up inter-sessionally.

SPAM

The U.S. Federal Trade Commission briefed the ECSG on the highlights of their recent SPAM conference, with a particular emphasis on discussion related to international cooperation.  Participants of the conference included experts from APEC member economies, such as Australia, Canada, Japan and Korea.  Proceedings from the conference are on the FTC’s website at www.ftc.gov.

Canada tabled a proposal for future ECSG work on the issue of SPAM.  A subgroup including Australia, Canada, Mexico, Thailand and the United States met to develop a work program and presented a draft for the ECSG’s consideration.  ECSG members endorsed the proposal for future work, and were encouraged to provide comments on the attached draft work program to Canada no later than 1 October 1 2003.  The subgroup also agreed to provide recommendations for the agenda of ECSG 9.  The draft work program is attached at Annex C.

New Zealand and Canada noted that SPAM may be a good issue for OECD-APEC cooperation.
Consumer Protection

The United States updated ECSG member economies on the outcome of the BMC project proposal, APEC ECSG Internet Investigatory Training Workshop for Law Enforcement Personnel.  The United States agreed to provide a draft agenda for ECSG to consider inter-sessionally no later than 1 October 2003, welcoming suggestions for content, speakers and venue.
The Asia Trustmark Alliance and the Global Trustmark Alliance presented on their organizations and the benefit to consumers of strong trustmark programs.  

Australia reported on the outcome of the International Consumer Protection and Enforcement Network (ICPEN) meeting in April 2003.  The Chair called for strengthening cooperation with ICPEN, requesting regular updates at the ECSG meetings. 
Cybersecurity

Based on the outcome of the Cyber-Security Workshop, the ECSG members agreed that in 2004 to undertake the following follow-up steps:

· The ECSG will circulate a report of the workshop to other APEC fora addressing cyber-security, including the APEC Telecommunications and Information Workshop Group’s e-Security Task Group (eSTG).  In addition, the ECSG will continue cooperation and collaboration on these issues in the future with these groups, particularly in the area of standards. 

· The ECSG will continue to work with the private sector to exchange information on tools, standards, practices and policies related to cyber-security issues in order to identify best practices in this space.  This will include specifically information sharing on programs designed to provide education and public awareness building for SMEs and on outreach to consumers, including children.

· The ECSG will work with the private sector to further address the intersection of privacy and security, with a goal of highlighting the important ways that effective, holistic and proactive security policies can significantly contribute to the work to balance effective privacy protections with the free flow of information.

· Australia offered to explore with the private sector and interested economies the development of APEC publications and other materials to better publicize and extend the reach of APEC activities, including those related to the development of sound cybersecurity policies and practices.

Thailand briefed the ECSG on the results of the APEC Cybercrime Legislation and Enforcement Capacity Building Project.  The first phase of this project was a meeting of cybercrime experts held in July 21-25, Bangkok, Thailand.

Digital Trade

The United States updated ECSG member economies on recent developments related to the APEC Digital Trade Pathfinder Initiative.  Singapore briefed member economies on the results of the 16 August Digital Trade Seminar.  The Chair welcomed the report, and asked that Singapore and the United States identify appropriate APEC sub-fora to follow up on the recommendations developed at the Workshop for transmission to the CTI Chair by 1 October 2003.  In considering future work to support the Digital Trade Agenda, the ECSG agreed to work with the private sector to identify real world examples of digital products; the Chair asked the ECSG delegates from the private sector and the GBDe to provide examples for discussion at ECSG 9.

Other Business

Revised Blueprint for Action on Electronic Commerce

The Chair agreed to circulate the draft, revised Blueprint prepared by Australia to the subgroup (Canada, China, Korea, New Zealand, Chinese Taipei and Thailand) no later than 15 September 2003.  Comments on the draft will be submitted to the subgroup no later than 15 October 2003.  The draft will then be circulated to the full ECSG for approval inter-sessionally.

Discussion of the 2003 Stocktake of Electronic Commerce Activities in APEC

ECSG member economies agreed to provide comments on the draft update of the 2003 Stocktake of Electronic Commerce prepared by the APEC Secretariat no later than 15 September 2003.  

     Report from APEC TEL

A representative from the APEC TEL provided an update on the TEL’s work related to electronic commerce; the Chair asked that a briefing on the TEL’s activities be included in future ECSG meetings.  The ECSG endorsed enhanced cooperation with the APEC TEL, including regular meeting reports and the attendance of an ECSG representative at future TEL meetings.  In support of this request, the Chair will identify an ECSG representative to attend the October 2003 APEC TEL meeting in Chinese Taipei.

OECD-APEC Cooperation

The ECSG agreed to deepen cooperation with the OECD, with the Chair calling on those APEC members that are also members of the OECD including Australia, Canada, Japan, Korea, Mexico and the United States to support this effort.  At ECSG 9, Japan agreed to provide as background information relevant OECD documents; Canada agreed to provide an update on the work of the OECD Working Party on Information Security and Privacy; and, the United States agreed to provide an update on the OECD Committee on Consumer Protection.  The Chair also asked that OECD members consider recommending ECSG members as experts for OECD non-member economy outreach activities.  Chile asked for an update on OECD competition policy work in the area of e-commerce; the Chair agreed to contact the APEC SETI for further information.   

Update on the Electronic Commerce Business Alliance

China updated member economies on the status of the Electronic Commerce Business Alliance (ECBA) and reported on its future work plan, including recent outreach activities and development of ECBA.  In order to set up an exchange system of cross-border business information and to promote cross-border transactions among economies, China proposed to member economies to join in ECBA and exchange trade information via the Web site.   

Due to SARS, the Yantai E-Commerce Symposium and Trade Fair scheduled for April 2003 was postponed, tentatively until June 2004.  China agreed to provide details of the rescheduled symposium inter-sessionally and to report on progress at ESCG 9.  China encouraged those ECSG members that had not already done so to join ECBA.

Electronic Government

Chinese Taipei reported on their experience in developing a common platform for electronic government applications.  Mexico reported that its proposed E-Government Symposium scheduled for November 2003 had been postponed due to the recent changes in the Mexican Government.  Mexico agreed to update the ECSG inter-sessionally with the new date for the Symposium; Chinese Taipei offered to support Mexico with suggestions for speakers and content for the agenda. 

BMC Project Management

ECSG member economies agreed to establish a BMC project subgroup to evaluate the outcomes of the ECSG sponsored projects; Japan and Mexico provisionally agreed to serve as the subgroup members.  It is envisioned that the work under the two BMC proposals will be concluded no later than June 2004, the United States as project overseer will report on the results, and the BMC subgroup will prepare an evaluation for consideration at ECSG 10.  

ECSG members are invited to consider the development of BMC proposals for 2004 inter-sessionally.

CounterTerrorism Task Force

Japan encouraged the ECSG to report on its work in the areas of paperless trading, cybersecurity and privacy to the APEC Counter-Terrorism Task Force.  The Chair noted that a request had been received from the Chair of the Task Force, and the ECSG agreed to provide an informational report on its work.  The Chair also agreed to invite a representative from the Task Force to brief on its work and possible cooperation at ECSG 9.

Next Meeting

Chile updated the ECSG on preparations for next year’s APEC meetings.  ECSG 9 will be held on the margins of SOM I in Santiago, Chile.

ANNEX A

E-Commerce Steering Group Chair’s Report on the 

Outcomes of the APEC ECSG Cybersecurity Workshop, 

14 August 2003, Phuket, Thailand

The Electronic Commerce Steering Group (ECSG) held a workshop on cybersecurity on 14 August 2003.  The purpose of this Workshop was to supplement the APEC work agenda on cybersecurity by addressing related issues that affect business on an individual company level, and how governments and industry can cooperate to promote a culture of security among businesses and consumers.  Nine different economies and nine representatives of the private sector participated in the Workshop, and there were over 60 attendees from across the region.

I. Summary of the Themes

Several themes emerged from the various presentations at the workshop, including:

· Rapid development in information and communication technologies (ICTs) and increased interconnection has contributed to a general threat evolution where attacks have a global focus and where initial targets are often directed at the weakest aspects of the network – often small businesses and consumers.

· In order to address this changed risk environment, it is necessary for governments and the private sector to promote a culture of security – a cooperative approach to security that encompasses all participants who use networks and information systems, where they take appropriate steps to implement or maintain security within cyber-environments.  

· In order to create a culture of security, it is necessary to conduct education and public-awareness building efforts with a specific focus on small and medium-sized enterprises (SMEs).  SMEs comprise a significant percentage of economies, yet often do not realize that cybersecurity is something that they need to address.  In short, they “do not know that they need to know”.

· Finally, both businesses and governments have essential roles to play in addressing cybersecurity issues and in building a culture of security.  

· Business has an obligation to raise awareness and educate employees, customers and supply chain partners about cybersecurity issues.  Often industry associations can be usefully deployed to undertake this work.

· Governments should undertake to develop partnerships with the private sector to share information and to assist in education and public outreach efforts.

II. Next Steps

ECSG members agree that in 2004 they will undertake the following follow-up steps to the cybersecurity workshop:

· The ECSG will circulate this report to other APEC fora addressing cybersecurity, including the APEC Telecommunications and Information Workshop Group’s e-Security Task Group (eSTG).  In addition, we will continue cooperation and collaboration on these issues in the future, including in the area of standards. 

· The ECSG will continue to work with the private sector to exchange information on tools, standards, practices and policies related to cybersecurity issues in order to identify best practices in this space.  This will include specifically information sharing on programs designed to provide education and public awareness building for SMEs and on outreach to consumers, including children, and 

· The ECSG will continue to work with the private sector to further address the intersection of privacy and security, with a goal of highlighting the important ways that effective, holistic and proactive security policies can significantly contribute to the work to balance effective privacy protections with the free flow of information.

ANNEX B

Digital Trade Seminar Report (16 Aug 2003, Phuket, Thailand)

The Digital Trade Seminar, a joint initiative by ECSG and CTI, was held on the morning of 16 August 2003 in Phuket, Thailand. The objectives of the seminar were to discuss the Leaders’ “Statement to Implement APEC Policies on Trade and the Digital Economy” adopted in October 2002 in Los Cabos, and the “Next Steps” paper endorsed by Ministers relating to Trade (MRT) in SOM II this year, and to share experiences of practical benefits that could be derived from digital trade and how overcoming obstacles to digital trade could assist our economies. The seminar also aimed to explore practical activities that APEC economies could undertake to develop digital trade.

Ms Valerie D’Costa, of the Infocomm Development Authority of Singapore (IDA) chaired the seminar and was supported by a diverse panel, consisting of leading experts from the industry, government, NGOs and academia:

· Mr Richard Bourassa from Industry Canada


· Ms Shinnosuke Date from Fujitsu and GBDe

· Ms Shawn Covey from QUALCOMM

· Mr Hugh Stephens from AOL Time Warner

· Prof Sudharma Yoonaidharma from Chulalongkorn University

The chairperson set the tone for discussion with her keynote, which included an overview of the Leaders’ Statement and the 13 actions endorsed by MRT in the “Next Steps” paper. The panel discussions that followed surfaced several key findings, including:

· Links drawn between digital trade and development, in particular, how the Doha Development Agenda should logically treat digital trade as a priority. 

· Recognition of the wide-spread adoption of wireless communications in the AP region, reference to digital trade and e-commerce should include mobile-commerce (m-commerce). 

· Support for a permanent customs moratorium and expanding the ITA list.

· Attention was drawn to the importance of allowing flexibility in technology choice and the avoidance of applying trade restrictive technology mandates.

· Focus on infrastructure development with minimal regulation, and using open and market-driven standards. 

· The interlinked nature of e-commerce, and how it would require all areas in the value chain to play their part. IPR was identified as one of the key and foundational factor in ensuring growth of e-commerce.

· The successful liberalisation efforts by Thailand served as encouragement for a developing economy embarking on the same approach.

Recommendations 

The following summarised the “wish list” or recommendations for APEC’s consideration:

1. Continue the horizontal work effort across APEC. While numerous sub-fora are tasked to lead certain issues, CTI should continue to lead, coordinate and ensure identified areas are covered.

2. Work towards a permanent moratorium on customs duties. 

3. Develop stronger links between digital trade and development work.

4. Encourage technology flexibility and neutrality. 

5. Engage and invite industry views to aid the classification work at WTO. 

6. Facilitate activities to introduce and familiarise economies with “Digital Products”.

7. Expanding ITA list of products (ITA 2) and members of the ITA.

8. Explore APEC wide enforcement for IPR as well as best practices for IPR management.

9. Apply the self-monitoring and peer review process that has been synonymous with the successful APEC approach. 

ANNEX C

APEC ECSG DRAFT WORK PROGRAM ON SPAM

Information Sharing Through the ECSG

The ECSG endorsed Canada’s proposal for APEC work on SPAM issues, and in particular, for broad information sharing on individual economies’ approaches to SPAM.  The ECSG foresees that this is will be an ongoing issue addressed by the ECSG, for the serious harms associated with spam include a present and growing threat to consumer trust in using the Internet and engaging in electronic commerce.

Sequential Activities

The ECSG identified issues for identification, exploration and reporting to the ECSG, including:

· Identifying and reporting on harms caused by varying types of SPAM and spamming practices, including exchanges of information on the costs of SPAM to businesses and Internet users;

· Identifying and encouraging means available for cross-border cooperation to combat fraudulent and deceptive SPAM, further implementing the APEC Consumer Protection Guidelines.  This work could include developing appropriate points of contact in various economies, encouraging appropriate information sharing between consumer protection and other law enforcement representatives, development of investigatory skills, and appropriate complaint/case referrals between economies;

· Identifying and reporting on areas where domestic policies or laws, in combination with other solutions, might assist in preventing and responding to the harms caused by SPAM; and,

· Evaluating the effectiveness of measures to combat SPAM through use of quantifiable metrics.  These could include statistics and other metrics on SPAM incidents, complaint data trends concerning SPAM reported by government, business and consumer organizations, as well as numbers and results of public and private sector enforcement actions, including international enforcement coordinated efforts.

Parallel Activities

The subgroup also identified activities that could be undertaken on a parallel track with the sequential ECSG action items, including:

· Encouraging private sector led advances in technical solutions to SPAM;

· Working with business interests, such as the Global Business Dialogue on Electronic Commerce (GBDe), the Internet Law and Policy Forum, the International Chamber of Commerce, and others, to encourage development of codes or best practices related to legitimate Internet marketing, including exploring the role of industry-led certification programs;

· Hosting consultations with consumer representatives, educators, industry representatives and government on SPAM issues;

· Encouraging outreach to Internet users, consumers, students and business that builds awareness and education about SPAM, including accessible technological tools to prevent SPAM and its resulting harmful consequences.  Work in this area should include a focus on the needs of developing economies and the prevention of SPAM harms that could otherwise deter use of the Internet for email and electronic commerce;

· Undertaking cooperative activities with the OECD, ICPEN and other organizations in addressing SPAM.
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