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Counter Terrorism Task Force Report
Executive Summary

The third Counter Terrorism Task Force (CTTF) meeting was held on 1 March in Santiago, Chile.  All APEC member economies participated.  The CTTF held a useful information sharing session with representatives from the United Nations Counter Terrorism Committee, the Inter-American Committee Against Terrorism and Interpol.  Representatives of the United States and Malaysia, respectively briefed the Task Force on the work of the G8’s-Counter Terrorism Action Group and the South East Asia Regional Centre for Counter Terrorism. 

Implementing APEC Leaders’ Commitments

Economies agreed on the need for specific actions to implement the APEC Leaders’ 2003 Bangkok Commitments on security.  Economies discussed the importance of adopting international non-proliferation regime standards and having domestic legislation to implement these standards.  They noted the need in some cases to criminalize domestic actions that violated international actions that violated international conventions.

The CTTF discussed a proposal from Japan to strengthen export control efforts as one of the key ways to prevent the proliferation of Weapons of Mass Destruction.  A number of economies offered specific suggestions relating to export control enforcement capacity building, such as training for customs officers on the use of risk assessment techniques and WMD detection equipment, and training on export control licensing procedures and industry outreach.

Proposed Actions for 2004

CTTF action for 2004 will include the implementation of the 2003 Bangkok Commitments on Security, a continuation of the ongoing work of the CTTF to implement the Secure Trade in the APEC Region (STAR) Initiative and capacity building.  Members discussed specific suggestions by members, many of which were captured in the Counter Terrorism Task Force’s 2004 Tasking Matrix prepared by the APEC Secretariat.  Members agreed that the actions should be practicable, measurable, and achievable.  To complete the matrix, and allow security experts to consider the proposed actions, the CTTF established a “Friends of the Chair” Group to prepare a final matrix for SOM’s inter-sessional endorsement by the end of April 2004.

Capacity Building

An important part of the CTTF’s work for 2004 will involve a thematic cross-analysis of the Counter Terrorism Action Plans (CTAPs).  The analysis will involve a reassessment of the CTAPS by relevant APEC fora using a template developed by Canada.  APEC fora with responsibilities for the elements of the Counter Terrorism Action Plan have been asked to meet at their earliest opportunity to examine the CTAPs, in order to identify specific regional counter terrorism needs.

Economies reaffirmed that capacity building in one of the most important components of the CTTF and a continuing priority for 2004.  Counter terrorism capacity building activities currently underway include support for aviation security audits; maritime security standards; assisting APEC maritime administrations to carry out security assessments; and preparing APEC maritime security agencies for the International Ship and Port Security code by the implementation deadline of July 2004.

The CTTF is also seeking urgent TILF funding for two project proposals.  One on document security, and the other, an APEC Government Roundtable on Measures to Secure Trade.  Chile will host the second STAR Conference later this week.  Australia was preparing a compilation of best practice case studies for the implementation of APEC’s Secure Trade Agenda.

Collaboration with the Private Sector and International Financial Institutions

In his presentation to the meeting, the APEC Business Advisory Council Chair asked economies to suggest ways that the private sector could contribute to the Secure Trade in the APEC Region initiative and to discuss these at the next CTTF meeting.  The CTTF also agreed to invite representatives of International Financial Institutions to participate in a second roundtable discussion to coincide with the Senior Officials-International Financial Institutions Dialogue.

The Counter Terrorism Task Force recommended that Senior Officials:
Note the report of the meeting and encourage relevant APEC fora to actively participate in the thematic cross-analysis of the Counter Terrorism Action Plans.   
Endorse in principle the 2004 CTTF Work Plan.
Agree that the project proposals on Secure Documents and a Security Roundtable be submitted to the BMC for urgent funding.

Consider and approve the CTTF Tasking Matrix by 30 April 2004.

COUNTER TERRORISM TASK FORCE REPORT
The Counter Terrorism Task Force (CTTF) held its third meeting on 1 March in Santiago, Chile.  The meeting was chaired by Vice Chair Hiroyuki Minami of Japan and was attended by representatives from all member economies.  Representatives of the UNCTC, OAS (Organization of American States) CICTE, Interpol were invited to brief the Meeting as well as the ABAC Chair and the APEC Secretariat were also present at the meeting.  

1. Opening Remarks by the Vice Chair

In his opening remarks the Vice Chair welcomed the delegates as well as the representatives of the UNCTC, the CICTE and Interpol to the meeting.  He also passed on the Chair’s message of support for a successful meeting.  The Vice Chair also noted that at their meeting last October, APEC Leaders had agreed to a series of new security related actions.
2. Adoption of the Agenda

The draft agenda was adopted without amendment.

3. Opening remarks by the SOM Chair

In his remarks to the CTTF, the SOM Chair said that promoting security and free and open trade were priorities for Chile in 2004.  There was a need to protect the communities of our members without impacting on trade flows.  This required a collective and co-ordinated response and he welcomed the increased cooperation with other international organisations over the past year.

Officials had received clear instructions from Ministers and Leaders who had agreed to human security in the region and we had to deliver tangible outcomes by November.  There was also a need to strike a balance as to what we can achieve in APEC.

4. Information sharing with international and regional organisations

United Nations Security Council Counter Terrorism Committee

Ambassador Gaspar Martines, Vice Chair of the UNSC CTC, briefly outlined the current work of the UNCTC including capacity building to help relevant economies put in place national legislation to implement UNSC 1373 and the 12 UN Conventions on Counter Terrorism.  He noted the strong desire by the UNSC CTC to work with regional bodies such as APEC to fight terrorism and noted the UN´s role as the lead organization for international legal norms and standards in counter terrorism..  

G8 Counter Terrorism Action Group (CTAG)

On behalf of the Chair of CTAG, the United States briefed the meeting on the outcomes of the 20 February 2004 CTAG meeting in Washington.  CTAG’s interaction with APEC had enabled it to identify the important needs of port and maritime security in the economies bordering the Strait of Malacca and the Strait of Singapore.  The CTAG meeting reaffirmed the importance of helping economies to implement the IMO’s ISPS Code and to improve other aspects of their port and maritime security needs.  Contact with APEC had encouraged CTAG’s donors to look at their overall CT assistance activities in the region to maximize the impact of what is being done, to leverage resources and to identify areas where more could be done.  A matrix of known needs and planned assistance that was developed by CTAG members will be provided after the next CTAG meeting on 16 April 2004 to help the CTTF and APEC member economies progress their port and maritime security work plans.

CICTE

Mr Steven Monblatt of OAS Inter-American Committee Against Terrorism (CICTE) outlined the work of the CICTE and noted some areas for possible cooperation with APEC including training manuals on terrorist financing, best practices for border management, ICAO security standards, port security cooperation and the OAS Action Plan on Port Security.  He said that there may be opportunities for sharing information in areas such as air security, cybersecurity and the financing of new security measures.  He offered to share with APEC members CICTE’s e-Newsletter and allow access to CICTE’s on-line anti-terrorism database of legislation, best practices and list of counter terrorism experts (OLAT).

Interpol

Mr Steven Schmerbeck and Mr Chris Eaton congratulated the CTTF on the work we were doing.  Globalising law enforcement responses and cooperation was a new challenge being faced by the 181 members of Interpol.  Noting the strong links between organised crime and terrorist organisations,  Mr Schmerbeck noted the importance of ensuring that there were no weak links for terrorists and criminals to exploit. Interpol is active in capacity building for international police forces Interpol’s new state of the art global I-24/7 network provided for the secure transmission of sensitive police information 24 hours/day to all its members.  This facility will also provide border control agencies with on-line access to critical information from its many specialist databases, including material on individual terrorists.  There was the possibility for future cooperation with APEC fora working on border management issues such as the Sub Committee on Customs Procedures and the Informal Expert Group on Business Mobility.  

SEARCCT

Malaysia outlined the work of the South East Asia Regional Centre for Counter Terrorism (SEARCCT).  SEARCCT is a centre for training in the prevention of terrorist activities and the management of post-terrorism situations.  These include anti-money laundering and combating terrorist financing, border control/security document training for government officials and maintaining a database of terrorist activities.  Malaysia noted that three projects had been completed in 2003 and a large number of training workshops were planned for 2004.

In the discussion following the presentations members noted the importance of protecting human rights while countering terrorism as well as progressing counter-terrorism measures; working closely with international and regional organisations such as the UNCTC, CICTE and Interpol, and also including other organisations such as ASEAN Regional Forum the Commonwealth of Independent States (CIS) and the Shanghai Cooperation Organisation. Noting the pre-eminent of ARF in the security area, it was proposed that there be a dialogue between APEC and the ARF. This could include the CTTF seeking an invitation to the ARF intersessional meeting on transnational crime and terrorism to be held in Manila, Philippines, March 30-31 March 2004. There is also a need to maintain a strong link between trade and security; the importance of interaction with the private sector; adequate funding for regional counter-terrorism capacity building initiatives; establishing international standards for security technologies e.g. biometrics (fingerprints, facial recognition, iris scans); public-private sector partnerships; collaboration with CICTE on a Port Operator’s Guide and with Interpol on the US/Australia database project on stolen passports; using APEC’s capital-based structure and good contacts with agencies to pursue initiatives; APEC must do more than just share information but must add value; that it is important to ensure that security technology is standardised, sufficiently shared and properly utilised; and that there is the need for an expanded database to draw together all the information that currently exists of the activities and forthcoming meetings of other regional and international organisations and the programs they are undertaking.

5. Expected Outcomes for 2004

(a)  Implementation of the new issues arising from the AELM (CTTF Chair) (based on the CTTF Tasking Statement prepared by the APEC Secretariat)

Economies welcomed the draft Tasking Matrix and agreed that specific actions were needed against which the CTTF could report progress by the end of 2004.  One example would be to have all relevant APEC economies adopt international non-proliferation regime standards, and draft/enact or strengthen domestic legislation to implement these standards.  In some cases there  is a need to criminalise domestic actions that violated international conventions.

Japan outlined its proposal to discuss strengthening efforts in export control as one of the key agenda to prevent the proliferation of WMD.

There was also need to clarify the respective roles of the CTTF, APEC fora such as the Health Task Group, and economies in implementing the Matrix.

Economies considered that the UN already has an agreed list of terrorist organisations and there was no need for APEC to repeat this work.  There was also no consensus on the suggestion to establish a special WMD subgroup within the CTTF.

Economies agreed that APEC should realize its capacity limit, and play its comparative advantage by adding value but not duplicating the work being done by other organizations. In this context, the meeting agreed that there was a need to focus the work of the CTTF to the tasks set by Leaders and take concrete actions that are practical, measurable and feasible. They also agreed that more time was needed to allow their security experts to consider the suggestions included in the draft tasking matrix.

To progress this work, the CTTF agreed to establish a Friends of the Chair Group (FOC), chaired by Indonesia, to guide the revision of the Draft Tasking Matrix.  The United States volunteered to refine and consolidate the current draft in line with the comments of the meeting and to circulate it to members by 2 March 2004.

The CTTF agreed to the following timetable to finalise the Matrix:

Circulation of a revised draft 





2 March

FOC to provide additional suggestions for the Matrix to the Chair by
15 March

Circulation of updated matrix to the Friends of the Chair


16 March

Experts to comment on the updated matrix by e-mail to the Chair

22 March

Revised draft based on comments from experts to the CTTF from Chair
29 March

to the Friends of Chair

Agreement by CTTF to the revised Matrix or square bracketed text 
9 April

Chair to forward revised Matrix to the SOM for consideration

15 April

Intersessional endorsement by the SOM




22 April

(b)  Capacity Building

i. Reports on recent and proposed capacity building activities. (Economies and fora are invited to share information on their initiatives on Counter Terrorism) 

Canada to report on ICAO and IMO capacity building projects (Canada)

Document Security Project (Canada)

APEC Government Roundtable on Measures to secure Trade (Hong Kong, China)

Canada briefed the meeting on APEC funded project on “Support for Aviation Security Audits Phase I: Preparation for ICAO Universal Security Audit Program (USAP) Audits”. This project aimed at supporting the ICAO USAP audit program focused on security awareness and audit preparation seminar for APEC economy as a phase 1 to a potential 3-phase project. This is a continuation of the previous project proposal to establish a “Security Training Data Base”.


Canada informed the Meeting that Transport Canada and Foreign Affairs Canada will provide financial support to the International Maritime Organization (IMO)´s Maritime Security Trust Fund, specifically to a project that will assist APEC economies to prepare themselves for the July 1 deadline. It was reported that the funding would also be used to prepare APEC maritime administrations to carry out security assessment, in preparation for ISPS code implementation deadline of July 2004 by assisting maritime security agencies develop an administrative template for implementation.

Canada also proposed for consideration by the CTTF its Document Security Project.  This project is the response to the instruction for additional capacity building in the area of securing trade while facilitating business travel. The project is aimed at improving APEC member economies system on travel document approval, issuance and examination. This Document Security Project will include a multi-day symposium that will provide assistance to immigration authorities in the Asia Pacific Region to enable the development and use of travel documents that are secure, resistant to fraud and globally interoperable.

Hong Kong, China proposed a project on “APEC Government Roundtable on Measures on Secure Trade”. It reported that the objectives of the Roundtable were strengthening  partnership and enhancing capacity building to ensure secure trade on the APEC region. The Roundtable will also be an opportunity to exchange views and for APEC member economies to learn about the latest technology of the private sector in various security and counter terrorism measures in Asia.

The Meeting agreed to submit the project proposal on the Document Security Project and the Roundtable to BMC in July 2004 through SOM and ranked the two projects. The result was that the Document Security Project ranked first.

ii. Outcome of discussions with Working Groups/CTI fora representatives (Chair/Vice Chair)

The Chair reported to the Meeting that he had made a presentation at the ESC Coordinating Meeting with working groups on 29 February 2004. His presentation is information of the work and activities of the CTTF. It was also reported that Canada in the same session made a presentation on the Thematic Cross-Analysis of CTAPs. The presentation was well received and some related working groups responded by sharing information on what they have done in the area of countering terrorism.

iii.Thematic cross-analysis of CTAPS and the use of a template for sub-fora discussions (Canada)

Canada briefed the meeting on the CTTF initiative to develop a thematic cross-analysis of the 21 economies CTAPs. The review of the CTAPs would be done by relevant APEC fora. For this purpose, Canada has developed a template for fora discussion which was approved by the CTTF. APEC fora with responsibilities for the elements of the action plan are being asked to meet at their earliest opportunity to examine the CTAP, in order to help economies more specifically detail their capacity building needs.
iv. Compilation of case studies of best practice in the implementation of APEC’s secure trade agenda (Australia)
Australia reported that it would be undertaking a report on “case studies in the implementation of APEC Secure Trade Agenda in 2004”. This proposal had been flagged in CSOM in 2003. The report would draw out significance experiences across APEC region in implementing the Secure Trade Agenda, and collate this into a reference manual to assist developing economies in the region apply “lessons learnt” to their circumstances. It was also reported that the focus of the report would be on case studies consistent with key elements of the STAR initiatives including aviation and maritime security, movement of people and terrorist financing and energy and/or cyber security.

v. Report on the status of the proposed Regional Trade and Financial Security Initiative with the Asian Development Bank (United States, Japan, Australia)

Australia, Japan and the United States reported that arrangements were being finalized for the creation of a Regional Trade and Financial Security Initiative (RTFSI) with the Asian Development Bank. Australia, Japan and the United States each will contribute $1 million to a special trust fund with the ADB. Additionally, the U.S plans to contribute three technical advisors (valued at $1.5 million) and $2.5 million in parallel grant assistance for seaport and airport security and related trade capacity building assistance. The initiative would strengthen the capability of the Asian Development Bank (ADB) and its borrowing members in the areas port security and financial counter terrorism.

Australia, Japan and the United States encouraged other APEC member economies to contribute to the ADB fund as well

(c) Discussion on the agenda and proposed outcomes from the Second STAR Conference (Chile) 

Chile briefed the Meeting on its preparation for the 2nd STAR conference to be held in Viña del Mar on 5-6 March 2004. It also distributed the latest program and agenda of the Conference. 
6.
 Future cooperation with the private sector

The ABAC Chair sought suggestions from the CTTF on ways the private sector could contribute to the Leaders’ Statement on Fighting Terrorism.  Security was a priority for ABAC, but it must be handled in a manner that does not affect the free flow of goods and services.  The Acting CTTF Chair requested that members send their suggestions to the CTTF Chair’s Office by 30 March so that a comprehensive response can be forwarded to the ABAC Chair.

7.
Report on the outcomes of the Bali Regional Conference

The CTTF welcomed the report by Indonesia on the regional Ministerial Meeting on Counter Terrorism “Strengthening Regional Coordination and Cooperation in Combating Terrorism in the Asia-Pacific Region” (BMRCT) held in Bali, on 4-5 February.  The BMRCT focused on practical and operational law enforcement issues and identified more effective ways and means to enhance counter-terrorism coordination among countries including more effective cooperation on law enforcement, information sharing and legal frameworks in the region. 

The Meeting was organized into three sub-themes, namely on the terrorist threat and regional response, law enforcement cooperation, information sharing and legal frameworks, and future cooperation and coordination measures.  Two ad-hoc working groups, on law enforcement and on legal framework were also established.

Australian and Indonesian have also established a regional law enforcement cooperation centre in Indonesia to build the operational law enforcement capacity needed to fight trans-national crime, with a key focus on terrorism.  The centre would also be working with other relevant regional bodies.

8.
Report by the APEC Secretariat

The APEC Secretariat tabled a report on APEC developments in other fora relevant to the work of the CTTF and noted that counter terrorism and security issues had become an important part of APEC’s agenda and capacity building efforts.

9.
Other business

Economies were asked to be members of a small group to evaluate CTTF projects as required by the APEC Project Guidelines.  The Secretariat will liaise intersessionally with potential volunteers.

10.
Consideration and adoption of CTTF Report and 2004 Work Plan based on Tasking Matrix to SOM I

Members adopted the CTTF 2004 Work Plan and agreed on the procedures and timeframe of the adoption of the CTTF Report to SOM I.

11.  
Next meeting

Members agreed to work to determine intersessionally the need for a CTTF Meeting on the margins of SOM II as the agenda warrants. Regardless of whether the CTTF meets at SOM II, it will meet in the margins of SOM III in Santiago, Chile.  They also encouraged the participation of Counter Terrorism Experts/Focal Points to this meeting as part of member economies delegations.
APEC Counter Terrorism Task Force

2004 Work Plan

Respond to Statements by Leaders’ and Ministers by:

Encouraging and supporting member economy´s commitments to:

1. dismantle, fully and without delay, transnational terrorist groups that threaten the APEC economies ;

2. eliminate the severe and growing danger posed by the proliferation of weapons of mass destruction and their means of delivery by strengthening international non-proliferation regimes, adopting and enforcing effective export controls, and taking other legitimate and appropriate measures against proliferation;

3. confront other direct threats to the security of our region;

4. strengthen domestic controls on MANPADS and to review progress this year;

and taking concrete actions to:

5. Increase and better coordinate our counter-terrorism activities, where appropriate, through effective collaboration, technical assistance and capacity building, and cooperation between APEC’s Counter Terrorism Task Force and relevant international organisations;

6. Coordinate with the Health Task Force to implement the Health Security Initiative to help APEC prevent and respond to regional health threats, including bio-terrorism;

7. Actively pursue concrete capacity building measures to effectively fight terrorism, including the appropriate matching of available resources and expertise with identified and latent regional needs:

8. Coordinate with and co-operate with a regional trade and financial security initiative to be established within the ADB, to support projects that enhance port security, combat terrorist finance, and achieve other counter-terrorism objectives;

9. Coordinate with the G-8 Counter Terrorism Action Group’s (CTAG), to improve the provision of technical and counter-terrorism capacity building assistance to APEC economies.  

10. Encourage the adoption of best practices in the implementation of APEC’s secure trade agenda;
11. Host the 2nd STAR (Secure Trade in the APEC Region) Conference on 5-6 March 2004 in Chile;

12. Support the work of the Transportation Working Group and international bodies to assist APEC member economies in implementing the International Ship amd Port Security (ISPS)  Code;

13. Support work to strengthen border security including the Informal Expert Group on Business Mobility’s work to implement the Advance Passenger Information (API) System pathfinder initiative, efforts to explore development of a regional movement alert system to protect air travellers, and build on the APEC Smart Border Symposium;

14. Support the efforts of the Energy Working Group to accelerate the implementation of the Energy Security Initiative by endorsing its Implementation Plan and, as appropriate, a new Action Plan to enhance regional and global energy security;

15. Support the work of the APEC Telecommunications Working Group to implement the recommendation of the Report to Leaders and Ministers on Actions of the Telecommunications and Information Working Group to Address Cybercrime and Cybersecurity;

16. Support international efforts to identify and address both the symptoms and the root causes of terrorism;

17. Give greater consideration to the economic implications of implementing counter-terrorism measures, with a view to minimizing the effect on trade and travel in the APEC region while promoting competitiveness and secure trade;

18. Promote APEC's counter-terrorism initiatives to its stakeholders;
19. Support the work of ABAC and the business community to ensure that, wherever possible, additional security measures do not unduly increase business transaction costs.






