Counter-terrorism Task Force 

Chair’s Summary Report
01 October 2004

Santiago, Chile
The fifth meeting of the Counter-terrorism Task Force (CTTF) was held in Santiago,Chile on the 1st of October 2004. Participants from all member economies attended. The APEC Secretariat was also present.

Ambassador Makarim Wibisono of Indonesia chaired the meeting.

I. Chair’s Opening Remarks 

1.
Ambassador Wibisono welcomed all delegates and thanked the meeting for seeking his continuation as Chair of the CTTF. He reflected on the recent terrorist attack in Indonesia, and expressed the view that this incident proved that the deliberations of the CTTF are significant in ensuring that terrorists will not disrupt the economic activities of the region.

2.
He expressed confidence that the meeting could come to some conclusions on a solid list of deliverables for Leaders, and noted that the meeting had to examine the mandate of the CTTF with a view to either seeking an extension, modification, or termination. If the mandate of the CTTF was to be extended then delegates would have to assess areas with a view to enhancement or improvement. The final task of the meeting would be to appoint a new chair as his chairmanship would be completed with this meeting.

3.
Member economies expressed their condolences to Indonesia and Russia following the recent tragic events in Jakarta and Beslan.

2. Adoption of the Draft Annotated Agenda

4.
Two items were added to the draft annotated agenda; item 8.3 – Update on the ADB Fund and 10.1 – Members to discuss nominating a new chair. The meeting agreed to the amendments and adopted a revised agenda. 

3. Business Arrangements
5.
The Secretariat updated the meeting on business arrangements.

4. Discussions on CTTF Deliverables for Leaders

6.
The Chair proposed that the meeting concentrate on Japan’s proposal to implement ICAO passport security standards. At the meeting in Singapore it was suggested that the Informal Experts Group on Business Mobility (IEGBM) discuss this proposal and report their conclusions to the CTTF.

7.
Australia, on behalf of the chair of the IEGBM, briefed the CTTF on the relevant outcomes of the IEGBM meeting. The IEGBM agreed to encourage those economies that did not currently have Machine Readable Travel Documents (MRTDs) to introduce them, and to implement the ICAO standards on biometrics as soon as possible. The IEGBM had also proposed that target dates be set for implementation.

8.
The Chair noted that MRTDs could be sixth on the list of deliverables. The meeting agreed on the wording on this deliverable as follows:

“Economies will cooperate to ensure that all APEC economies will begin issuing Machine Readable Travel Documents (MRTDs), if possible with biometrics by 2008, and on a best endeavours basis, to accelerate replacement of non-MRTDs by MRTDs as well as implement ICAO travel document security standards. To this end, donor economies will assist developing economies with capacity building assistance.” 

Non-consensus deliverables discussed in Singapore but not agreed.

1. “ Take steps towards the ratification and implementation or commitment to ratify all 12 international conventions, so as to unmistakably demonstrate APEC’s resolve to collectively confront the threat of terrorism.”

9.
Canada opened the discussion with a view to revisit this deliverable following intersessional discussions with other economies. 

10.
Thailand reiterated their position as stated in Singapore, that while they acknowledged the difficulty in ratifying the conventions they emphasized the need to show their commitment to fighting terrorism. Adopting the deliverable on the 12 conventions would signal APEC’s commitment to fighting terrorism. 

11.
China indicated that their position remained unchanged from the Singapore meeting.  They had no difficulty with the substance, but questioned if it was appropriate to discuss issues of this nature in an economic forum such as APEC. As an alternative to having this as a deliverable it was proposed that the meeting find language that could be included in the Leader’s statement. Chile reiterated its support for this deliverable and said that it would support any intelligent way to capture the information in the Leaders’ statement to demonstrate APEC’s commitment to universal adherence to these instruments.

12.
With respect to discussions on this deliverable the Chair asked that China and Canada work on wording that could be agreed upon by the meeting. The following text was adopted for consideration by SOM to be incorporated into the Leader’s statement:

“Encourage relevant APEC economies to take measurable steps towards the ratification and implementation or commitment to ratify all basic universal anti-terrorist conventions, where appropriate, so as to unmistakably demonstrate APEC’s resolve to collectively confront the threat of terrorism.”

13.
The US stated that Leaders expected the CTTF to progress Leaders instructions. The proposed deliverable to encourage relevant economies to sign the IAEA Additional Protocol by the end of 2005 addressed the Leaders’ goal to eliminate the threat posed by weapons of mass destruction. The issue of timing was less important than the decision to sign an Additional Protocol.  To facilitate this, the United States had led or co-sponsored various workshops, and would continue to do so.    

14.
Russia confirmed their interest in including this deliverable for SOM’s consideration. The recent terrorist actions in southern Russia had strengthened their resolve to defeat terrorism.

15.
Australia stated that Leaders would be expecting something substantial in November regarding progress on their security commitments. The start made in Singapore was good, but not good enough.

16.
Malaysia was supportive of the additional IAEA protocol, but mindful of the difficulty in implementing additional protocols. However, in their view APEC was not the forum to make these types of commitments. The current deadline of 2005 was unrealistic and there seemed to be little point in having this deliverable.

17.
Viet Nam made the point that SOM II had agreed to six deliverables and as the CTTF had now reached that number questioned the need to discuss the others. They supported the view that the additional protocol should be discussed in another forum, and expressed the concern that we were duplicating efforts being made in other international forum.

18.
Papua New Guinea noted an indivisible linkage between trade and security.  CT efforts were so broad that there was no harm in discussing all the issues, regardless whether or not consensus could be reached. They supported the notion that those deliverables, for which no consensus could be reached, should be mentioned in the Leaders statement. The major point was that the spirit and effort to join in the global effort against terrorism be made, and that PNG supported all the work in the CTTF.

19.
New Zealand stated that it was important the CTTF was able to agree to a set of deliverables that reflected the security and counter-terrorism commitments agreed by Leaders in Bangkok. In doing so, the CTTF would contribute to regional counter-terrorism efforts. New Zealand noted that it could support these issues as deliverables, or if consensus was not possible on them, suggested the possibility that appropriate language might be included in the statement that reflected progress on them.

20.
China stated that in Singapore the CTTF agreed to five deliverables, and we now had six. They had no wish to repeat themselves, however it was not a matter of language, it was a matter of principle - China does not see APEC as an appropriate forum for these kinds of discussions.

21.
The US pointed out that there was no agreement to limit the number of deliverables to six, and thought it strange that procedural issues would take precedence over responding to Leader’s instructions.

2. “The identification of a set of best practices to form the basis for provision of technical assistance to facilitate adoption and enforcement of effective domestic export controls.” 

The APEC SCCP to coordinate with the WCO and related agencies or bodies in identifying 1) export control best practice for the adoption of APEC economies 2) technical assistance and infrastructure required for effective implementation of these best practices.

22.
Clarification was sought as to the additional statement which referred to the SCCP being included in the deliverable, and it was confirmed that this was only a suggestion, and not a separate deliverable.

23.
Japan expressed support for all the proposals being discussed, and addressed the point being made about the suitability of APEC being an appropriate forum in which to discuss export controls. This issue required cooperation from the business sector.  They received questions from member economies on the proposal and would consider amendments. Comments at the Singapore meeting suggested that the CTTF needed to conduct a survey on current practices. That survey has been distributed to all economies and replies were expected by the 15th of October.

24.
Korea supported all the key deliverables on which consensus had not been reached and noted that if it was not possible to get consensus they would support including them in the Leaders statement.

25.
The US viewed export controls as a natural issue for APEC as they facilitated trade and prevented weapons from going to the wrong users. APEC can add value by; uniting the government and the private sectors; assisting each other by sharing information on best practices; and by providing capacity building. The information from the survey will be used to refine the best practices document.

26.
Malaysia reminded the meeting that the survey was requested as the paper circulated at the Singapore meeting was more along the lines of “directive principles” than best practices, which it defined as examples of effective measure economies had already implemented. The stock take might help us come to a decision. However, in order for the survey to be useful all economies should submit their information.

27.
The meeting decided to wait until the outcomes of the survey were known so as to have more information with which to make a decision, and agreed to give further time for consideration of this deliverable.

3. 
Following the Leader’s Bangkok Mandate on Human Security, economies reaffirm their commitment to the adoption of “strict domestic controls on manpads”. For that purpose, economies shall consider unilateral adherence to effective principles and guidelines, such as, inter alia, the Wassenaar Arrangement Elements for Export Controls of Manpads.

28.
The US informed the meeting that the paper tabled at the meeting – Document # 2004/SOMIII/CTTF/003 – APEC Guidelines on Controls and Security of Man-Portable Air Defense Systems (MANPADS) was an attempt to accommodate some CTTF member’s reluctance to use the Wassenaar Arrangement guidelines.  These would be APEC guidelines, but would leave the details of implementation up to individual economies’ domestic discretion. The purpose of the guidelines was to prevent the loss of life and the loss of trade and investment that would result from a terrorist attack using MANPADS. Russia confirmed its support and stressed that Leaders were expecting results.

29.
Malaysia noted that extensive consultations would be required to develop APEC guidelines. In their view this proposal did not add value, and were mindful that Australia would be bringing a resolution on Manpads to the UN, a more appropriate forum in which to discuss this issue. Malaysia also stated that not all Leaders directives in the past had been implemented, and that the CTTF was expected to use its wisdom to determine what issues should be APEC wide and which should be dealt with on a domestic basis. Malaysia was taking domestic action to strengthen MANPADS controls.  

30.
Peru stated that there was a clear mandate, and that there was no excuse for economies to not implement. Peru had previously decided to take actions to adhere to the Wassenaar control elements.  Adhering instead to APEC MANPADS Control Guidelines was even easier for Peru.  Peru did not see a conflict between APEC and UN efforts in this area.

31.
Mexico indicated that APEC did not have competence in this area and that discussions on Manpads should take place in other forums such as the UN.

32.
Australia expressed the view that the CTTF had to deliver on this proposal and did not agree that this was a duplication of work being conducted by other bodies. 

33.
The US agreed with Malaysia that there were a variety of ways economies could carry out Leaders’ instructions.  In this case, the Leaders declaration called both for domestic actions and for strengthening our joint efforts to control MANPADS.  The value of the APEC MANPADS Control Guidelines was to provide a common starting point for how we could cooperate in our region.  Such joint efforts would not replace our domestic or UN efforts

34.
The Chair noted the merit of the proposal, and suggested that it might be wise to not force the issue as the views were so divergent. He suggested that if members were willing to wait and see the outcomes of both the representation to the UN on Manpads, and the survey results on the best practices, members might change their mind. He recommended that the CTTF report to SOM that these proposals have been discussed, but that no consensus was reached, and that further time was needed.

4.1 Regional Movement Alert List (RMAL)

35.
The United States outlined key elements of the Regional Movement Alert List (RMAL) System (Doc 2004/SOMIII/CTTF/005rev2).  The RMAL is designed to enhance the counter terrorism capacities of participating economies through both an alert system and an intelligence gathering system.  It will complement existing border management systems, strengthen the capacity of participating economies to detect lost and stolen documents, and provide an ability to identify or detect known or suspicious documents or persons of terrorist interest early.  The start-up costs were about $17,000 plus $150,000/year for communication costs.

36.
Australia and the United States have completed a feasibility study for an automated RMAL based on API.  The trial of a pilot RMAL in 2005 has been approved by the IEGBM.  A trial will also be undertaken using an enhanced version of the Customs Asia-Pacific Export Reporting System (CAPERS) to test improved information sharing on passport data, and to address legal issues. This could also form a first step for those economies that do not have an API system.

37.
Thailand supported the initiative and sought more information on the measures being taken to address the privacy concerns of travelers.  The United States said that handling privacy concerns depended on the nature of the data to be shared. MOUs to address privacy concerns would be needed between all parties. The US had already signed an MOU with Australia for the trial. Initially only passport numbers, not names would be exchanged, making the privacy issues easier to manage.

38.
In response to Japan’s intervention that RMAL will duplicate the Interpol data base of lost or stolen passports, the United States said that, unlike the Interpol system that was only accessible by law enforcement officers, RMAL will provide an on-line automated query facility for border control officers.  There was also a possibility that the two systems may be integrated at some time in the future.

5. CTAP Updates
39.
To begin discussions on this topic the Chair suggested that CTAPs be completed bi-annually and that each economy have them prepared by a consultant. After some discussion the meeting agreed on the following to strengthen the CTTF’s capacity building work: 

1)   CTAPs to be updated annually for presentation at SOM I.

2) CTAP template to be updated to include the human security commitments made by Leaders in Bangkok, and the new key deliverables for 2004. The Friends of the Chair, with the assistance of the Secretariat, will draft the revised template for consideration by the CTTF, and send to economies for filling out before SOM I.

3) CTAP cross-analysis to be conducted after SOM I.

6. Discussion on Recommendations from STAR II Conference
40.
Australia sought comment on a draft version of Best Practice Activities for Secure Trade it had circulated to economies.  Australia thanked Chile, Indonesia, Malaysia, Thailand and the United States for providing the case studies.  Part 2 of the project, to be undertaken in 2005, was designed to improve the effectiveness of capacity building efforts.  The idea was to match up the case studies with economies which need capacity building. 

41.
The Chair noted the outcomes of STAR II and urged members to take advantage of the IMO cooperation programs which could facilitate international technical assistance, and the Geographic Information System developed by the Chilean Maritime Authority. Economies could also take into consideration specific recommendations on Air Transport Security, Regional Movement Alert System and Financial Intelligence Units.


6.1 Update on STAR III

42.
Korea updated the meeting on preparations for STAR III.  Korea thanked APEC economies and Japan for providing support to fund the conference.  Korea sought the views of members as to whether STAR III should follow previous practice and be held after SOM I (3-4 March 2005) or be held immediately before SOM I to maximise the participation of CTI sub-groups such as the SCCP and the IEGBM.  STAR III would be held at Inchon, about 50 km from Seoul.  It was hoped that the CTTF’s deliverables for 2004 could provide input into the program for STAR.  Korea was proposing four panels: (a) Maritime Security; (b) Aviation Security; (c) the movement of people and cargo, and (d) cyber-terrorism and health security.  Korea asked economies to provide comments on the concept paper which would be circulated before November.  Korea also welcomed the suggestion by Australia to include five speakers to present on the five case studies included in the best practice case studies.

7. Supply Chain Security Guidelines

43.
The APEC Secretariat noted that over 150 people each month downloaded the APEC Private Sector Supply Chain Security Guidelines from the APEC Secretariat’s webpage (Doc 2004/SOMIII/CTTF/006).  The number of downloads demonstrated that it was a useful set of guidelines.  The Guidelines had been uploaded to the APEC website in September 2003 and were based on input from the WCO, the Business Anti-Smuggling Coalition and the private sector. It was concluded that APEC work on things such as the Guidelines, which are non-binding, can be helpful. The Secretariat also agreed to a request from China to provide details on the origin of those requesting the Guidelines.

8. Update on CTTF Projects


8.1 Document Security Training Workshop

44.
Canada updated members on preparations for the Document Security Training Workshop to be held in Kuala Lumpur from November 29 to December 3, 2004 (Doc 2004/SOMIII/CTTF/007).  Training would be provided for up to 30 participants from APEC developing economies.  Twenty-two places had been reserved for travel-eligible economies and eight others would be filled on a first-come first-served basis.  The course was designed for senior, operational-level officers with responsibility for border management or immigration departments or who had a background in biometrics.  Canada asked participants to register by Friday 22 October 2004.


8.2 APEC Government Roundtable on Measures to Secure Trade

45.
Hong Kong, China reported on the outcomes of the APEC Government Roundtable on Measures to Secure Trade held on 1-4 June 2004 (Doc 2004/SOMIII/CTTF/010). The Roundtable included discussions and presentations on airport security, maritime security, anti-terrorist financing, cyber security and travel documents control.  On-site visits to container and air ports were arranged to show participants how Hong Kong’s security measures both enhanced security and facilitated the movement of goods and people.  Participants indicated that they would welcome more capacity building assistance to review their economy’s domestic legislation on counter terrorism.


8.3
ADB Cooperation Fund for Regional Trade and Financial 
Security 
Initiative (FRTFSI)

46.
Australia reported on the ADB’s Cooperation Fund for Regional Trade and Financial Security Initiative (FRTFSI).  The objectives of the fund were to both undertake counter terrorism related capacity building in the region both to enhance airport and seaport security (which includes cargo and people movements), as well as to combat money laundering and terrorism financing.  It was also designed to enhance the ADB’s capacity to develop and implement regional counter terrorism capacity building initiatives.  Because this is an ADB fund, the ADB is responsible for all aspects of this initiative - identifying projects, developing the project concepts, seeking the recipient countries agreement to commence the project, recruitment of relevant experts to carry out the project, finalising all necessary contractual requirements, procurement of necessary equipment, supervising implementation of the project, disbursing the funds, coordinating with relevant donors and evaluating the projects on completion.

47.
Donors to the fund specifically requested that priority be given to ADB members that are APEC member economies.  In addition, donors requested that priority be given to economies with significant counter-terrorism capacity building needs and to economies that were prepared to contribute either financial or human resources to further the project.  The ADB already coordinates closely with organizations such as the APEC Transportation Working Group, the International Maritime Organization, the G8’s Counter Terrorism Action Group and the Asia Pacific Group on Money Laundering.

48.
The fund has been approved by the ADB Board, MOU’s have been signed with donors, donor contributions have been received and projects have been considered by the Peer Review Committee.  Counter Terrorism was now regarded as a priority for the ADB.  

49.
The United States said that $3 million had been provided by Australia, Japan and the United States.  The United States was also funding two advisors ($1 million) and the US Trade Development Agency had contributed $2.5 million (total $6.5 million).  The average project size was about $500,000/project.


8.4
Singapore’s project proposal on ISPS capacity building

50.
Singapore reported that it had been liaising closely with ADB and had submitted its proposal on ISPS capacity build for funding under the ADB’s Cooperation Fund for Regional Trade and Financial Security Initiative (FRTFSI).

51.
Australia said that it was discussing with Singapore possibilities of closer involvement in the project, including potential provision of some financial support, and hoped to have information in this regard at CSOM.

9. Update by APEC Secretariat

52.
The APEC Secretariat updated the meeting on APEC developments (Doc 2004/SOM III/CTTF/008) and noted reports from the Sub Committee on Customs Procedures, the updated CTAPs from four economies, a note from the Tourism Working Group and the Transportation Ministerial Meeting on the continuing implementation of maritime security capacity building to implement the International Ship and Port Security (ISPS) code.  The Energy Working Group had also responded to a request to update its CTAPs and was also undertaking work on supply chain disruption of energy supplies.

10. Mandate of CTTF

53.
The Chair invited the meeting’s guidance as to whether the CTTF should recommend extension, modification or termination of the CTTF. Chile suggested that perhaps consideration be given to re-affirm the broad scope of the work of the CTTF, however, it was decided that this was a policy decision that should be made by SOM, and perhaps later, by Leaders. The meeting agreed to recommend that the CTTF mandate be extended for two years, and that SOM provide guidance on the mandate itself.


10.1 Nomination of New Chair

54.
The meeting determined that further reflection was required and agreed to seek SOM’s instructions on the naming on a new chair of the CTTF.

11. Other Business

55.
As there was no other business the Chair moved to the next Agenda item

12. Documentation

56.
The meeting agreed to the classification of documents as presented by the Secretariat.

13. Next Meeting

57.
Without pre-empting the SOM decision on the extension of the CTTF mandate, the Chair suggested that the next meeting be held in the margins of SOM I, the date and venue to be confirmed by the next host, Korea. 

14. Closing remarks

58.
The Chair thanked everyone for their support in what has been a challenging task.  As this was the Chair’s last meeting he bid a farewell to all and expressed his appreciation for the cooperation and friendship extended to him as Chair.

59.
Members, in turn, expressed their gratitude for the Chair’s able leadership and gave him a standing ovation.
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