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Executive Summary


Recommendations


Report to 2005/SOM I

APEC Electronic Commerce Steering Group

12th Meeting, Gyeongju, Republic of Korea

8-9 September 2005

The APEC Electronic Commerce Steering Group (ECSG) held its 12th meeting and began its work pursuant to its 2005 work program. Jesus Orta (Mexico) chaired the meeting.  Representatives of Australia, Brunei Darussalam, Canada, Chile, China, Indonesia, Japan, Korea, Mexico, Philippines, Chinese Taipei, Thailand, United States, Viet Nam, the Global Business Dialogue on Electronic Commerce (GBDe), the Pan Asian e-Commerce Alliance, and UN/CEFACT attended the meeting. Mr. Malcolm Crompton and Peter Ford (consultants for the privacy seminar) also were in attendance.
Report on APEC Developments

The APEC Secretariat briefed member economies on issues relevant to the work of the ECSG (Doc 2005/SOM3/ECSG/003).  It noted that the theme for the APEC 2005 Year is “Towards One Community: Meet the Challenge, Make the Change” and the underlining sub-themes are Renew the Commitment to the Bogor Goals; Ensure Transparent and Secure Business Environment; and Build Bridges over Differences.

The Quality Assessment Framework (QAF) is now being used to assess all Operational Account and APEC Support Fund projects.  Further information on the QAF is available in the revised Guidebook on APEC Projects.  The APEC Support Fund has been established and projects were approved for funding at the BMC meeting in August.  Projects must be designed to build capacity for developing Member Economies.  The Secretariat also noted the need for each fora to establish a Project Evaluation Group to evaluate project proposals using the new Quality Assessment Framework and project completion reports submitted by Project Overseers.
The Secretariat noted that at the BMC meeting in August 2005, member economies had approved the following three projects for funding in 2006:

· An APEC Symposium on Information Privacy Protection in E-Government and E-Commerce (Viet Nam) for $93,320
· An APEC Training Program on E-Trade and Supply Chain Management (China) ECSG for $107,140.00, and
· The Development of “APEC Guidance for Electronic Commerce,” using the Best Practices of E-government Procurement Systems (Russia) for $93,268.00
The ECSG agreed to establish a PEG, and it would work intersessionally to define the economies who will serve as members of the PEG for the next 12 months.

Implementation of the 2005 ECSG Work Plan

Information Privacy

The Vice Chair of the Data Privacy Sub Group (United States) reported on the results of the Data Privacy Subgroup’s meeting on 7-8 September in Gyeongju (Annex B).  The ECSG:

(a)  Approved the text of “Part B” (International Implementation Guidance) section of APEC Privacy Framework: regarding international implementation of the APEC Privacy Framework and agreed to forward it to the SOM and Ministers for endorsement (Doc 020). 

(b) Approved the Work Program of the Data Privacy Sub Group for 2006.  The Work Program identifies specific themes to implement the international component of the APEC Privacy Framework, which will maximise the benefits to both businesses and the consumers. 
(c)  Welcomed the continued development of a template for Individual Action Plans (IAPs) as a Means to Achieve Implementation of the APEC Privacy Framework.  The IAPs were previously endorsed by the Ministers in November 2004 as an action item in “Part A” of the domestic component of the APEC Privacy Framework.  The ECSG encouraged the Data Privacy Sub Group to finalise this work, so it could be endorsed by Senior Officials and Ministers in November 2005. 

The ECSG also welcomed the successful outcomes of the two technical assistance seminars pursuant to the implementation of the APEC Privacy Framework.  The first seminar focused on domestic implementation and was held in late May/early June 2005 in Hong Kong, China.  The second seminar, focusing on international implementation, was held on 4-5 September in Gyeongju, Korea (Doc 021).

SPAM

The United States gave an update on the status of the survey on Spam tabled at ECSG9, highlighting that only one Economy had submitted the survey since ECSG 11.  In total, 8 economies have completed the survey.  The United States agreed to keep the survey open and continue receiving submissions from Economies.

The group noted the report on work done by the TEL WG on the issue of Spam (Doc 05).  In this regard, members agreed that the ECSG should establish formal communication with the TEL WG, considering the coordination nature of the ECSG mandate on issues related to electronic commerce.  ECSG agreed to keep the issue of spam in its work program with a status of a reporting issue, considering that the TEL WG will undertake substantive work, with the understanding that the ECSG review and provide input on Spam activities.  The communication channel with the TEL WG will give the ECSG the possibility of updating its members on work being done to address Spam within the APEC process, and identify possible collaboration between the two groups.

Regarding cooperation with other international fora to address spam, the ECSG agreed that the TEL WG take the lead, considering that communication between the TEL WG and the OECD WPISP has already been established.  The ECSG would collaborate with the TEL WG in areas where the expertise of its members is more relevant than those of the TEL. Finally, ECSG participants were encouraged to participate in the London Action Plan, an international network of Spam enforcement authorities.
Paperless Trade

The Chair of the Paperless Trading Sub Group (Korea) reported on the outcomes of the APEC ECSG Paperless Trading Subgroup meeting, which was held on 7 September 2005 in Gyeongju.  (Doc ECSG/014).  During its meeting, the Paperless Trading Subgroup agreed to hold a second APEC PPP Dialogue Meeting (APEC Private-Public Partnership Dialogue for promoting Paperless Trading) at SOM I in 2006; noted progress in the adoption of Electronic Certificates of Origin (ECO); the results of a Paperless Trading Readiness Assessment Survey undertaken by Chinese Taipei; cooperation with the Pan Asian e-Commerce Alliance (PAA) and the potential for future cooperation with UN/CEFACT.

On July, China circulated the draft report on the Assessment and Benchmark of Paperless Trading (Doc 008), receiving minor comments from economies which have been reflected in a revised version.  This draft report has been agreed by the ECSG in principle, and a final version of the report will be circulated by early October for declassification. 

The ECSG welcomed the outcomes of the APEC Symposium on the Assessment and Benchmark of Paperless Trading held in Beijing on 1-3 September (Doc 023).  The ECSG endorsed the recommendation to establish a list of e-commerce experts that would be willing to support APEC’s work or speak at APEC events and welcomed China’s offer to maintain this register. 

Other Business

The ECSG approved the 2004 Stocktake of Electronic Commerce Activities and recommended that this be made publicly available (Doc 019).  The Secretariat also tabled the draft 2005 Stocktake and requested comments from the member economies by 15 October so that a final report could be approved intersessionally by the ECSG and submitted to Senior Officials and Ministers in November 2005 (Doc 022).  

The ECSG welcomed a presentation by the United Nations Center for Trade Facilitation and Electronic Business (UN/CEFACT) on work being undertaken by the UN/CEFACT regarding paperless trade (Doc 011).  The presentation stressed the importance of the development of standards for e-commerce, identification of common goals between APEC and UN/CEFACT, and potential collaboration issues with the ECSG.

The UN/CEFACT representative also proposed that the ECSG collaborate on three issues: capacity building, promotion of paperless trade, and development and implementation of paperless trade instruments.  In response to this, the ECSG agreed to consult to determine if it should encourage UN/CEFACT to request guest status to the ECSG, as a first step to future collaboration with that organization.

Japan delivered a presentation on the importance of “promoting open standard based interoperability in information technology systems and importance of the deployment of open source software” within the APEC region, and asked the ECSG to endorse a statement on this issue and forward it to Senior Officials and Ministerial approval (Doc 004).  Delegates sought more time to study Japan´s proposal, and agreed to an intersessional, two-stage consultation process within the ECSG on the issue.  The first stage will consist of consulting on whether the ECSG should endorse a statement of this nature.  If there is agreement to stage one, a second stage will develop the specific language for such a statement.  Should the ECSG agree to endorse a statement of this nature, it would be forwarded to Senior Officials for further approval and to Ministers for their consideration.

China and Vietnam presented progress reports on the APEC funded projects they would be undertaking in 2006.  Viet Nam agreed to consider holding the APEC Symposium on Information Privacy Protection in E-Government and E-Commerce just prior to the next meeting of the Privacy Sub Group.  Viet Nam also welcomed the offer by the United States and Australia to assist in developing the program for the symposium.  On the APEC Training Program on E-Trade and Supply Chain Management, the United States offered to work with China to undertake this project. 

Chinese Taipei presented a status report on the APEC Digital Opportunity Center (Doc 012).  Highlights included the establishment of three ADOC Partner Offices and Digital Opportunity Centers; training for 1500 ICT trainers; the 2nd ICT Elite Camp, a seven-week ICT trainers’ program and ADOC Week 3 August to 5 August.

China updated members on the work of APEC E-Commerce Business Alliance (Doc 030).  The APEC-ECBA’s Work Plan for 2006 includes hosting the 2nd APEC-ECBA forum in May, 2006 in Qingdao, China in association with an APEC SMEs Exhibition; the APEC E－trade and Supply China Management Training Program next April and October 2006 and increasing the membership of the Alliance.  The ECBA is building up a membership working mechanism and encourages businesses and industries of member economies to participate actively in it.
Korea presented a final report, on the outcomes of their project proposal "Initiative for APEC Women's Participation in the Digital Economy" (Doc 013).  The ECSG supported Korea’s proposal to establish APEC Women’s e-Business Centers in all APEC economies and recommended that the proposal be endorsed by the SOM.  The second APEC Forum on the Digital Economy for Women will be held in Viet Nam in 2006 in conjunction with the WLN meeting.
As part of APEC’s Gender Focal Point Network towards streamlining the Framework for the Integration of Women in APEC, Dr Park, on behalf of the GFPN, delivered a Gender Information Session to ECSG delegates (Doc 029).

Representatives of the Global Business Dialogue on Electronic Commerce (GBDe) reported on their activities (Doc 031).  

Representatives of the Pan Asian e-Commerce Alliance (PAA) reported on their activities (Doc 028).

The Secretariat presented a paper on the outcomes of the 3rd SOM FTA/RTA Policy Dialogue, noted the increasing importance of e-commerce in FTA/RTA agreements and asked the ECSG to consider whether this topic be included in its future work program (Doc 009 and 010).
The ECSG agreed to explore further the concept of e-commerce chapters in FTA/RTA agreements.  To that extent, the Chair, aided by the Secretariat, will identify speakers, from government and the private sector, to present their experiences and ideas on e-commerce chapters in FTAs/RTAs at ECSG 13.  That meeting will also discuss whether to include this topic in its future work program.

Upon the request of the APEC Business Advisory Council (ABAC), the Model Principles to Combat Online Piracy were presented to the ECSG.  Delegates noted the potential negative impact of online piracy to the development of electronic commerce as well as the importance of implementing effective measures to combat online piracy.

.

Elements for the ECSG’s 2006 Work Agenda. 
The ECSG agreed to continue developing work on information privacy, spam, and paperless trade.  These issues will be addressed according to the respective work programs agreed by the APEC ECSG Data Privacy Subgroup and the APEC ECSG Paperless Trading Subgroup.  Any specific action items on Spam, other than reporting ones, will be defined, as agreed by the ECSG, based on the outcomes of the work program that the APEC TEL WG determines, on the basis of coordination and collaboration between the two groups.  The three projects authorized by APEC to be undertaken in 2006 by Russia, China, and Vietnam, will fall under the umbrella of information privacy and paperless trade.

Elements for the Annual Ministerial Statement

The Chair agreed to work intersessionally with members to draft language on the work and priorities of the ECSG for inclusion in the Ministers’ Statement.

Next Meeting

ECSG 13 will be held in 2006 on the margins of SOM I in Ha Noi, Viet Nam.

Annex A

12th APEC ELECTRONIC COMMERCE

STEERING GROUP MEETING

DRAFT ANNOTATED AGENDA for ECSG Plenary Meeting

September 8 & 9, 2005

September 8: 14:30 – 18:00
September 9: 09:00 – 12:30; 14:30 – 18:00

Location: Hotel Hyundai Gyeongju

Gyeongju, Republic of Korea

Introductory Remarks by Chair 

Report on APEC Developments

a. The APEC Secretariat to provide a brief report on APEC developments relevant to the work of the ECSG

Implementation of the 2005 ECSG Work Plan

b. Information Privacy

i. Report of the APEC Privacy Subgroup: The Chair of the APEC Privacy Subgroup to report on the outcomes of the APEC Privacy Subgroup Meeting.
ii. Approval of “Part B” (International Implementation Guidance) section of APEC Privacy Framework: The Chair will lead a discussion to seek ECSG approval of new text [to be developed] concerning international implementation of the APEC Privacy Framework.  The discussion will also focus on steps necessary to achieve SOM approval of the new text.

b.   SPAM

iii. APEC Survey on SPAM: The United States will provide an update regarding the results of the survey on spam that was tabled by the United States during ECSG 10.

iv. Update from APEC TEL on that group’s activities on spam

v. Cooperation between APEC ECSG and Other International Forums on SPAM:  Member economies will discuss possible areas of cooperation on spam between the APEC ECSG and other multilateral groups, such as APEC TEL and the OECD’s Working Party on Information Privacy & Security.

c. Paperless Trade

i. Report of the APEC Paperless Trading Subgroup: The Chair of the APEC Paperless Trading Subgroup to report on the outcomes of the APEC Paperless Trading Subgroup Meeting.

ii. APEC Symposium on the Assessment and Benchmark of Paperless Trading (BMC Project Proposal # ECSG 02/2005T):  China will report on the progress of this initiative, including a symposium on this topic.

Other Business

a. Discussion of the Stocktake of Electronic Commerce Activities in APEC:  Member economies to consider the draft update of the 2005 Stocktake of Electronic Commerce prepared by the APEC Secretariat.

b. Collaboration ECSG-United Nations Center for Trade Facilitation and Electronic Business (UN/CEFACT). A representative of UN/CEFACT will present and propose further collaboration with the ECSG on paperless trading.  

c. Open Standard based interoperability.  Japan will present and lead the discussion on this topic.

d. ECSG projects for 2006: The People’s Republic of China, the Russian Federation and Vietnam will report on efforts and proposed schedule  to implement these projects.
e. APEC Digital Opportunity Center: Chinese Taipei will provide a status report on the APEC Digital Opportunity Center.

f. APEC E-Commerce Business Alliance:  China will provide an update on this initiative.
g. Initiative for APEC Women’s Participation in the Digital Economy: Korea will update the ECSG on the status of their project.
h. Gender Information Session: As part of APEC’s Gender Focal Point Network towards streamlining the Framework for the Integration of Women in APEC, a representative of the GFPN will deliver a presentation to ECSG delegates on this issue.

i. Global Business Dialogue on Electronic Commerce:  Representatives of the GBDe to report on its activities.

j. Pan Asian e-Commerce Alliance (PAA):  Representatives of PAA to report on its activities and proposed pilot project on interconnection between PAA members and the European value-added customs networks.

k. E-commerce chapters in FTA/RTA agreements.  The Secretariat will present a paper on the increasing importance of the role of e-commerce in FTA/RTA agreements in order for the ECSG to discuss the relevance of including this topic in its future work program.

l. Online Piracy.  Upon the request of the APEC Business Advisory Council (ABAC) Chair, the Secretariat will present the Model Principles to Combat Online Piracy, to initiate a discussion on the relevance of this topic to enhance the strategy of promoting e-commerce in the region.

Conclusion and Next Meeting

The Chair will lead a discussion on: 1) the logistics of reporting to Senior Officials at SOM III as well as draft language for Ministerial statement, 2) possible dates for meeting of SOM I (2005) in Vietnam; 3) the elements of the ECSG’s 2006 work agenda. 
Annex B

Report on the Meeting of the APEC ECSG Data Privacy Subgroup

7-8 September 2005

Gyuengju, Republic of Korea

The APEC ECSG Data Privacy Subgroup (“subgroup”) met on September 7-8, 2005 in Gyuengju, Republic of Korea. The following member economies and organizations were represented at the meeting: Australia; Brunei; Canada; Chile; Hong Kong, China; Indonesia; Japan; Republic of Korea; Mexico; Philippines; Chinese Taipei; United States; Vietnam and the Global Business Dialogue on Electronic Commerce (GBDe).  In addition, Messrs. Malcolm Crompton and Peter Ford, consultants to the Subgroup’s project to implement the APEC Privacy Framework, participated in the meeting, which was chaired by Ms. Patricia Sefcik of the United States.  The Agenda for the subgroup meeting is attached hereto as Appendix A.

Assessment of the Second Technical Assistance Seminar to Implement the APEC Privacy Framework

After her introductory remarks, Ms. Sefcik invited Messrs. Crompton and Ford to lead a discussion to assess the second technical assistance seminar to implement the APEC Privacy Framework (“Framework”).  The two-day seminar, which focused on international implementation of the Framework, immediately preceded the September 7-8 sub-group meeting.  Approximately 50 government, business and civil society representatives from 15 member economies attended the two-day seminar.  As noted at the conclusion of the seminar, and on the basis of consideration by the privacy sub-group, several items arose out of the international implementation seminar, which will be addressed in the future 2006 work program of the privacy subgroup.  The Future Work Program for 2006 is attached hereto as Appendix D.

International Initiatives to Develop Improved Privacy Notices

Mr. Martin Abrams, Executive Director of the Center for Information Policy Leadership in the United States, along with Mr. David Loukidelis of Canada and Mr. Malcolm Crompton, delivered a presentation outlining progress on its efforts to promote development of improved privacy notices.  Mr. Abrams discussed the progress made since the privacy subgroup formed its coordinating committee on this issue in May 2005.  Representatives include Australia; Canada; Hong Kong, China; New Zealand and the United States.  Mr. Abrams reported that governments are becoming increasingly active in this area, citing examples used in Australia, New Zealand and Ontario, Canada.  He also provided examples from the private sector of companies using the multi-layered privacy notice.  Mr. Loukedelis provide specific examples of the multi-layered notice approach in the healthcare sector in the provinces of British Columbia and Ontario whereas Mr. Crompton discussed developments in Australia in reviewing private sector provisions of their Privacy Act, which encourage the short form of privacy notices.  Mr. Abrams then discussed developments in the United States, including research being performed by the U.S. Government (FTC) on improved privacy notices and increased interest by private sector companies and concluded by noting that a draft document, entitled “Ten Steps to an Effective Privacy Notice,” will be circulated to the committee for its consideration.  Ms. Alice Hrdy of the U.S. FTC intervened with support for continued focus on improved notices, and added that results of their consumer comprehension research project would hopefully be made available in the near future.

Mr. Abrams agreed to update the privacy subgroup on continued work of the coordinating committee.

Discussion Concerning Approval of “Part B” – International Implementation of the APEC Privacy Framework Language

Next, the chair tabled Version V of “Part B” – the international implementation language of the APEC Privacy Framework.  Afterwards, delegates from both Japan and Hong Kong, China presented their views and tabled their comments for consideration to the subgroup members.  In summary, the issues involved two concepts.  First, each economy should consider this framework with a wide flexible scope and not be limited by language that restricts an economy from cooperating in investigative and enforcement efforts.   Second, each economy needs to take under consideration its own domestic law and policies prior to implementing the components of this language.  After much discussion from the majority of economies, agreement was reached to table revised text to address these two issues.  There was consensus to move the final draft Version VII forward for consideration and approval at the ECSG plenary – with ultimate endorsement by the Ministers and potentially the Leaders.  Version VII of “Part B” is attached hereto as Appendix B.

Information Sharing Among Jurisdictions and Cooperative Arrangements Between Privacy Investigation and Enforcement Agencies

The chair then led a discussion on these two agenda items by asking delegates to think about the current models in existence and provide possible action items to move these topics forward.  It was suggested to build on the themes covered from the two day technical assistance workshop.  Using the consultant’s report from the two-day workshop, there was agreement around the room to highlight three main themes under which these two topics can be further explored.  The three main themes included outreach, cooperation, and mechanisms to apply the principles of the APEC privacy framework.  At the chair’s suggestion, three separate working groups were created, led by Australia, Canada, and Hong Kong, China, to facilitate discussion in these areas and recommend action items for the future work program of 2006.  After an hour discussion, the three delegates reported back to the chair and the subgroup on its suggested themes and recommendations.  (Refer to Appendix D).

Recognition/Acceptance of Cross-Border Privacy Rules

Next, the chair reintroduced the concept of cross-border privacy rules, one of the components of future work within ‘Part B’ of the privacy framework, and discussed how the intent of this work is to serve as a way to protect personal data no matter where the data are located throughout the world.  Since the last privacy subgroup meeting in Hong Kong, China, work in this area has focused on how to incorporate this concept within the objectives of the two day technical assistance seminar, which focused on international implementation of the framework.  Mr. Jamie Estrada of the United States acknowledged that the U.S. government shares in support of the cross-border rules concept as well as the continued work in this area, but also noted the need to remain flexible and open to the various mechanisms that may be created within economies.  He also noted the importance of seeking input from a wider group of stakeholders.

Mr. Joseph Alhadeff, representing U.S. industry’s views, noted the active and supportive role that other business organizations are taking on this issue.  In particular, ABAC  intends to include language in its report to the Ministers as well as the International Chamber of Commerce has expressed interest to do active work on this issue.  For example, business intends to provide practical examples where more cooperation is needed between business, governments, and consumers to ensure the free flow of information with effective controls in place.  Business also stressed the need for a mechanism for consumers to use to address their concerns and discussed issues such as trustmarks or alternative dispute resolution as possible mechanisms.  The chair acknowledged the importance of this topic as well as noted the need to refer back to the ECSG’s work on consumer protection guidelines.

Presentation from Japan on its Domestic Approach to Information Privacy Protection

Continuing the practice of individual economies presenting on its national privacy framework, the delegate from Japan provided an overview of its Privacy Law and measures taken once it went into effect this past Spring, 2005.  This was the fourth in a series of national economy presentations.  Previous presentations were made by the United States, Chile, Canada, Australia, and the Republic of Korea.

Individual Action Plans (IAPs) as a Means to Achieve Implementation of the APEC Privacy Framework

Afterward, the subgroup engaged in a discussion on the continued development of a template that economies can use for the Individual Action Plans (IAPs).  The IAPs were previously endorsed by the Ministers in November 2004 as an action item in “Part A” of the domestic component of the APEC Privacy Framework.  The IAPs will be used as a means for each member economy to identify how its current national approach to privacy ‘matches-up’ against the Framework’s privacy principles.  Mr. Jefri Rahman of Brunei presented his concept of the IAP and did an exceptional job with designing a user-friendly template, including explanatory notes for each section.  The draft template was reviewed and agreed to at the subgroup and the chair will present it at the ECSG meeting for its approval, with eventual approval and endorsement at the SOM.  Final comments to the draft template will be accepted through September 30, 2005.  Once the template is final, Ministerial endorsement will be pursued.  The draft template for the Individual Action Plan is attached hereto as Appendix C.

Promotion of the Completed APEC Privacy Framework within APEC and to Other Organizations/Stakeholders
Chair led discussion as to what actions, if any, should the privacy subgroup take to collaborate with other organizations and stakeholders to promote the APEC privacy framework.  Questions were posed as to whether the time was ‘ripe’ to reach out to the OECD or other business organizations to strategize common goals and objectives to work together in this area.  The United States responded that it will report back on the future work program of the OECD’s working party on information security and privacy (WPISP) after its next plenary meeting in October plus stated that it would be premature to design a collaborative program with WPISP prior to that session.  Mr. Joseph Alhadeff, speaking from a U.S. industry perspective, noted a joint effort with the International Association of Privacy Professionals whereby approximately 200 U.S. and Canadian firms participated in a seminar focusing on the APEC Privacy framework.  Additionally, the U.S.-ASEAN Business Council will conduct a ½ day training session in Malaysia highlighting the principles and application of the privacy framework.

Conclusion: Possible Future Work 

Finally, the subgroup concluded its session by agreeing to have the consultants draft a final 2006 work program by collectively using all of the ideas and informal papers presented over the past 3 ½ days.  This essentially included earlier items on the privacy subgroup agenda.  The 2006 work program will be tabled by the chair at the ECSG where approval will be sought for eventual endorsement by the SOM officials. (Appendix D).

The next meeting of the APEC ECSG Data Privacy Subgroup will be held on the margins of SOM I and the ECSG 13 meeting in Vietnam.
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AGENDA for Data Privacy Sub-Group Meeting

7-8 September 2005

September 7:    09:00 12:30; 14:30 – 18:00

September 8:        09:00 – 12:30

Location:  Hyundai Hotel Gyeongju, Korea

Introductory Remarks by Chair

Assessment of the Second Technical Assistance Seminar

a. Discussion of suggestions for new work to implement the APEC Privacy Framework

ii.
Possible Future Seminars

International Initiatives to Develop Improved Privacy Notices

Mr. Martin Abrams

Executive Director

Center for Information Policy Leadership

United States

Approval of “Part B” - International Implementation of the APEC Privacy Framework language

b. Strategy to seek approval from SOM

c. Strategy to seek Ministerial endorsement and inclusion in Ministerial and Leaders Statements
Information Sharing Among Jurisdictions

i.
Discuss current models in existence and possible ways forward

Cooperative Arrangements Between Privacy Investigation and Enforcement Agencies

i.
Discuss current models in existence and possible ways forward



Recognition/Acceptance of Cross-Border Privacy Rules

Outline possible mechanisms for implementation

Promotion of the Completed APEC Privacy Framework within APEC and to other Organizations/Stakeholders

Possible collaboration with OECD/WPISP
Individual Action Plans (IAPs) as a Means to Achieve Implementation of the APEC Privacy Framework

Presentation from Japan on its Domestic Approach to Information Privacy Protection

Mr. Katsuhiko KAJI,

Counsellor,

Commerce and Information Policy Bureau,

Ministry of Economy, Trade and Industry, 

JAPAN
XI.
Conclusion:   Recommendations of the Privacy Subgroup to the ECSG regarding possible future work agenda for 2006 (including coordination with other multilateral organizations)

Annex B2

 SEQ CHAPTER \h \r 1APEC PRIVACY FRAMEWORK

INTERNATIONAL IMPLEMENTATION

(“PART B”)

FINAL – Version VII

B. GUIDANCE FOR INTERNATIONAL IMPLEMENTATION

In addressing the international implementation of the APEC Privacy Framework, and consistent with the provisions of Part A, Member Economies should consider the following points relating to the protection of the privacy of personal information:
I.  Information sharing among Member Economies    

40.
Member Economies are encouraged to share and exchange information, surveys and research in respect of matters that have a significant impact on privacy protection.

41.
In furthering the objectives of paragraphs 35 and 36, Member Economies are encouraged to educate one another in issues related to privacy protection and to share and exchange information on promotional, educational and training programs for the purpose of raising public awareness and enhancing understanding of the importance of privacy protection and compliance with relevant laws and regulations.

42.
Member Economies are encouraged to share experiences on various techniques in investigating violations of privacy protections and regulatory strategies in resolving disputes involving such violations including, for instance, complaints handling and alternative dispute resolution mechanisms. 

43.
Member Economies should designate and make known to the other Member Economies the public authorities within their own jurisdictions that will be responsible for facilitating cross-border cooperation and information sharing between economies in connection with privacy protection.
II.
Cross-border Cooperation in Investigation and Enforcement
44.
Developing cooperative arrangements: Taking into consideration existing international arrangements and existing or developing self-regulatory approaches (including those referenced in Part B. III., below), and to the extent permitted by domestic law and policy, Member Economies should consider developing cooperative arrangements and procedures to facilitate cross-border cooperation in the enforcement of privacy laws.  Such cooperative arrangements may take the form of bilateral or multilateral arrangements.  This paragraph is to be construed with regard to the right of Member Economies to decline or limit cooperation on particular investigations or matters on the ground that compliance with a request for cooperation would be inconsistent with domestic laws, policies or priorities, or on the ground of resource constraints, or based on the absence of a mutual interest in the investigations in question.

45.
In civil enforcement of privacy laws, cooperative cross-border arrangements may include the following aspects:

(a)
mechanisms for promptly, systematically and efficiently notifying designated public authorities in other Member Economies of investigations or privacy enforcement cases that target unlawful conduct or the resulting harm to individuals in those economies;

(b)
mechanisms for effectively sharing information necessary for successful cooperation in cross-border privacy investigation and enforcement cases; 

(c)
mechanisms for investigative assistance in privacy enforcement  cases; 

(d)
mechanisms to prioritize cases for cooperation with public authorities in other economies based on the severity of the unlawful infringements of personal information privacy, the actual or potential harm involved, as well as other relevant considerations;

(e)
steps to maintain the appropriate level of confidentiality in respect of information exchanged under the cooperative arrangements. 

III.
Cooperative Development of Cross-border Privacy Rules

46.
Member Economies will endeavor to support the development and recognition or acceptance of organizations’ cross-border privacy rules across the APEC region, recognizing that organizations would still be responsible for complying with the local data protection requirements, as well as with all applicable laws.  Such cross-border privacy rules should adhere to the APEC Privacy Principles.

47.
To give effect to such cross-border privacy rules, Member Economies will endeavor to work with appropriate stakeholders to develop frameworks or mechanisms for the mutual recognition or acceptance of such cross-border privacy rules between and among the economies.

48.
Member Economies should endeavor to ensure that such cross-border privacy rules and recognition or acceptance mechanisms facilitate responsible and accountable cross-border data transfers and effective privacy protections without creating unnecessary barriers to cross-border information flows, including unnecessary administrative and bureaucratic burdens for businesses and consumers.

Annex B3

Information Privacy Individual Action Plan 

Explanatory Notes
1. 
At the 16th APEC Ministerial Meeting at Santiago, Chile in November, 2004, the APEC Privacy Framework (“the Framework”) was adopted.

2.
Paragraph 39 at Part VI of the Framework describes a Mechanism for Reporting Domestic Implementation of the APEC Privacy Framework as follows:

39. 
Member economies should make known to APEC domestic implementation of the Framework through the completion of and periodic updates to the Individual Action Plan (IAP) on Information Privacy.

3.
Annex I to the Framework describes as part of the Future Work Agenda On Efforts To Promote International Implementation, the following items as general points of consideration for future work by the APEC ECSG Privacy Subgroup. 

I. Information sharing among jurisdictions

Taking into consideration existing, related international arrangements, Member Economies will endeavor to develop a multilateral mechanism for promptly, systematically and efficiently sharing information among APEC Member Economies. This will also include the designation of access point(s) within each Member Economy.

2. Cross-border cooperation

Member Economies should cooperate in relation to making remedies available against privacy infringements where there is a cross-border dimension. In order to contribute to this goal, Member Economies will endeavor to develop cooperative arrangements between privacy investigation and enforcement agencies of Member Economies.

3. Cross-border privacy codes

Member Economies will endeavor to support the development and recognition of organizations’ cross-border privacy codes across the APEC region.

4. The Framework also recognizes the diverse legal and regulatory frameworks in the region, however, APEC member economies should endeavor to encourage the development of common effective privacy protections and ensure the free flow of information in the region. 

5. APEC Member Economies should give effect to the APEC Privacy Framework and secure privacy protections for individuals by methods which are considered most suitable to Member Economies, including legislative, administrative, industry self-regulatory or a combination of these methods under which rights can be exercised under the Framework.
6. Towards achieving the above objectives set out in paragraph 39 and in Annex I of the Framework, the following template below has been design to seek information on:

d. substantive laws; 

e. procedural frameworks/ guidelines/ policy frameworks; and

f. mutual assistance initiatives, if any.

 
implemented or proposed by Member Economies.  

6. Substantive laws are those that formally legislate for privacy protection and may include the creation of the office of a Data Commissioner or similar office within the member economy. 

7. Procedural frameworks/ guidelines/policy frameworks are those that identify and provide a regulatory or enforcement framework (by self regulation, for example) to investigate and take action for any breaches of privacy of information.  

8. Mutual assistance initiatives are those that allow for international cooperation with other Member Economies and other parties in the field of information privacy.  

9. The template is designed to obtain information on the above and recognizes that in some cases, Member Economies may adopt different approaches other than implementing legislative frameworks for information privacy.

Please refer to the footnotes at the bottom of the page for information on completing each column.  Please do not complete the shaded boxes.

	
	Principle
	Legislative Title

	Provision

	Sanction

	Status


	
	Is privacy a constitutionally protected right in your economy?


	
	
	
	

	
	If not, what other available legislation deals with the privacy or confidentiality of information.


	
	
	
	

	1
	I Preventing Harm

This provides that privacy protections be designed to prevent harm to individuals from wrongful collection or misuse of their personal information and that remedies to privacy infringements are proportionate to the likelihood and severity of the risk of harm.

The basic concept of this principle is to anchor APEC privacy protections to alleviating harm to individuals. The prevention of harmful consequences of unwanted intrusion and misuse of personal information is generally recognized as the yardstick in determining the collection, use safekeeping and handling of personal information. The risk of harm is a factor that an information controller should assess when designing data protection measures.


	
	
	
	

	
	
	
	
	
	

	2
	II Notice

This provides for the information a personal information controller must include in the notice to individuals when collecting their personal information and requires that all reasonably practicable steps be taken to provide the notice either before or at the time of collection, otherwise, as soon after as is practicable.

This principle seeks to ensure that individuals understand what information is collected about them and for what purpose it is to be used.

Good practice dictates that individuals are informed at the time of, or before, information is collected. In some circumstances it may not be practicable to do so, and when this is the case, the notice should be provided “as soon after as is practicable”. This is a requirement tailormade for e-commerce as very often it is not practicable for notice to be given on or before collection of data when a prospective customer initiates contact in an online environment.


	
	
	
	

	3
	III Collection Limitation

This provides for the lawful and fair collection of personal information that is relevant to the purposes of collection and where appropriate, with notice to, or consent of, the individual concerned.

This principle limits the collection of information that is relevant to the purposes of collection. In determining what is “relevant”, it is intended that “proportionality in relation to the fulfilment of such purposes” may be a determining factor. This concept was introduced as a negotiated substitute for the concept of “adequate but not excessive collection” found in most other privacy frameworks, e.g. Hong Kong, Canada (and other non-APEC jurisdictions such as UK).


	
	
	
	

	4
	IV Use of Personal Information

This limits the use of personal information to fulfilling the purpose of collection and other compatible or related purposes.

The application of this principle requires consideration of the nature of the information, the context of collection and the intended use of the information. A fundamental criterion to determine “compatible or related purpose” is “whether the extended usage stems from or is in furtherance of such purposes”.

There are three exceptions to the change of use of personal information. The first is where the individual has given “consent”. The second exception is where the individual has initiated the request for a service or product and the third is where the use of personal information is pursuant to legal requirements.


	
	
	
	

	5
	V Choice

This provides, where appropriate, for individuals to be provided with mechanisms to exercise choice in relation to the collection, use and disclosure of their personal information.

Part and parcel of implementing the principle of preventing harm is the need to give the individuals concerned, as far as practicable, an informed choice on or before the collection of their personal information. The emphasis is on a “mechanism” that enables individuals to exercise choice. For example, a website privacy notification should be crafted in clear language that is “easily understandable” to facilitate rather than obscure understanding. The display of the notice should also be prominent. Though acknowledging that it might not be practicable to give notification in some situations such as where data were not collected directly from individuals or where the data are obtained in a public domain, the right of choice is a principle that should, as far as practicable, be adhered to.


	
	
	
	

	6
	VI Integrity of Personal Information

This provides that personal information be accurate, complete and kept up-to-date to the extent necessary for the purpose of use. The principle does not adopt the concept of “retention limitation” which is found in most other privacy frameworks although it was once considered. Taking into account technological realities, for example, electronic data cannot be fully destroyed unless physically destroyed, anonymized data can be de-anonymized, it is considered that the retention requirement can be reflected through the requirements of the principle on the use of personal information in which it is required that personal information should not be used when it no longer serves a purpose.


	
	
	
	

	7
	VII Security Safeguards

This requires appropriate security safeguards to be applied to personal information that are proportional to the likelihood and severity of the potential harm, the sensitivity of the information and the context in which it is held.

This principle is premised on the principle of preventing harm. Apart from requiring the security safeguards to be proportional to the likelihood or magnitude of harm, it also requires a “periodic review and assessment” of the safeguards. This latter requirement can be viewed as consistent with the general regulatory concept of regular privacy compliance audit and evaluation.


	
	
	
	

	8
	VIII Access and Correction

This provides for individuals to have rights of access to their personal information, to challenge the accuracy of the information and, where appropriate, to request correction of such information.

Similar to the provisions of other privacy frameworks, there are exceptions to the access and correction rights of individuals. The first exception is where the burden or expense of complying with the request would be disproportionate to the risks to the individual’s privacy in the case. For example, when claims are repetitious or vexatious in nature.

The second exception is where information should not be disclosed because of legal or security reasons or to protect “confidential commercial information”. The term “confidential commercial information” is defined and the exception in this case is applied to offer basic protection to trade secrets. This reflects how such information is dealt with in certain jurisdictions. The third exception is where compliance with an access request may result in violating the information privacy of other persons.


	
	
	
	

	9
	IX Accountability

This requires a personal information controller to be accountable for complying with measures that give effect to the Principles. When transferring personal information, reasonable steps should be taken to ensure recipients protect the information in a manner consistent with these Principles.

This principle imposes an obligation on information controllers with respect to the cross-border transfer of personal information. This requires either consent of the individuals concerned or that the data exporter exercise due diligence to ensure recipients protect the information in a manner consistent with the APEC principles.


	
	
	
	

	10
	Mutual assistance regarding lodging of complaints for breach of APEC privacy principles.


	
	
	
	

	11
	Mutual assistance regarding investigation of complaints for breach of APEC privacy principles.


	
	
	
	

	12
	Network point of contact arrangements

	
	
	
	


Annex C

APEC Data Privacy Subgroup Work Program 2006

Work Program Framework and Rationale

The Work Program framework and rationale is based on the following principles:

Think Big; Act small

· take finite steps towards the ultimate goal of facilitating accountable transfers of personal information that maximise the benefit of the information to both businesses and the consumer because the transfers are consistent with harmonised rules and mechanisms based on:

· the APEC principles

· local legal requirements

Accountability for personal information follows the data

· organisations remain accountable for personal information even when they move it between economies or business partners and service providers

· regulators, agencies or relevant organisations can seek resolution of privacy issues on behalf of their citizens outside of their jurisdiction

Accountability has two components

· Governance – business processes that demonstrably meet APEC principles when they move personal information between economies or business partners and service providers

· Remedy – consumers can obtain redress easily and locally when APEC privacy principles are not followed in the movement of personal information about them between economies or business partners and service providers

Work program action items

Strategy 1 – Outreach

· ‘Train the trainers’ on the APEC privacy framework and its implementation

· recognise the challenge of identifying these people

· Develop new resource materials on the relevance and application of the principles

· Help governments develop new legislation that provides privacy rights in economies without privacy legislation

· In economies where no privacy laws are in place, reach out to data collectors first

· Implement a program of regional workshops and seminars to improve understanding and awareness of the importance and relevance of the APEC work

· Seek opportunities for interchange of ideas and expertise between economies through case studies and success stores as well as lessons learned. 

· Privacy Subgroup members will keep in touch and share experiences including by email

· Consider APEC/OECD cooperation on privacy matters, eg inviting OECD people to speak at APEC events?

· Ensure complete, accurate Delegation List is available to all participants

· Develop online resources through the APEC website, eg web pages setting out 

· URL links to all relevant privacy legislation in APEC economies 

· URL links to all Data Protection Authorities in APEC economies

· URL links to relevant policy making agencies in the governments of APEC economies

· other useful resources, including resource materials developed for APEC seminars on privacy delivered in February 2004, June 2005 and September 2005

· Continue to progress Multi‑Layered Privacy Notices in the APEC region

· Complete and circulate “Ten Steps to an Effective Privacy Notice” as a collaborative effort between data protection authorities, consumer organisations and the private sector

Strategy 2 – Cooperation 

· Ask APEC to resource a project in 2006 to develop and implement a program of regular ongoing communications among data protection authorities (DPAs), in order to

· explore possible bilateral or multi-lateral arrangements for investigative co-operation by DPAs

· share information regarding matters of common interest to DPAs

· achieved by regular conference calls, online meetings, a dedicated list-serve to DPAs etc

· Ask APEC to resource frequent and regular face-to-face DPA meetings

· convening such meetings as related meetings in other APEC meeting processes such as SOM and its committees will reduce costs and maximise networking opportunities

· Ask APEC to resource a project in 2006 to develop and implement a program of regular ongoing communications between DPAs and business representative groups, in order to

· share information regarding matters of common interest to business and DPAs

· work with business on issues regarding modelling of international data flows and issues regarding progress by business in developing and implementing global corporate privacy rules

· Identify the DPAs in each economy

· map DPA mandate and capacities 

· DPAs inform each other of their contact particulars to enable communications, ongoing support and resources

Strategy 3 – Mechanisms to apply the principles 

· Identify and analyse the potential for new, flexible ways of ensuring demonstrable accountability, such as

· recognition of corporate rules in a way that contributes to accountable governance

· Trustmarks

· Recognise that some economies may be more willing to engage internationally than domestically, eg where they do not have a domestic privacy law

· Economies may seek to implement Part B processes to facilitate safe, accountable international flows of personal information without first addressing similar issues domestically 

· Regularly map APEC implementation initiatives to the APEC privacy principles, in order to 

· provide guidance to economies and ensure a balanced strategy

· Promote the APEC Privacy Framework to other APEC working groups to ensure that future initiatives apply the Framework as appropriate.

ANNEX C1

Report on the Paperless Trading Subgroup Meeting

September 7, 2005

The 4th Paperless Subgroup meeting was held on September 7, 2005 and was attended by roughly 28 participants from 9 member economies (Canada, Chile, Republic of Korea, Mexico, New Zealand, Russia, Chinese Taipei, Thailand and Viet Nam), guest (PAA) and invitee (UN/CEFACT).  

The following topics were discussed:

1. Progress report on the Electronic Certificate of Origin Pathfinder.

Chinese Taipei made a presentation on the ECO projects which it was currently undertaking with APEC economies, China, Korea, Japan and Hong Kong, China.  The ECO is providing overseas governments an on-line way of checking the validity of ECOs.  The PAA noted that its members all recognize ECOs.

2. Progress report on the Electronic SPS Pathfinder

New Zealand updated the PTSG on the progress being made and the adoption of Electronic SPS Certificates.  

3. Update on APEC’s Strategies and Actions Toward a Cross-Border Paperless Trading Environment.

In order to understand the readiness of each economy to adopt paperless trading and to identify the differences and gaps among member economies to develop a paperless trading environment Chinese Taipei presented the questionnaires to be used for the consideration of the PTSG.

4. Preparation for the 2nd APEC PPP Dialogue Meeting (APEC Private-Public Partnership Dialogue for promoting Paperless Trading).

Viet Nam agreed to hold the 2nd APEC PPP Dialogue in the margins of SOM I in 2006 prior to the ECSG 13 meeting plenary.  Suggested topics for discussion included: how e-commerce regulators and the private sector could work together to facilitate trade; and developing a set of best practices for e-commerce in APEC.

Korea offered to assist Viet Nam to organize the event.

5. Reports on other international and regional organisations related to paperless trading

The Asian Rappoteur of UN/CEFACT outlined UN/CEFACT’s work on standards.  Members noted the need to identify the scope of future collaboration with UN/CEFACT in the area of paperless trading.

The PAA (Pan Asian e-Commerce Alliance) highlighted recent work it had undertaken and areas were further work was required.  These included 

· The first Cross Border Recognition of a PKI Framework that included six certificate authorities in Asia

· Completing an e Bill of Lading fact find project with traders and banks to identify the difficulties in adopting e-B/L.  The major issue is that e B/L do not have the same legal status as a paper one.

· A B2B2G Project to exchange messages such as e-Manifest and e-Declaration.

Chinese Taipei briefed the meeting on the Asia Europe Alliance for Paperless Trade (ASEAL).  ASEAL has similar aims and objectives to APEC’s Paperless Trading Goals.

6. Paperless Trading Individual Action Plans

Economies supported the need to update the current IAP template to reflect the progress made in paperless trading since it was first developed in 2001 and APEC’s New Strategies and Actions Towards Cross-Border Paperless Trading.  A small group comprising Canada, Thailand and Korea, with support from the Secretariat was set up to review the present IAP template and recommend changes to the ECSG.

The PTSG hoped that the revised template would be ready to be endorsed by Ministers in November 2005 and that economies could submit IAPs based on the new template before the 2006 MRT. 

7. Economy report – Korea

Korea gave a presentation on the progress of establishing its e-Trade Facilitation Center that will become a model e-trade platform.  It includes a single window for processing trade-related documents, an e-Letter of Credit service, e-Trade Document Repository and an e-Letter of Credit Portal Site.

8. Future directions of the Paperless Trading sub group

The PTSG agreed that it would be useful to undertake a cost-benefit analysis on APEC’s paperless trading pathfinder initiatives to measure the benefits in quantitative terms.  The meeting welcomed Chinese Taipei’s offer to provide a preliminary report on such analysis at the next meeting.

The Group also agreed on the need to undertake a paperless trading training program focused on standardization

Because paperless trading is being discussed in a number of other APEC fora, such as the SCCP, it was necessary to establish a coordination mechanism to deal with common issues related to paperless trading in APEC.  There was also a need to encourage more private sector participation in this work.

New areas that could be advanced included looking at the issues inhibiting the development and use of electronic Bills of Lading.

9. Korea noted that an APEC IT Exhibition would take place in Busan in November in association with the APEC Leaders’ Meeting.

Annex A

The 4th APEC Paperless Trading Subgroup Meeting 

7 September 2005

Kyeongju, Republic of Korea

ANNOTATED AGENDA

I. Progress report on the Electronic Certificate of Origin Pathfinder

· Singapore, Chinese Taipei and Korea 

· Singapore to report the result of e-C/O questionaries 

II. Progress report on the Electronic SPS Pathfinder
· Australia and New Zealand 
III. Update on the APEC’s Strategies and Actions Toward a Cross-Border Paperless Trading Enviorment 

· Chinese Taipei 

IV. Preparation for the 2nd APEC PPP Dialogue Meeting ( APEC Private-Public Partnership Dialogue for Promoting paperless Trading)

· Vietnam and Korea 

V. Report on other international organizations related to paperlss trading  

· UN/CEFACT 

- Asian Rappoteur to report the collaboration between APEC and UN/CEFACT in the context of Paperless Trading 

· PAA
- Korea
· ASEAL
- Chinese Taipei  
VI. Encourage member economies to update on theire paperless trading indivdual action plan

VII. Country report 
Korea : e-trade platform 2007
VIII. Discuss Future directions to fulfill the Paperless Trading
Annex B

	Revised Paperless Trading Individual Action Plan - Draft for Discussion



	IV. Objective

Taking into account diverse legal and regulatory frameworks in the region, APEC member economies should endeavour to reduce or eliminate the requirement for paper documents needed for customs and other cross-border trade administration and other documents and messages relevant to international sea, air and land transport, where possible, by 2005 for developed and 2010 for developing economies, or as soon as possible thereafter.



	V. Guidelines

Recognising the enormous potential of paperless trading to expand business opportunities, reduce costs, increase efficiency, improve the quality of life and facilitate the greater participation of small business in global commerce, each APEC economy will:

(a) Establish a timetable for reducing or eliminating paper documents related to international trade.

(b) Provide a favourable environment, including through establishing a sound legal and regulatory framework, for the delivery of paperless trading systems

(c) Ensure that measures to replace paper documents for cross-border trade administration with electronic equivalents are media and technology neutral, secure and interoperable with and between all parties involved in the international supply chain of goods and services, 

(d) Note the important role the business sector plays in providing and using electronic commerce technology, applications, practices and services, and

(e) Co-operate with and enhance the capability of other APEC economies to implement paperless trading systems.

VI. Collective Actions
APEC Economies may take Collective Actions relating to paperless trading in areas to be agreed. 



	


	Business and Government Documents - 2005



	Criteria


	Improvements in the past year


	Current Requirements for Paper Documents
	Timetable for implementation
	Capacity Building Needs

	Logistics
	
	
	
	

	Declaration


	
	
	
	

	Financial Settlement


	
	
	
	

	License/Certifications


	
	
	
	

	B2B
	
	
	
	

	Challenges to implementing paperless trading


	Criteria


	Improvements in the past year


	Timetable for implementation for paperless trading
	Capacity Building Needs

	Legal Environment
	
	
	
	

	Infrastructure
	
	
	
	

	Communication within government
	
	
	
	

	Funding
	
	
	
	

	Electronic certification and e-Signatures regulation
	
	
	
	

	Standards/Global Cooperation

	Criteria


	Improvements in the past year


	Current Situation
	Timetable for implementation
	Capacity Building Needs

	Adopting Standards
	
	
	
	

	Cooperation in bilateral, regional, multilateral fora
	
	
	
	

	Industry involvement in paperless trading policy making

	
	
	
	


The APEC Electronic Commerce Steering Group (ECSG) held its 12th meeting and continued its work pursuant to its 2005 work program. In addition, reports were presented on the 7-8 September APEC ECSG Data Privacy Subgroup meeting and the 7 September APEC ECSG Paperless Trading Subgroup meeting.





The ECSG approved the text of “Part B” (International Implementation Guidance) section of the APEC Privacy Framework, regarding international implementation of the APEC Privacy Framework and agreed to forward it to the SOM and Ministers for endorsement.  





The ECSG also approved the work programs for 2006 presented by the APEC ECSG Data Privacy Subgroup and Paperless Trading Subgroup, respectively, which in turn integrate into the ECSG work program for 2006. It will also include Spam on the basis of coordination and collaboration with the APEC TEL WG, which will lead APEC´s action on this issue.





Member economies noted progress towards enhancing paperless trade in the APEC region from work undertaken by the Pan Asian e-Commerce Alliance (PAA) on Electronic Commerce and the Global Business Dialogue on Electronic Commerce and agreed to continue further collaboration with these organizations to strengthen the ties between government and the private sector towards achieving this goal.





The ECSG welcomed the UN/CEFACT proposal to jointly collaborate on capacity building, promotion, and development of standards to enhance paperless trade.  The ECSG agreed to undertake a consultation process within member economies to define whether it should establish a formal relationship with this international body. 





The next meeting of the ECSG (ECSG 13) will be held on the margins of 2006/SOM I in Viet Nam.












































Welcome the report of the Electronic Commerce Steering Group.





Note the reports of the APEC ECSG Data Privacy and Paperless Trading Subgroups.





Endorse “Part B” (International Implementation Guidance) section of the APEC Privacy Framework and forward it to Ministers for endorsement.





Approve the elements of the Work Program for 2006 of the ECSG and its subgroups.





Note the development of an Individual Action Plan template for implementation of the APEC Privacy Framework and a revised version of the Paperless Trading Individual Action Plan.





Endorse the proposal to establish APEC Women’s e-Business Centers in all APEC economies.














� If not legislation --  for example an administrative arrangement -- please enter the type of arrangement  Where possible please provide the URL for the website where the legislation or arrangement is available


� Please enter the full text of the provision if legislated or description of the arrangements if an administrative arrangement


� Sanctions can include those for breaches or failing to comply with legislated requirements.  In some cases there may not be a sanction.


� For example enacted, introduced, draft


� Please provide contact details such as telephone and email contacts.  This information will not be published but will be made available to economies.
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