2006/SOM3/026

Counter-Terrorism Task Force Chair’s Summary Report

Executive Summary

The 11th meeting of the APEC Counter-Terrorism Task Force (CTTF) was held on 13-14 September 2006.
Eleven economies reported on how they were implementing the Leaders’ and Ministers’ Statements. Eighteen economies updated their Counter Terrorism Action Plans in 2006.
Singapore reported on the outcomes of the APEC Symposium on Total Supply Chain Security. The Chair of the Business Mobility Group (BMG), provided an update on the progress achieved on the Regional Movement Alert System (RMAL) and on a proposed TILF Project on Biometric Technology in Machine Readable Travel Documents
The U.S. presented on preliminary findings from the voluntary self-assessment questionnaire to assist APEC Economies in implementing the safety and security of radioactive sources. The U.S. announced plans to hold a November 1-2 workshop in Bangkok, to examine how to protect the food supply from deliberate contamination. China and Australia agreed to work intersessionally on a template to incorporate the various Counter Terrorism Point of Contacts (CTPOC) networks. Members agreed to work towards incorporating the CTPOC in the existing APEC Register of Pandemic and Disaster Management Experts, instead of developing a new counter-terrorism specific network. Canada proposed to include some language in the Leaders’ and Ministers’ statement expressing APEC’s commitment to strengthen the security of rail and mass transit systems. Australia briefed on two counter-terrorism financing workshops for Financial Intelligence Unit (FIU) officials for 2007. The Philippines provided representative summary of the contents of the APEC Counter-Terrorism Review. Australia reported that the STAR V Conference will be held in Sydney on 27 – 28 June 2007 under the theme of “Mitigating Risks: Containing Costs”.

Under other matters the group received updates from the Shanghai Cooperation Organization and G8 outcomes on counter-terrorism; the MANPADS Vulnerability Assessment Seminar held in the Philippines in June; Russia’s efforts in promoting intercultural and interfaith dialogue to counter the expansion of the ideology of terrorism and extremism; Japan’s Seminar on Prevention and Crisis Management of Biological Terrorism held in July; and the US presentation recommending the inclusion of language in the Leaders and Ministers statements regarding the need to address the threats posed to trade and financial systems by the proliferation of weapons of mass destruction.

CTTF members were unanimous in supporting the extension of the CTTF mandate for 2 years.  CTTF agreed to work on the process of selecting a new Chair intersessionally

Decision points from SOM:

1. To note the report

2. To endorse the recommendations of the APEC Symposium on Total Supply Chain

3. To endorse the project proposal seeking funds for the STAR V Conference and BMG's capacity-building proposal on biometric passports.
4. To encourage progressive efforts in food defense
5. To endorse the extension of the CTTF mandate

6. To encourage the CTTF to establish selection procedures to identify a new a Chair before CSOM.
Counter-Terrorism Task Force

Chair’s Summary Report

Furama Hotel, Da Nang City, Vietnam

The 11th meeting of the APEC Counter-Terrorism Task Force (CTTF) was held at Furama Hotel, Da Nang City, Vietnam on 13-14 September 2006. Seventy-five (75) participants from 20 member economies attended. The Russian delegation excused their participation due to flight problems. The APEC Secretariat was also present. Mr. Vince McMahon, Chair of the Business Mobility Group, reported on border security issues.

CTTF Chair Ambassador Benjamin Defensor of the Philippines presided the meeting.

I.
Chair’s Opening Remarks

Ambassador Defensor opened the meeting with a reference to 9/11 and its contrast to 11/9, the date East Germany finally opened its doors to world. Asserting that APEC was all about 11/9, not 9/11, he underscored the relevance of the meeting’s agenda and expressed his views on the matter of consensus as it has come to be practiced at APEC. The meeting being the CTTF’s last in its renewed two-year lease, the Chair flagged two important agenda items – the extension of the CTTF mandate and the selection of the next Chair. In this regard, Ambassador Defensor briefly summed up the accomplishments of the CTTF since 2003 and concluded that given the reality of terrorism, APEC’s  broadened security agenda, and CTTF’s ongoing programs, it made sense to “breathe greater and larger life” to the CTTF. 

II.
Adoption of the Final Annotated Agenda

The annotated agenda was approved with the deletion of item V.H.3.”Encouraging the protection of legitimate financial and commercial systems from abuse by proliferators of WMD”, and the addition of item V.H.5. “The US presentation on Counter Terrorism Financing”. The revised agenda was circulated as document 2006/SOM3/CTTF/001rev1.

III.
Procedures and Arrangements

The Secretariat briefed participants on business arrangements.

IV.
Chair’s Report on Intersessional Work

Ambassador Defensor reported on the events between May and September 2006. These included the MANPADS Vulnerability Assessment Seminar in Manila on 13-15 June; the Total Supply Chain Security Symposium in Singapore on 6-7 July; and the first Brunei Darussalam, Indonesia, Malaysia, the Philippines – East ASEAN Growth Area (BIMP-EAGA) Customs, Immigration, Quarantine and Security Task Force (CIQSTF) Meeting in Manila on 21-22 August. The Chair also detailed several activities: Canada’s proposed incorporation of its business resumption point of contact (POC) into the APEC Register of Pandemic and Disaster Management Experts;  Japan’s report on Counter Chemical and Biological Terrorism a series of counter- terrorism seminars; United States’ papers on aviation security POC and strengthening of aviation security quality controls; the Philippines’ work on the APEC Counter-Terrorism Review; Australia’s preparations to host STAR V Conference and the counter terrorism financing workshops in 2007; and report updates from Japan, New Zealand and Hong Kong, China on their implementation of the Leaders’ Statements.  

V.
CTTF 2006 Work Plan and Tasking Statement
A. Implementation of the Leaders’ and Ministers’ Statements

Eleven economies reported on how they were implementing the Leaders’ and Ministers’ Statements. Most of the measures bore on meeting international obligations such as addressing non-proliferation, complying to the International Atomic Energy Agency’s (IAEA) Code and Guidance on Radioactive Sources, strengthening Anti-Money Laundering/Counter Financing Terrorism regimes and completing MANPADS Vulnerability Assessments. Also highlighted were individual efforts to ratify the 13 UN conventions and protocols on counter-terrorism, update reports to the UN CTC, adopt best practices in secure trade, participate in relevant seminars and new arrangements to intensify regional security, and provide needed capability building and technical assistance to others. Eighteen economies updated their CTAPs. Notably, Papua New Guinea, which has already ratified 12 UN Counter Terrorism conventions, and completed and submitted its own CTAPs.    

B.   Assessment of Counter-Terrorism Needs
With the findings of the CTAPs cross-analysis already provided to UN CTC Executive Directorate and other donor agencies, no new developments were reported at the level of individual economy initiatives. Canada said that given ADB’s provision of development and training assistance, it should be recommended to ADB that it look at the results of the CTAPs Cross Analysis study and see how it might provide financial support for implementation. 

C.  Capacity-building and Technical Assistance Programs

1. ADB-Funded Projects 
The United States reported on ongoing projects funded by the Asian Development Bank’s APEC Cooperation Fund for Regional Trade and Financial Security Initiative (FRTFSI) and highlighted several recent developments, including the completion in Thailand of a 3-year Anti-Money Laundering action plan and legal analysis on compliance with the requirements of international cooperation; the conduct of 10 Countering the Financing of Terrorism training sessions for law enforcers in the Philippines; the conclusion of the first BIMP-EAGA Customs, Immigration, Quarantine and Security Task Force (CIQSTF) meeting last 21-22 August 2006; and U.S. plans to provide training and assist in establishing Trade Transparency Units for BIMP-EAGA countries in the future. Japan reported on its contributions to the ADB and stressed the need to have the CIQS systems harmonized to optimize the use of funds. Canada suggested that Thailand might wish to approach the ADB FRTSI to assist with its proposed Anti Corruption anti-money laundering proposal.  The Chair recommended that a briefing on ADB could be given to the Transportation Working Group on developments of this fund to help support more contributions and project proposals.
D. Cooperation among APEC fora on counter-terrorism issues
1. 
Trade security
Total Supply Chain Security
Singapore reported on the APEC Symposium on Total Supply Chain Security that was held on 6-7 July in Singapore, which aimed to put greater focus on the issue of supply chain security to protect trade against the threat of international terrorism. Attended by 388 participants from all 21 APEC member economies and other non-APEC countries and international organizations, the workshop concluded on the note that the threat of international terrorism is real and any major disruption to the supply chain would have serious implications for the APEC region. The symposium recommended that: 
· APEC Leaders endorse the need for APEC economies to continue giving serious attention to enhancing supply chain security and maintain this as a key initiative through 2007 and beyond; 

· APEC economies agree that there is an urgent need to address how APEC economies should facilitate international trade recovery/business resumption from any major terrorist attack; 

· APEC economies continue to identify capacity-building and technical assistance needs to implement supply chain security strengthening measures, including sharing of knowledge, experience and training opportunities involving the public and private sectors.

2. 
Border Security

a. Regional Movement Alert List System (RMAL) 
Mr. Vince McMahon, Chair of the Business Mobility Group (BMG), provided an update on the progress achieved on the RMAL, reporting the successful implementation of the multilateral phase of the RMAL pilot between Australia, the United States and New Zealand and the endorsement by the BMG of a Multilateral Framework that would enable other economies to join the system. A number of economies had already expressed interest in joining. The renaming of RMAL as the Regional Movement Alert System (RMAS) was also noted. Mr McMahon noted that the next step in the project would involve exploration of expanded operational capabilities for RMAS, including a move from negative to positive validation of travel documents.

b. Adoption of biometric passports and related border systems 
The Chair of the Business Mobility Group, also reported to the CTTF on a proposed TILF Project on Biometric Technology in Machine Readable Travel Documents to build the capacity of APEC economies to accelerate, on a best endeavours basis, work towards adopting international standards on biometrically enhanced passports and supporting infrastructure as a means of enhancing border security, thereby facilitating the safe and secure movement of business people cross the APEC region. The purpose of the project is the production of a reference document covering technical and non-technical issues, best practices and options for financing, cost recovery, procurement and other issues associated with adopting biometric machine readable travel documents and related border systems.

Members welcomed both presentations and supported the capacity-building proposal on biometric passports.
E.     New Initiatives

1. Radioactive Source Initiative

The United States presented on preliminary findings from the voluntary self-assessment questionnaire to assist APEC Economies in implementing the safety and security of radioactive sources.  To date, nine APEC Economies have submitted completed questionnaires, which provide information on their implementation of the IAEA Code of Conduct on the Safety and Security of Radioactive Sources and the associated Guidance on the Import and Export of Radioactive Sources.  The report also reviewed the rationale for the APEC Radioactive Sources Initiative, under which the APEC Ministers last year agreed to aim at implementing the Code and the Guidance by the end of 2006.  To date, 14 economies have written to the Director General of the IAEA expressing their commitment to implementing the Code and nine to implementing the Guidance.  The U.S. reported that incidents of trafficking of radioactive sources worldwide have nearly doubled since last year according to the IAEA Illicit Trafficking Database, with large amounts of unsecured sources noted in Southeast Asia.  
China and Indonesia said that APEC should defer this matter to relevant organizations to progress this initiative.  Indonesia further noted that the IAEA already has the necessary mechanism to monitor the implementation of the Code of Conduct and Guidance and suggested that to avoid possible duplication, the results the IAEA’s efforts could be studied and informed to APEC members. The United States explained that not all APEC members are members of the IAEA, however, all economies can still implement the Code and Guidance, which is why the U.S. is offering this assistance to help APEC members implement this APEC commitment. 

China and Indonesia suggested that since the questionnaire has not been endorsed, this item should be relocated in the agenda under other matters. The United States said it could not prejudge where this issue would be placed in the future.

2. Food Defense Proposal
The United States presented on progress made on advancing the APEC food defense initiative "Mitigating the Terrorist Threat to the APEC Food Supply." The U.S., along with Australia, Chile, and Thailand announced plans to hold a November 1-2 workshop in Bangkok, Thailand to examine how to protect the food supply from deliberate contamination.  APEC food defense technical experts and policy makers will discuss their economies' experiences as well as share tools used to identify vulnerabilities, or points most susceptible to deliberate contamination, within the food supply.  Additionally, since most, if not all, of the relevant infrastructure is in the private sector, industry will be encouraged to provide its perspective on protecting the food supply and distribution systems.  APEC members were asked to provide suggestions and recommendations for speakers by the end of September.
3. Enhancing Aviation Security

The United States identified its point of contact for an APEC aviation security point of contact network and encouraged others to designate points of contact as soon as possible.  The U.S. reported on the Transportation Working Group's Aviation Security Experts Group decision made in Vancouver to work intersessionally to endorse protocols for testing this network next year with the assistance of Australia.  The creation of the network received wide support and some economies reported on plans to identify their POCs soon.  Australia indicated it would be prepared to coordinate a test of the system in 2007. China requested that this network be merged in a common register with other POC networks in APEC such as the APEC Register of Pandemic and Disaster Management Experts. China and Australia agreed to work intersessionally on a template to incorporate  the various POC networks, which might be an enlargement of the existing APEC Register of Pandemic and Disaster Management Experts. The U.S. asked the designation of POCs go forward as supported by other APEC members and should a merged POC network be identified in time, the aviation security POCs could be added to that network. China stated that it would not support the initiative until the endorsement of the unified template. 

4. Developing/Strengthening Aviation Security Quality Controls

The United States presented on its revised initiative to seek commitment from all APEC members to create an aviation security quality control programs.  This initiative received wide support from members.  China mentioned that the initiative should be reviewed again by the Transportation Working Group's (TPTWG) Aviation Security Experts Sub-Group and then the CTTF can discuss again and carry out its consideration based on the professional views from the TPTWG.

5. Threat-Risk Assessments of Rail and Mass Transit Systems
Canada provided a brief background on its initiative on security of rail and mass transit systems with the end in view of coming up with a compilation of best practices for eventual consideration by APEC economies. To ensure outcomes, Canada said it was reconsidering its November deadline and focusing first on having Leaders identify rail and mass transit as a priority measure for next year. Toward this end, Canada proposed to include some language in the Leaders’ and Ministers’ statement expressing APEC’s commitment to strengthen the security of rail and mass transit systems. Members urged Canada to provide the wording for consideration. 

6. Business Resumption Planning Point of Contact Network

Canada reported a slight revision to its POC initiative. Citing the convergence of counter-terrorism response practitioners and emergency management/disaster response practitioners, it suggested that the incorporation of the Counter Terrorism Points of Contact in the existing APEC Register of Pandemic and Disaster Management Experts, instead of developing a new counter-terrorism specific network.  The effort would merely entail the addition of a column in the existing register. Members agreed to the revision, but on the condition that it would be acceptable to the APEC Task Force on Emergency Preparedness.
7. Anti-terrorist Financing Project Proposal
Australia briefly explained its approved proposal to conduct two counter-terrorism financing workshops for Financial Intelligence Unit (FIU) officials from APEC economies in 2007.  The workshops, co-sponsored by Indonesia, Malaysia, Singapore and the Philippines, would focus mainly on the role and responsibilities of FIUs in monitoring transactions involving non-profit organisations and alternative remittance systems.  Australia said that plans were being finalized and further information on the workshops would be provided to the members intersessionally. 

8. APEC Counter-Terrorism Review 
Through a distributed Executive Summary and book chapter highlights, the Philippines provided the members with an idea of the contents of the APEC Counter-Terrorism Review that was being drafted by the Philippines. The members agreed to provide their immediate and further comments following the release of the first draft by the second week of October 2006.  

F.       STAR Conference
1. STAR V Conference 
Australia reported that the STAR V Conference will be held in Sydney on 27 – 28 June 2007 under the theme of “Mitigating Risks: Containing Costs”. This theme was intended to highlight the importance of taking a strategic risk management approach to security, recognizing that it does involve costs to the private sector and that it is important for governments to frame measures in a way which minimise these additional costs. Australia chose Sydney as the venue of the conference to maximize private sector participation and proposes to hold an industry exhibition in association with the STAR V. Australia also thanked members for the endorsement of the project proposal which was e co-sponsored by New Zealand and Peru, requesting APEC funding to host the next Conference.

Members welcomed Australia’s approach to organization of the meeting including its active engagement of the private sector. Australia was encouraged to coordinate its preparations with related work on Public-Private Partnership being carried out by other regional and functional organizations. Australia also sought the support of economies in identifying topics, speakers and moderators.

H.  Other matters
1. Update on Work in International Fora 
a. Russia tabled a report on the St. Petersburg's G-8 Summit Counter-Terrorism results (doc  2006/CTTF/019), of which the main achievements were the G-8 Declaration for counterterrorism and G-8 Statement on Strengthening the UN's CT Program (doc  2006/CTTF/019).
b. China presented an update on Counter Terrorism Cooperation within the Shanghai Cooperation Organization (SCO), highlighting the main outcomes on CT issues of the sixth meeting of the Council of Heads of the SCO Member States held in Shanghai on 15 June 2006, with the endorsement of two documents in the area of counter terrorism: Guidelines Governing SCO Cooperation in Fighting Terrorism, Separatism and Extremism: 2007-2009 and Agreement on Procedures About Joint Counter Terrorism Operations within the Borders of SCO Members. (doc 2006/CTTF/011). Russia also tabled a report on this summit (doc 2006/CTTF/020)

2. MANPADS Vulnerability Assessment Capacity Building. The United States reported on the technical assistance experts’ seminar held on 13-15 June in the Philippines in support of compliance efforts to the 2005 APEC Leader’s instructions for economies to undertake MVA assessments of international airports by the end of 2006. Attended by over 40 agency delegates from 16 economies, the seminar oriented the participants with the MVA process. The U.S. Transportation Security Agency delivered training and subject matter experts shared their experience in aviation security as well as challenges confronted.  Australia was pleased to co-sponsor the event and noted its MVA was under active interagency consideration, for completion by end of 2006. Several economies thanked the organizers, which included the Philippines, and indicated their respective levels of compliances. The Chair asked the sponsors to provide the templates used in the conduct of MVA on account of their usefulness. The United States offered to provide similar capacity building activities to other interested parties.
3. Inter-Cultural and Faith Activities. Russia tabled a document on its efforts in promoting intercultural and interfaith dialogue to counter the expansion of the ideology of terrorism and extremism. (doc 2006/CTTF/021)

4. Counter Chemical and Biological Terrorism Project Proposal. Japan made a presentation on the outcomes of the 4th Seminar on Prevention and Crisis Management of Biological Terrorism held in Tokyo from 10th to 14th July, 2006.
5. U.S. presentation on Counter Terrorism Financing. The United States gave a presentation recommending the inclusion of language in the Leaders and Ministers statements regarding the need to address the threats posed to trade and financial systems by the proliferation of weapons of mass destruction, and the need for a commitment by APEC economies to take measures to protect commercial and financial systems from abuse by proliferators.  The U.S. explained that such language would build upon previous Leaders' commitments, including the 2003 Bangkok commitment to "take all essential actions" to counter the threat of WMD proliferation. China stated its belief that WMD was a purely security concern and discussion of the subject was not appropriate at APEC.  Other economies noted the failure of the Finance Ministers to reach consensus on a similar topic at the Finance Ministerial, and questioned whether the United States would be circulating revised text.  The point was made that proliferation concerns are not limited to terrorism, and that not all proliferators are terrorists. The United States replied that it would circulate the text intersessionally and address the concerns raised.

VI. 
Management Issues

A. CTTF mandate
CTTF members were unanimous in supporting the extension of the CTTF mandate and thanking the Chair for his leadership. The United States mentioned that the Task Force has been highly successful and that trade and security matters cannot be entirely separated. Japan stated that CTTF still had major agenda to be taken up in the future. New Zealand noted the Task Force’sfull and active agenda and stressed its importance as a coordinating and oversight body for APEC’s counter terrorism efforts. Canada cited CTTF’s work as essential and invaluable and while its Terms of Reference appear sufficient, its work was not yet finished. Singapore stressed the CTTF’s indispensable role in APEC’s enlarged human security and secure trade agenda and pointed out that terminating the mandate would send a wrong signal to the world. Chile echoed the importance of the Task Force and expressed its desire to continue collaboration. Indonesia noted with pleasure CTTF’s success in coordinating APEC’s counter terrorism activities and encouraged members to step back, review the big picture and resume pace both along the lines of APEC’s Reform process and within the context a comprehensive APEC strategy. Korea asserted that CTTF has been most dynamic, and while much has been done, much more can be done yet. Vietnam cited the gains made in secure trade and committed its continuing support. China supported CTTF’s extension and encouraged the members to step up efforts in trade-related and capacity building-focused efforts with the view of adding value to the APEC process. China stated that future work in APEC should bear in mind the competence and capabilities of APEC in the area of counter terrorism and what APEC can do and can not do. China also added that CTTF should take on a more proactive coordinating role. Australia recognized the criticality of the Task Force to the security of trade and agreed with China on the need to make it more proactive in coordinating the activities of the various fora. Malaysia stated that it could join the consensus in extending CTTF’s mandate and emphasized that the Task Force should remain focused in its work and should not duplicate with the work of other fora. Mexico joined the consensus and looked forward to working with the next Chair. Chinese Taipei voiced its full support and expected the next Task Force to avoid any security loophole. Brunei joined the rest in support of the CTTF. Russia e-mailed its vote of confidence in the CTTF as an essential agency of APEC.  
B.
CTTF Chair. 

Given the absence of any established procedures and deferring to the better judgment of the body, the Chair asked for suggestions on how to proceed. Australia suggested this was an issue that probably needed to be discussed intersessionally. The members agreed. 

VII.   Update from the APEC Secretariat

The Secretariat made a presentation on the APEC Information Management Portal, with specific focus on the CTTF Collaboration System, encouraging the use of the collaboration site, particularly for intersessional work.

VII.   Meeting Documents

Members agreed to the classification of documents as presented by the Secretariat. 

VIII.   Next Meeting

Australia announced that the 12th CTTF meeting will be held in Canberra in January.

IX.  Chair’s Closing Remarks

In closing the session, the Chair summarized the key issues taken up during the two-day meeting and thanked all members for their active participation and contributions during his term as Chair of the CTTF.

