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Threats to China’s Civil Aviation & Counter Measures

A Presentation to the Fourth APEC STAR Conference
By Zheng Haiyang

Director, Bureau of Aviation Security

General Administration of Civil Aviation of the People’s Republic of China

After “9.11” in 2001 and “8.24” in Russia last year, international civil aviation security is faced with many unprecedented threats. The impact of these threats on the security of economies is huge, and they have changed the concept of security prevention tremendously. Governments worldwide have attached great importance to aviation security.
The situation and problems of aviation security in China.

With the change of international and domestic situation, we have to handle many emerging problems now such as MANPADs which will probably be a potential new threat to civil aircrafts; increasing uncertain factors affecting domestic civil aviation security, loopholes in management of explosive articles, increased interference by individuals, cases like spreading false terror information, staying in the cabin when flight is unscheduled, or rushing into restricted areas due to dissatisfaction with service, sneaking forbidden articles into the plane; using mobile phones and smoking in defiance of regulations. 

Characteristics of hijacking and aircraft-bombing in China.
The motives of the hijacker have changed from flight from an economy to revenging society and insurance swindle. 
Criminals are becoming more and more cunning and deceptive. Thanks to enhanced ground security check by CAAC, it’s difficult to bring forbidden articles to airplanes. In their sabotaging attempts, criminals resort to every conceivable means to conceal dangerous articles to board the plane. A ploy they usually take is to mix dangerous articles with commodities in the package. For example, some criminals try to avoid security check by using a common pull-tab can to contain dangerous liquid. Another means they usually take is to hide real weapons with ordinary articles of similar shapes. Criminals put a real gun next to a toy gun. Once the X-ray inspectors find out the problem, the toy-gun could distract the inspectors’ attention. Criminals might hide dangerous articles in their bodies or luggage where security inspectors can hardly discover, such as hiding explosives in a headband and then covering it with a hat.

Weapons which criminals hold become more dangerous and destructive. In the past, criminals interfered aviation security with conventional weapons such as guns, knifes, and now, they usually use bombs and gasoline.

Criminals tend to be more fierce and cruel. In the past, they achieved their goals by threatening the safety of passengers without killing or wounding passengers on board on most occasions. Nowadays, some criminals aim to destroy aircrafts and kill all the passengers and the crew after hijacking the plane.

Counter measures China took

The General Administration of Civil Aviation of the People’s Republic of China (CAAC) always pays much attention to civil aviation security and upholds the principle of safety first, and continuously strengthens professional training and effectively undertakes ground prevention and air disposal. 

To enhance coordination and provide better guidance, National Steering Committee on Handling Hijacking was founded in 2001, and National Program of Handling Hijacking was formulated. Many big airports have organized rehearsals according to the anti-hijacking program，and have improved their ability to deal with the unpredictable events.
In the early 80’s, cabin security personnel were formed, and air marshals were established in 2002. Cabin security and air marshals are responsible for maintaining security in the cabin and hijacking reactions. In addition, CAAC has reinforced cabin doors of all the passenger crafts and equipped aircrafts with the newly reinforced cabin doors.

Supervision of and inspection on aviation screening agencies have been strengthened and security screening measures have been enhanced. China sticks to the practice of screening all hand baggage and check-in baggage through x-ray machines, and all suspicious baggage must be subjected to manual search. CAAC has also standardized cargo security check. All air cargo must be subjected to x-ray machine screening unless they are stored 24 hours before loading. Air cargo security check must be conducted in restricted areas. CAAC has taken strict security check measures for liquid articles to stop the flammables and the explosives on board and issued Bulletin for Managing Liquid Articles.

Training of security personnel has been enhanced. A set of high standards for employment, training and assessment was instituted by CAAC. To become an air marshal an applicant must go through background check, physical examination, 3 to 4 months training and final assessments. For an air marshal, no less than 16 hours professional training a month and 40 training days every two years are compulsory. In light of different types of initial training and time training, CAAC has compiled teaching materials and a series of textbooks for aviation security.

The on-job training certificate system has been carried out for security screening staff since 1994. Security screening staff must all receive 160 hours or more training of, and pass examinations before obtaining certificates. CAAC has issued Regulation for Aviation Security Screening, and Aviation Security Screening Manual and many other laws and regulations, developed training software for security screening staff which includes the relevant laws and regulations, images of dangerous goods and detection means. All of these have helped establish a unified security screening standards across the country.

It takes time and tremendous efforts to ensure aviation security, and it needs joint efforts of all the colleagues here. We hope member economies will continue to strengthen cooperation in this field.

Thank you!

