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APEC Electronic Commer ce Steering Group
13™ Meeting, Hanoi, Viet Nam
23-24 February, 2006

Executive Summary

The APEC Electronic Commerce Steering Group (ECSG) held its 13" meeting and continued its
work pursuant to its 2006 working program. In addition, reports were presented on the 22 February
APEC ECSG Data Privacy Subgroup meeting and the 23 February APEC ECSG Paperless Trading
Subgroup meeting.

The ECSG welcomed the outcomes of the APEC Symposium on Information Privacy Protection in B
Government and ECommerce, organized and hosted by Viet Nam, under APEC funding, as well as of
the 2™ Public Private Partnership Dialogue on Paperless Trade, co-organized by Viet Nam and Korea.

The ECSG approved a project proposal seeking urgent APEC TILF funds for 2006 submitted by Viet
Nam. The project objectives are consistent with APEC goals and priorities

The ECSG agreed to grant guest status to the UN/CEFACT upon their request. The ECSG and
UN/CEFACT have agreed to undertake work pursuant to enhance trade facilitation through technical
cooperation and knowledge sharing, specifically in electronic standards for paperless trade.

Member Economies noted progress on the implementation of the APEC Privacy Framework. They
agreed on future work on this issue regarding international initiatives to develop improved privacy
notices, application of the Information Privacy Individual Action Plan (IAP) , cooperative
development of cross-border policy rules, information sharing among jurisdictions, and cross-border
cooperation in investigation and enforcement.

The ECSG agreed to undertake communication with other international organizations to coordinate
on work to address SPAM and related issues as a threat to the development of electronic commerce,
and define its role within APEC in close coordination with the TEL WG.

The next meeting of the ECSG (ECSG 14) will be held on the margins of 2006/SOM II1 in Nha
Trang, Viet Nam.

Welcome the report of the Electronic Commerce Steering Group.
Note the reports of the APEC ECSG Data Privacy and Paperless Trading Subgroups.

Endorse the Information Privacy Individual Action Plan (IAP) template for the implementation of
the APEC Privacy Framework

Approve the project “Paperless Business Transactions — Matching Benefits of Public and Private
Sectors’ presented by Viet Nam seeking urgent funds from APEC’ s TILF special account.

Wel come the successful outcomes of the APEC Symposium on Information Privacy Protection in E-
Government and ECommerce and the 2" Public-Private Partnership Dial ogue on Paperless Trade

Note the approval of the ECSG to grant guest status to UN/CEFACT and creation of the “cross-
border rules” study group.




13" Meeting, Hanoi, Viet Nam
23-24 February 2006

The APEC Electronic Commerce Steering Group (ECSG) held its 13™ meeting and began its work
pursuant to its 2006 work program. Jesus Orta (Mexico) chaired the meeting. Representatives of
Australia, Brunei Darussalam, Canada, Chile, China, Japan, Korea, Mexico, Russian Federation,
Philippines, Singapore, Chinese Taipei, Thailand, United States, Viet Nam, the Global Business
Dialogue on Electronic Commerce (GBDe), the Pan Asian e-Commerce Alliance, and the
International Chamber of Commerce (ICC) attended the meeting.

Introductory remarks were given by the Chair, together with a proposal of modifications to the
original agenda for the meeting. These modifications included the addition of four agenda items not
initially contemplated, as well as sequential rearrangements of agenda items for logistical reasons.
The ECSG accepted all the proposed modifications and adopted the agenda (Annex A).

Report on APEC Developments

The APEC Secretariat briefed member economies on issues relevant to the work of the ECSG. It
noted that the theme for the APEC 2006 Year is “Towards a Dynamic Community for Sustainable
Development and Prosperity” and presented the subthemes and priorities for this year.

The Secretariat noted that in November 2005 in Busan, Korea at the 17" APEC Ministerial Meeting,
Minister endorsed the completion of the APEC Privacy Framework. Ministers also urged all member
economies to strengthen cooperation in paperless trade with a view of reinforcing mutual cooperation
and pushing forward the achievements of APEC’s paperless trading goals. It was noted that
ECOTECH has been strengthened and restructured into the SOM Steering Committee on ECOTECH
(SCE). Its enhanced mandate is to undertake a coordinating function and to rank project proposals of
Working Groups by priority while evaluating their progress.

The Secretariat also informed that the next BMC (29-30 March) will be able to consider funding of
Operational Account projects to the value of US$476,195 and TILF Special Account projects to the
value of US$1,449,047 and the deadline to receive all finalised and ranked proposals for consideration
at BMC | by Monday 13 March 2006. 2007 projects will be considered at BMC 2, scheduled for
10 — 12 October 2006. SCE will consider the ranking of the Operational and ASF projects at its
meeting in September 2006.

Implementation of the 2006 ECSG Work Plan
Information Privacy

The Acting Chair of the Data Privacy Sub Group (United States) reported on the results of the Data
Privacy Subgroup’s meeting on 22 February (Annex B). The ECSG:

a) Welcomed the successful publication of the APEC Privacy Framework, endorsed by APEC
Ministers in 2004, and commended the Data Privacy Sub Group for its efforts in utilizing this
instrument for the diffusion and implementation of the Framework across APEC Member
Economies.

(b) Agreed to the proposal of the Data Privacy Sub Group to encourage Member Economies to
advance in the completion of the Information Privacy IAP, which is expected to be endorsed by
APEC Senior Officials during SOM I, noting that any modifications instructed by Senior
Officials to the Information Privacy IAP template, if the case, should be notified to Member



Economies for compliance during the completion process. Member Economies agreed to
complete the Information Privacy IAP template in the course of 120 days, should APEC Senior
Officials endorse it during SOM | (Annex B4).

(c) Noted the creation of a “cross-border rules” study group within the Data Privacy Sub Group to
analyse and identify best practices and the role of trustmarks in promoting the cross-border flow of
information.

(d) Welcomed the communication process among Member Economies the Data Privacy Sub Group
will undertake to promote information sharing among jurisdictions and cross-border cooperation in
investigation and enforcement, to build up on the implementation of Part B “Guidance for
International Implementation” of the APEC Privacy Framework.

The ECSG also welcomed the successful outcomes of the APEC Symposium on Information Privacy
Protection in E-Government and E-Commerce, organized and hosted by the Socialist Republic of Viet
Nam, 20-22 February in Ha Noi, with the participation of 54 international delegates from APEC
Member Economies and 110 participants from the host Economy. (Annex B2)

SPAM

The United States gave an update on the status of the survey on Spam tabled at ECSG9. Until today,
7 economies have submitted the survey. The United States agreed to keep the survey open and
continue receiving submissions from Economies. The Chair encouraged Economies to complete the
survey as it will provide valuable input for future work in addressing this important issue.

As agreed during ECSG 12, the ECSG will seek formal communication with the APEC TEL WG in
order to coordinate for undertaking work in addressing SPAM within the APEC process. To that
extent, the ECSG chair informed that:

o A formal invitation by the Chair of the TEL WG was received to participate in a Symposium on
SPAM and Related Issues to be held on the margins of TEL 33 in Calgary, Canada on April 2006.
The goal of the Symposium is to gather the views of international organizations dealing with
SPAM, including the OECD, ITU, and APEC, to advance in the design and agreement of a
coordinated agenda to address this issue.

¢ On the occasion of the SOM Committee on Ecotech — Committee of the Whole meeting to be held
26-27 February in Ha Noi, the ECSG and TEL WG Chairs will meet in order to exchange ideas for
coordination between the two groups’ working programs, including SPAM.

The ECSG agreed to accept the invitation of the TEL WG Chair to participate in the Symposium. In
order to define the position and key messages of the ECSG’s participation in this event, the ECSG
Chair will prepare an initial document and conduct an intercessional consultation process among the

group.

The ECSG Chair will report on the outcomes of the Symposium to the group, as these will serve as
the basis for future work of the ECSG in addressing SPAM.

Paperless Trade
The Acting Chair of the Paperless Trading Sub Group (Korea) reported on the outcomes of the APEC

ECSG Paperless Trading Subgroup meeting, which was held on 22 February 2006 in Ha Noi (Annex
C). The ECSG:



a) Noted progress reported on the status of the Electronic Certificate of Origin Pathfinder Project
(ECO Pathfinder) conducted by Chinese Taipei, Korea, and Singapore and commended the
Paperless Trading Sub Group’s work in this field.

b) Agreed to encourage Member Economies to update and submit their Individual Action Plan on
Paperless Trade according to its new format, agreed and approved intercessionally by APEC
Senior Officials, before September 2006.

c) Welcomed the outcomes of the 2" Public Private Partnership Dialogue on Paperless Trade (PPP
Dialogue), organized by Viet Nam, with the support of Korea; and encouraged further dialogue
between the Paperless Trading Sub Group and the private sector (Annex C2). It was agreed that
the 3™ PPP Dialogue will be held, according to its terms of reference, in Australia on the margins
of SOM | 2007.

The ECSG noted and welcomed the election of Viet Nam as the new Chair of the Paperless Trading
Sub Group for the upcoming meeting in September 2006.

Viet Nam submitted a project proposal seeking urgent funds from APEC’s TILF special account. The
project’s title is “Paperless Business Transactions — Matching benefits of public and private sectors”
and consists of a seminar to be held on the margins of SOM Il1 in Viet Nam (Annex C3). The ECSG
agreed to forward the project to APEC Senior Officials to seek their approval, as there was consensus
on the view that the project potentially contributes to APEC goals on trade facilitation and is
consistent with APEC 2006 themes.

Other Business

The ECSG Chair conducted a discussion on the group’s working program to be submitted and
presented at the SOM Committee on ECOTECH - Committee of the Whole Meeting, with an
emphasis on potential coordination with other working groups within APEC. Delegates agreed the
ECSG to manifest the willingness of the group to establish communication with other working groups
that undertake work related to that of the ECSG. It was also recommended that the ECSG, through
the APEC Secretariat, be briefed on progress made by other working groups, in order to propose
coordination. The ECSG Chair will report on the outcomes of this meeting to the group.

The Secretariat presented the Final 2005 Stocktake of Electronic Commerce Activities in APEC
approved by Senior Officials and presented to APEC Ministers in November. It also explained the
logistics to develop the 2006 Stocktake, which will be circulated for the consideration of Member
Economies on June 2006.

Regarding the request of the UN/CEFACT to be granted guest status at the ECSG to strengthen
collaboration with APEC in the field of paperless trade, and following the approved APEC Guidelines
on Non Member Participation, the ECSG reached consensus to accept UN/CEFACT’s request. The
ECSG requested to the APEC Secretariat to officially informed this decision to the UN/CEFACT.

China reported progress on the organization of the 2" APEC-Electronic Commerce Business Alliance
Forum to be held 18-19 May in Qingdao, China. China stressed the success of the 1* APEC-ECBA
Forum held two years ago in Yantai and encouraged ECSG delegates to actively participate in this
important event which theme is “Optimize Environment, Enhance Cooperation, Encourage
Innovation, Promote Application”.

Korea addressed the group on the 2005 results of the “Initiative for APEC Women’s Participation in
the Digital Economy”. This project aims to expand informatization and e-business opportunities for
current and prospect women entrepreneurs. The initiative is based on a holistic, systematic and



continuous approach and is comprised of four collaborating components that will be carried annually
from 2005 to 2009, namely 1) research, 2) capacity building, 3) e-community building, and 4) policy
forum. The projects activities will be conducted through the APEC Women’s e-Biz Center,
established in August 2005 and located at Sookmyung Women’s University in Korea. The
preliminary results conducted during 2005 of research on Women Enterprises and e-Business were
presented, showing very interesting findings that will provide valuable input for policy and project
development.

China and Russia presented progress reports on the APEC funded projects they would be undertaking
in 2006. China announced that they will circulate shortly the final program for the APEC Training
Program on E-Trade and Supply Chain Management and asked for delegates advise on the best timing
for this event to take place. It was agreed that an intercessional consultation will be conducted within
the ECSG to define the final date of the event. Russia informed that it had submitted to the
Secretariat the terms of reference for the “Development of APEC Guidance for Electronic Commerce,
using the Best Practices of E-Government Procurement Systems” project. They also anticipated that
the seminar is intended to be held November 2006 in Moscow.

Representatives of the Global Business Dialogue on Electronic Commerce and the Pan-Asian
Alliance on E-Commerce reported on their activities. The ECSG commended both organizations for
their proactive and decisive contribution to the development of e-commerce in the region and
encouraged them to continue collaborating with the ECSG in its working program.

The ECSG welcomed the International Chamber of Commerce (ICC) as this was their first
participation in the group’s activities after they have been granted guest status. The ICC presented a
proposal to the ECSG to support an “ICT-enabled growth” policy initiative. The justification for this
proposal lies on the widespread recognition that ICT has had an enabling role in contributing to
economic growth, and its impact on SME’s. There was wide acceptance from the ECSG for this
initiative and it was agreed that further discussion will take place in order to define a concrete project
to undertake towards this issue. It was noted that due to the overarching nature of the proposal, it will
be presented to other working groups within APEC, preferably and if possible during the SCE -
Committee of the Whole Meeting, so a multi-group discussion could be initiated and hopefully build
up on a horizontal policy approach project within APEC. The Chair will lead these discussions and
report to the ECSG on progress.

The APEC Secretariat briefed the group on two very important issues taking place in the APEC
process. Firstly, it provided a report on the results of communications activities aimed at enhancing
diffusion of APEC’s projects and work. It also explained the resources available from the Secretariat
to assist working groups in the quest of promoting its work to media, business, government officials
and key target audiences. Secondly, the Secretariat presented to the group the features of the APEC
Information Management Portal (AIMP) and how these resources could enhance the collaborative
work of the ECSG. The group commended the Secretariat for the good work conducted in these two
issues and agreed to maximize the use of those resources.

The Secretariat presented a consideration item to the ECSG in terms of undertaking work conducive
to the development of model chapters on e-commerce in FTA/RTA’s, following on the
recommendations of the 3 SOM FTA/RTA Policy Dialogue. After a discussion of this topic, it was
agreed that an intercessional consultation would be conducted by the Chair in order to agree on
whether the ECSG should have a role to report to the Senior Officials and the Committee on Trade
and Investment on recommending to undertake work on this issue.

The Secretariat reminded the group on Budget and Management Committee requirements to establish
an evaluation group of three Member Economies for the assessment of project proposals seeking
APEC funding. The ECSG argued that there were inconveniences on having just one evaluation
group for assessing all projects and instead agreed to establish one evaluation group for each project.



For the first two projects that already need to be assessed, whose project overseers are China and
Thailand, an intercessional consultation will be consulted to define the evaluation groups.

Next Meeting

ECSG 14 will be held on September 2006 on the margins of SOM 111 in Nha Trang, Viet Nam.



Annex A

13"™ APEC ELECTRONIC COMMERCE
STEERING GROUP MEETING

DRAFT ANNOTATED AGENDA for ECSG Plenary Meeting

February 23 - 24, 2005

February 23: 8:30 — 12:30; 14:00 — 16:00
February 24: 09:00 — 13:00

Location: Ha Noi Melia Hotel

Ha Noi, Viet Nam

Introductory Remarks by Chair and adoption of the agenda

The ECSG Chair will report on progress of the ECSG working program and will
propose a discussion on medium term future work and action items of the ECSG.

Adoption of the 13" APEC ECSG Agenda.
Report on APEC Developments

a. The APEC Secretariat to provide a brief report on APEC developments
relevant to the work of the ECSG

Implementation of the 2006 ECSG Work Plan
b. Information Privacy

i. Report of the APEC Information Privacy Subgroup: The Chair of the
APEC Privacy Subgroup to report on the outcomes of the APEC
Privacy Subgroup Meeting

ii. APEC Symposium on Information Privacy Protection in E-Government
and E-Commerce: Viet Nam will report on the main outcomes of this
symposium.

b. SPAM

iii. APEC Survey on SPAM: The United States will provide an update
regarding the survey on spam.

iv. Coordination with the APEC TEL WG. The ECSG Chair will update on
conversations with the TEL WG Chair to propose establishing formal
communication with TEL and identify possible collaboration between
the two groups on SPAM and other relevant issues for both groups.
This communication includes an invitation to the ECSG to participate



in an international fora discussion to be held on the margins of the
next TEL meeting to be held in Calgary, Canada next April where a
coordinated agenda to deal with SPAM is an expected outcome.
Delegates are expected to provide their economies” position on the
role the ECSG should take in its working program towards SPAM.

c. Paperless Trade

i. Report of the APEC Paperless Trading Subgroup: The Chair of the
APEC Paperless Trading Subgroup to report on the outcomes of the
APEC Paperless Trading Subgroup Meeting.

ii. APEC Public-Private Partnership (PPP) Dialogue on Paperless
Trading: Viet Nam to report on the main outcomes of the PPP
Dialogue on Paperless Trading.

Other Business

a. First SOM Steering Committee on ECOTECH Meeting. The ECSG Chair will
present the ECSG work plan for 2006 to be tabled at the First ESC Meeting to
be held on 26 February in Ha Noi. Delegates are expected to provide input on
cross-group activities within APEC that the ECSG should undertake regarding
its working program for 2006.

b. Presentation of the Final 2005 Stocktake of Electronic Commerce Activities in
APEC: APEC Secretariat to present the final 2005 Stocktake of Electronic
Commerce Activities in APEC, and to provide details on the process for
preparing the 2006 Stocktake.

c. Collaboration ECSG-United Nations Center for Trade Facilitation and
Electronic Business (UN/CEFACT). The Chair of the Paperless Trading
Subgroup will submit for decision of the ECSG a proposal to encourage
UN/CEFACT to request guest status as a first step to future collaboration with
that organization.

d. APEC E-Commerce Business Alliance: China will provide an update on this
initiative and preparations for the 2"® APEC-ECBA Forum in Qingdao, China
in May 2006.

e. Initiative for APEC Women'’s Patrticipation in the Digital Economy: Korea will
update the ECSG on the status of their project, including the progress on the
establishment of APEC Women'’s e-Business Centers in all APEC Economies
and preparations for the 2"® APEC Forum on the Digital Economy for Women.

f. ECSG projects for 2006:

1. APEC Training Program on E-Trade and Supply Chain
Management: China will report on the progress and proposed
schedules to implement the project.



2. The Development of APEC Guidance for Electronic
Commerce, using the Best Practices of E-Government
Procurement Systems. The Russian Federation will report on
efforts and proposed schedule to implement the project.

g. Voluntary reports on activities by Guests
1. Global Business Dialogue on Electronic Commerce (GBDe)
2. International Chamber of Commerce (ICC)

3. Pan-Asian E-Commerce Alliance (PAA)

h. APEC Information Management Portal (AIMP). The APEC Secretariat will
conduct a briefing session about the features of the AIMP and how it could
assist ECSG work.

i. APEC Secretariat Communications Team. The APEC Secretariat
Communications Team will inform the group on communications services
available to assist the ECSG to promote its work to media, business,
government officials and key target audiences.

j. Discussion on future work of the ECSG. The Chair will lead a discussion
on future areas of work for the ECSG in the medium term. Delegates are
expected to contribute to the discussion by providing input on action items in
which the ECSG should undertake work in the future.

Conclusion and Next Meeting

The Chair will lead a discussion on: 1) the logistics of reporting to Senior Officials
at SOM I; and, 2) Next meeting at SOM Il (2006) in Vietnam



Annex B

Report on the Meeting of the APEC ECSG Data Privacy Subgroup

22 February 2006
Han Noi, Viet Nam

The APEC ECSG Data Privacy Subgroup (“subgroup”) met on February 22, 2006 in Han
Noi, Viet Nam and was presided by Ms. Patricia Sefcik of the United States who was the
acting Chair of the subgroup. The following member economies and organizations were
represented at the meeting: Australia; Brunei; Canada; Chinese Taipei; Japan; Republic of
Korea; Mexico; Philippines; Russia; Singapore; Thailand; United States; Vietnam, the
International Chambers of Commerce (ICC), and the Global Business Dialogue on Electronic
Commerce (GBDe). In addition, Mr. Malcolm Crompton and Dr. Nguyen Trong Dung,
consultant and APEC Project Coordinator, respectively, for the APEC Symposium on
Information Privacy Protection in and E-Government and E-Commerce participated in the
meeting. The Agenda for the subgroup meeting is attached hereto as Annex B1.

The Chair noted the Ministerial endorsement of the language for international
implementation of the APEC Privacy Framework, the successful publication of the
Framework, and the ABAC report to the Leaders emphasizing the need for continued work
on the implementation of the APEC Privacy Framework. In addition, the Chair noted that the
subgroup’s work is consistent with the Vietnam themes for APEC 2006.

Assessment of the APEC Symposium on Information Privacy Protection in E-Government
and E-Commerce

Mr. Malcolm Crompton, consultant to the APEC Symposium on Information Privacy
Protection in E-Government and E-Commerce, led a discussion on the results of the
symposium. He noted that the symposium built upon the themes of the previous technical
seminars on the implementation of the APEC Privacy Framework. Mr. Crompton further
noted the remarkable progress in creating the Framework and emphasized the need to
maintain momentum through the implementation stage. He further stressed the importance of
the underlying issues and instruments related to data privacy. The major themes resulting
from the two-day symposium are attached hereto as Annex B2.

The Chair noted the opportunity for partnerships between APEC Economies to further the
dialogue on data privacy and the implementation of the APEC privacy principles. As an
example of partnerships, it was noted that the development of U.S. privacy impact
assessments (PIAs) has been done with consultations with other APEC Economies.

The Chair also led a discussion on the possibility of changing the name of the subgroup to
more accurately portray the work being done by the subgroup. After much discussion, there
was agreement to reexamine the terms of reference of the subgroup and raise this issue for
consideration at a later date.
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International Initiatives to Develop Improved Privacy Notices

Mr. Martin Abrams, Executive Director of the Center for Information Policy Leadership in
the United States, along with Mr. David Loukidelis, Commissioner for the Office of the
Information and Privacy Commissioner of British Columbia, Canada, delivered an update
outlining the progress on development and implementation of improved privacy notices. Mr.
Abrams discussed the progress made by the private sector on this issue in 2005; in particular
the paper titled the “Ten Steps to Develop a Multilayered Privacy Notice”, hereto attached as
Annex B3. Mr. Abrams reported that governments are becoming increasingly active in this
area, citing examples used in Australia, New Zealand and British Columbia, Canada. He also
provided examples from the private sector of companies using the multi-layered privacy
notice. The subgroup supported his proposal to create a broader compendium of privacy
notices in different languages. Mr. Loukidelis likewise provided specific examples of the
multi-layered notice approach in the province of British Columbia. The United States gave
an update on its research into improved privacy notices. In particular, that the results of
Phase | of their extensive research are anticipated to be released soon. The United States also
provided details about the methodology of its research project, including with respect to the
next phase (Phase 1) of this project.

Application of the Individual Action Plan on Information Privacy

The Chair gave an update on the Information Privacy IAP, which will be tabled at SOM 1 for
endorsement to the Ministers for their approval (Annex B4). There was agreement on the
importance of APEC Economies completing the Information Privacy IAP as a step in the
domestic implementation process. Korea noted that some Economies may need to approach
the Information Privacy IAP from a limited perspective. The Chair clarified that the Information
Privacy IAP is designed for e-commerce related frameworks, laws, policies, self-regulatory
guidelines, regulations, and not those referencing e-government practices. However, an
Economy can choose to include e-government related laws, so flexibility remains in the
process. The Chair emphasized the need to accomplish the last portion on the network point
of contact arrangements to facilitate exchange of information and enhance cooperation
among Member Economies. Economies agreed to complete the Information Privacy IAP in
120 days and submit their findings to the APEC Secretariat who will in turn forward them to
Mr. Jefri Rahaman of Brunei for integration.

Cooperative Development of Cross-Border Privacy Rules

The United States provided a historical review of the progress made on the concepts of cross-
border privacy rules. The ICC agreed to provide practical examples to further explore and
note the obstacles to the cross-border flow of information. Several Economies intervened to
highlight the need for further work in creating a list of best practices and the role of
trustmarks in promoting the cross-border flow of information. Mr. Crompton, consultant to
the privacy symposium, noted the need to close the gap between trustmark providers and
government regulators. The subgroup approved the creation of a *“cross-border rules” study
group consisting of Australia, Korea, Mexico, the United States, and the ICC to move the
work from theoretical concepts to practical approaches. The ICC also remarked on the need
to establish a small pilot project to bring together policymakers and regulators to advance the
concept of cross-border rules within APEC.
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Information Sharing Among Jurisdictions and Cross-Border Cooperation in Investigation
and Enforcement

Canada gave a presentation on various initiatives occurring outside of APEC. The
presentation noted the work being performed at the OECD, WSIS, and the European Union.
Specifically mentioned were the WSIS Declaration, the Montreux Declaration, and the
“OECD Privacy Enforcement Questionnaire”. The Chair noted that the OECD and APEC are
at similar, but different, stages with regard to information sharing and cross-border
cooperation in investigation and enforcement. The Chair recognized the need for APEC to
form a study group to further examine information sharing. Canada proposed intercessional
conference calls to explore possible next steps to further information sharing and cross-border
cooperation among Member Economies. The following Economies expressed their interest
to participate in these calls: Australia, Canada, Singapore, and the United States.

Australia noted the progress made by APEC, relative to OECD, and emphasized the
leadership role that APEC has assumed. The Chair requested delegation members to submit
their contact information to the APEC Secretariat for the purpose of making know to Member
Economies those responsible for facilitating cross-border cooperation in connection with
privacy protection. Furthermore, the Chair noted the need to refer back to the group’s work
on consumer protection guidelines.

Presentation from the Republic of Korea on its Domestic Approach to Information
Privacy Protection

Continuing the practice of individual economies presenting on its national privacy framework,
the delegate from the Republic of Korea provided an overview of three pieces of privacy
legislation and their potential impact on information privacy in Korea. This was the fifth in a
series of national economy presentations. Previous presentations were made by the United
States, Chile, Japan, and now twice for the Republic of Korea.

A Final Discussion and Assessment of the APEC Symposium on Information Privacy
Protection in E-Government and E-Commerce

Dr. Nguyen Trong Dung and colleagues presented an in depth assessment of the APEC
Symposium on Information Privacy Protection in E-Government and E-Commerce.
Participants of the 2-% day symposium included 54 individuals from foreign APEC
Economies and 110 Vietnamese participants. The symposium helped to clarify and explain
the principles contained within the APEC Privacy Framework. It also strengthened
awareness of the importance of data privacy and created a forum to share experiences and
lessons learned from APEC Economies. The Project Coordinator also stated his desire to
utilize the results of the privacy symposium to create a series of privacy “tutorials” focused
on the Vietnamese Economy.

Conclusion: Possible Future Work

The Chair to the subgroup concluded the meeting by summarizing and noting several issues for
future consideration. The first issue was the concept of re-examining the terms of reference for
the subgroup and the possibility of changing the name of the subgroup to more accurately
describe the scope of work performed by the subgroup. Next, Australia noted its desire to
coordinate a future APEC-funded project for 2007 and will be soliciting for volunteers to assist
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with the project. It was also noted that Economies have expressed interest in privacy impact
assessments (P1As) and the potential of sharing PIAs among APEC Economies to further the
understanding and uses of PIAs. All Economies should send materials to the APEC Secretariat
noting whether it is for internal or external distribution. The APEC Secretariat noted the
development of an “APEC Information Management Portal”, which will be a useful tool for
sharing information and collaboration among all Economies.

Finally, the Chair recommended the possibility of designing a “capacity building” workshop on
the margins of SOM Ill meetings taking advantage of the expertise within the subgroup to
assist Economies in various components of the APEC Privacy Framework and to build on the
themes and outcomes of the APEC Symposium on Information Privacy Protection in E-
Government and E-Commerce. Mr. Peter Ferguson was presented with a signed copy of the
APEC Privacy Framework in appreciation of the leadership exhibited by Mr. Ferguson in the
subgroup.

The next meeting of the APEC ECSG Data Privacy Subgroup will be held on the margins of
SOM Il1 and the ECSG 14 meeting in Vietnam.
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Annex B1

13" APEC ELECTRONIC COMMERCE STEERING GROUP MEETING

AGENDA for the Data Privacy Subgroup Meeting

9:00 am -9:15 am

9:15 am - 10:00 am

22 February 2006
09:00 — 12:30; 14:30 — 17:45
Location: Hanoi Melia Hotel
Ha Noi, Viet Nam
Introductory Remarks

Ms. Patricia Sefcik will give introductory remarks.

Ms. Patricia Sefcik, Acting Chair for the ECSG Data Privacy
Subgroup, U.S. Department of Commerce

Assessment of the APEC Symposium on Information
Privacy Protection in E-Government and E-Commerce

Mr. Malcolm Crompton will give his initial thoughts on the outcomes of the “APEC
Symposium on Information Privacy Protection in E-Government and E-

Commerce”.

10:00 am —10:30 am

Mr. Malcolm Crompton, Keynote Speaker for the Symposium
and
Managing Director, Information Integrity Solutions Pty Ltd

International Initiatives to Develop Improved Privacy
Notices

Update by Messrs. Martin Abrams and David Loukidelis

Mr. Martin Abrams

Executive Director

Hunton and Williams Center for Information Policy Leadership
United States

Mr. David Loukidelis
Information and Privacy Commissioner for British Columbia

Office of the Information and Privacy Commissioner for British Columbia,

Canada
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10:30 am - 11:00 am Break

11:00 am —11:30 am Application of the Information Privacy Individual Action
Plan Template

Update by Mr. Jefri Rahaman. Member Economies will
discuss the establishment of a timeline to complete the
Information Privacy Individual Action Plan.

Mr. Jefri Rahaman, Deputy Senior Counsel, Attorney General's
Chamber, Government of Brunei Darussalam. (Tentative)

11:30 am —12:30 pm Cooperative Development of Cross-Border Privacy Rules
The U.S. Delegation will summarize the 2005 work activities on cross-border
rules. Member Economies to explore implementation models and provide
input for future work.

12:30 pm - 2:30 pm Lunch

2:30 pm - 3:45 pm Information Sharing Among Jurisdictions and Cross-
Border Cooperation in Investigation and Enforcement

The Canadian Delegation will discuss current models and possible next steps.
Topics will include an overview of the work by the OECD Working Party on
Information Security and Privacy (WPISP) in this area. Member Economies
will be encouraged to share related experiences on these topics.
3:45 pm —4:15 pm Break
4:15 pm —4:45 pm Briefing on the Privacy Approaches of an APEC Economy

The Korean Delegation will present a case study on their privacy approach and the
domestic implementation of the APEC Privacy Framework.
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4:45 pm —5:15 pm

A Final Discussion and Assessment of the APEC
Symposium on Information Privacy Protection in E-
Government and E-Commerce

Dr. Nguyen Trong Dung, Mr. Malcolm Crompton, Dr. Pham Ngoc Khoi and Dr.
Luong Chi Mai will lead a discussion to assess the outcomes of the “APEC
Symposium on Information Privacy Protection in E-Government and E-

Commerce”.

5:15 pm —5:45 pm

Dr. Nguyen Trong Dung, APEC Project Coordinator and
Research Program Manager, Institute of Information
Technology, Viethamese Academy of science and Technology

Mr. Malcolm Crompton, Keynote Speaker for the Symposium
and
Managing Director, Information Integrity Solutions Pty Ltd

Dr. Pham Ngoc Khoi
Symposium Planning Commission

Dr. Luong Chi Mai
Symposium Planning Commission

Next Steps: Summary of Future Work in the Data Privacy
Subgroup for 2006 as well as goals for upcoming Ministerial
and Leaders’ meeting in November
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SOLUTIONS

APEC Symposium on Information Privacy
Protection in E Government & E Commerce

Hanoi
21 February 2006

INFORMATION
INTEGRITY
SOLUTIONS

The underlying issues & instruments

Privacy » Control » Trust > Risk» Accountability
Law
Technology
Governance

Safety Net

A well behaved
market place

INFORMATION
INTEGRITY
SOLUTIONS

Themes

» eGovernment and eCommerce have much to learn from
each other

— Much more in common than you think
* Integrate economy level policies & frameworks into the

regional framework & from there into the global

framework

— UNCITRAL

— Capacity building

— VERY rapid growth in some Economies;
includes cybercrime

» Respect culture — this is the APEC way

INFORMATION
INTEGRITY
SOLUTIONS

The underlying issues & instruments

» Control » Trust P Risk» Accountability
Law
Technology
Governance

Safety Net

market place

INFORMATION
INTEGRITY
SOLUTIONS

Themes

* Integrate privacy with all initiatives:

Privacy by Design

— Security AND privacy; not Security OR privacy

— Privacy built in, not built on

— Privacy Impact Assessment

— Most technology can support multiple needs in
the organisation

— Prove itt AUDIT

Information Security + Information Privacy =
Information Policy

INFORMATION
INTEGRITY
SOLUTIONS

Themes

» “Art of balance” — control use of information

—Need a framework and method that is also
trustworthy

—Example: access to data for law enforcement
—Focus on harm — BROADLY defined,;
APEC Privacy Principle 1

« Be strategic; plan; simplify regulation and
frameworks; watch out for overlap

» Safeguards and governance structures




INFORMATION
INTEGRITY
SOLUTIONS

Themes

 Create an environment where information can be used to
create value for society AND the individual
—We can all have confidence
— Accountability follows the data, ie no avoiding
obligations — APEC Privacy Principle 9

» Future is here today — PITs or PETs?
—Data mining done well = we have both privacy & value

* No magic bullet — People, Policy, Process AND
Technology
—Build in communication & awareness too

INFORMATION
INTEGRITY
SOLUTIONS

Building a “Secure & Favourable Business
Environment” — APEC 2006 Sub-Theme 3

» Governance & safeguards best practice; remedy
* Privacy Impact Assessments — eGov, eCommerce

— Do some!
— How?
* Regulator cooperation
— Exchange of information
— Support of corporate rules
— Investigation of cross border cases

» Economy partnerships
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Foreword

Experts agree that good privacy begins with effective transparency. Transparency requires
privacy notices that are easy to understand, facilitate comparison, and are actionable.
Privacy notices must also comply with legal requirements that may differ from country to
country, and jurisdiction to jurisdiction. Research on how people learn has shown that for
notices to be easy to read and understand, they must be short, use plain language, and be
presented in a common format. Complete notices tend to be longer and more complex, so
it is impossible to have both sets of requirements in one document. A multilayered notice
is made up of a condensed notice that contains all the key factors in a way that is easy

to understand and is actionable, and a complete notice with all the legal requirements.

A growing number of privacy officials and experts agree that multilayered notices meet

the transparency objective. Corporate and government sponsored research shows that
multilayered notices build both trust and compliance. The work of the European Article 29
Working Party gives us confidence that layering a privacy notice is legally complaint.

The purpose of this ten step guide is to help privacy practitioners in organizations
of all sizes to assess their privacy notices and build effective multilayered notices, if
appropriate.

After several years of testing and development, the international privacy community has
begun to adopt multilayered privacy notices that make it easy for consumers to understand
how their information is used and protected, and to compare companies’ privacy policies.
These new notices also encourage compliance and make it possible for organizations

to use the same privacy notices worldwide. While there are still differences of opinion on
notice content, we are at a point where organizations may feel comfortable using the notices
discussed in this ten step guide to develop an easy to read and compare privacy notice,
compliant with the emerging standard.

The guide begins with background on multilayered notices and a discussion of why you
might like to change or update your notice. It then provides the reader with ten steps that
can be followed by organizations of all sizes when developing multilayered privacy notices.
Finally, the guide provides the reader with resources available on the internet for reference
when developing a multilayered notice.

Background

With the growth of the internet in the 1990s, more and more organizations began publishing
privacy notices. The complexity of the notices began to mirror the increasing complexity of
information practices. Consumers found these notices confusing, and policymakers began
to realize that the notices were failing to give the individual a clear picture of how their
information would be used. Organizations had conflicting goals of creating notices that were
easy to understand, complete, and compliant. By 2003, privacy leaders were beginning

to discuss a concept called layered notices. A layered notice would be a short notice in

a common template format, combined with a longer complete notice. This concept was
endorsed by the 25th International Data Protection Conference, held in Sydney, Australia in
2003.

This basic concept was explored further at a workshop in Berlin in March 2004. The
workshop, attended by data protection commissioners, other government officials, European
consumer leaders and business, led to the Berlin Memorandum. The memorandum called
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for multilayered notices to be made up of as many as three layers. The additional layer
would be a very short notice designed for use on portable digital devices, coupons and other
places where space would be very limited. The Berlin Memorandum was discussed by the
European Union’s Article 29 Working Party, which adopted a common position endorsing
multilayered notices in December 2004.

The Australian Data Protection Commissioner recommended this evolving norm in a 2005
review of the Australian private sector privacy law. The Australian government subsequently
adopted a layered notice on its website. The Ontario Information Commissioner, working
with the Ontario Bar Association, used layered notices as the basis for their new health care
privacy notices. The US Postal Service adopted a multilayered notice in July 2005. The
Data Protection Commissioners of New Zealand and British Columbia became the first Data
Protection Agencies to publish condensed notices in November 2005.

USPS notice

UNITED STATES
POSTAL SERVICE»

Home | Hele | Sianln

Find a ZIP Code / Calculate Postage [ Printa Shipping Label / Schedule a Pickup |/ Locate a Post Office / Track & Confirm

BUSINESS »> HOUSEHOLD >» BUY STAMPS & SHOP 2> ALL PRODUCTS & SERVICES 2> ABOUT USPS & NEWS >

Search

Home = Privacy Notice Highlights

N L
Privacy Poli -

Policy on Cookies & Privacy Notice Highlights

Other Tracking Devices
PeSTeicaleeanTan Privacy Motice Highlights
Information from

Children » Scope

This statement applies to USPS™ customers and
usps.com visitors, unless a separate privacy notice is
prominently displayed.

View the Full Privacy Policy

+ Personal Information
= Wie collect personal information directly frar you and your trangactions with us. We also
occasionally obtain information about you frorm verification services and comrmercial sources,
such as to acquire permission-based marketing lists.

b Uses

=We Use your information to provide you USPS products and services, or respand to your
inguiries.

= Wie do not sell custarer or mailing lists to outside parties, including marketers.

= e protect your information under the Erivacy Act We only share your information in the
following limited sifuations: to a congressional office on your behalf, to financial entities
regarding financial transaction issues; to a USPS auditor; to entities, including law
enforeerment, as reguired by law or in legal proceedings; to customs agencies relating 1o
outgoing intermational mail; to contractors and other entities to fulfill your product or service; or
with your consent

F Your Choices
= WWe only market other USPS productsiservices to you with yvour consent, based on your
marketing preferences.
='You may create or change your preferences by accessing your account on usps.com and
editing your profile.

b Important Information » How to Contact Us
You may access inforrmation we maintain * We welcome you to view our full
about you by contacting the program privacy polic

office for the product/service you ardered,
or by contacting the privacy office at the
addresses provided

* You may contact the privacy
office at privacyi@usns gov or
USPS, Privacy Office, 475
L'Enfant Plaza SW Washington
DC 20260-2200.

Site Map ContactUs Forms GovtServices Jobs |  MNational & Premier Accounts

Copyright & 1999-2006 USPS. Al Rights Reserved. Terms of Use Privacy Policy Mo FEAR Act EED Dats

Postal Inspectors & Inspector Benaral
Freserving the Trust &) Frometing ntearit




The first layered notices began appearing on US business websites in 2003. Companies
began publishing multilayered notices in different languages in 2005. There are now
condensed notices in over forty languages, including Arabic, Chinese, French, German,
Korean, Japanese, Polish, and Russian.

This guide follows the recommendations in the European Union (EU) Article 29 common
position of December 2004, which has gained wide acceptance within and outside the EU.
This structure is as follows.

Layer 1 - The short notice: the very minimum, for example, when space is very limited,
providing only the identity of the data controller, contact details, and the purposes of
processing.

Layer 2 - The condensed notice: covering the basics in less than a page, ideally using
subheadings, and covering Scope; Personal information collected; Uses and sharing;
Choices (including any access options); Important information; How to contact us.

Layer 3 - The full notice.

Why create a multilayered notice?

Privacy notices must be kept current. When updating the notice, organizations should
strongly consider the multilayered approach. Multilayered notices are a big ‘win’ for
organizations, consumers, and regulators.

Companies win because multilayered notices easily build consumer trust. Research
conducted in Hong Kong, Germany, the United Kingdom, and the United States shows that
consumers prefer the template-based condensed notice to longer text-based notices. The
US Postal Service changed its notice when the template-based notice scored highest in a
survey of public trust. Consumers like multilayered notices because they like information that
is clear, graphically appealing, and easy to compare.

Companies also win because regulators in Europe and the Asia Pacific regions have agreed
on the core concepts that need to be covered in short and condensed notices. This results in
a single notice that can be translated into many languages, rather than a notice with different
text for each country. This makes web notices much easier. P&G, MSN, and IBM have all
published their web-based notices in more than 40 different languages.



Example

P&G French notice
%— cliquez ici

our retourner sur frpg.com [ ProctereGamble

Domaine d’action
Cette déclaration s'applique aux sites

PG| | Déclaration de confidentialité de P&G | iemet siplités par ou pou ls compe

de The Procter & Gamble Company et
ses sociétés affiliées et filiales (P&G).

[Procter & Gamble Privacy Notice

Informations personnelles Cliquez
ici pour de pluz amples infarmations

» Mous collectons les informations que vous choisissez de donner, telles que votre adresse e-mail ou postale.

& PMous collectons des informations non personnelles telles gque e type de navigateur, le systéme d'exploitation et les pages Internetvisitées pour nous aider &
geérer nos sites.

« Mous utilisons des cookies et d'autres technologies Internet pour gérer nos programmes e-mail etinternet. Mous n'utilisons pas ces technologies pour
collecter ou conserver des informations personnelles.

e |l estpossible que nous obtenions des informations supplémentaires vous concernant, telles que des informations démographigques, provenant de sources
disponibles dans le commerce.

Utilisations Cliquez
ici pour de pluz amples infarmations

» NMous utilisons vos informations personnelles pour vous fournir les données et échantillons demandés, pour vous apporter une utilisation interactive
personnalisée, et pour nous aider & développer de nouveaux produits et services qui répondent 4 vos besoing.

& MNOus e communiguerons pas vos informations personnelles 4 d'autres sociétés commerciales sauf si nous vous l'avons demandé et sinous avans obtenu
wotre consentement explicite. Sivous ne nous avez pas donné votre consenterment, hous ne communiguerons pas vos informations personnelles.

e Mous utilisons les informations personnelles que vous nous avez fournies uniguerment dans un but conforme & la raison pour laguelle vous nous les avez
fournies.

e Lorsgue nous fournissons, de fagon termporaire, des informations personnelles aux sociétés qui nous prétent leurs services, par exemple pour vous envoyer
des e-mails ou des échantillons, nous demandons & ces sociétés de protéger les informations de la méme fagon que P&G. Ces sociétés de service ne peuvent
utiliser vos informations personnelles dans un but différent de celui pour lequel vous les avez fournies & PEG,

Vos droits et choix cliquez || Comment nous contacter

ici pour de plus amples inform ationzs » Pournous contacter avec une question cliguez ici {pour les adresses

= Yous avez le droit de posséder une copie des informations personnelles que spécifiiques des pays)

wous avez fournies etde les modifier ou les actualiser. QU Bcrivez-nous 4

e Yous pouvez dermander 3 P&G de supprimer tout consentement préalable que P &G Privacy Team

wous auriez donné pour divulguer wvos informations personnelles & d'autres 2 PEG Plaza

sociétés commerciales. Cincinnati, OH 45202 USA

* “ous pouvez demander a P&G de vous supprimer des programmes que vous & Pourlire toute notre Déclaration de confidentialité en ligne cliguegici:
avez souscrits 3 'aide dulien de désinscription figurant dans nas programmes « Motre palitigue générale de confidentialité fournit des informations surla
d'e-mail ou du lign ci-dessous. fagon dont nous protégeons d'autres types d'infarmations personnelles, tel
» Cliguez ici pour sélactionner votre pays et pour étre relié a 'adresse corracte & gue celles des employés ou des candidats. Pour lire notre politique

utilizer paur : obtenirune copie des informations personnelles gue vous avez générale de confidentialité, cliguez ici .

fournies, supprimer votre consentement concemant la divalgation d'infarmations
ou étre supprirmé de nos programrmes.

Informations importantes

e P&Gs'engage & travailler avec les consommateurs pour obtenir une résolution
juste de toute réclamation ou probléme concernant la confidentialité.

e P&Grespecte les lois de protections des données des pays.

e Rous coopérons avec les autorités de protection des données des pays si
elles pensent gqu'un probléme de confidentialité s'est produit.

e La confidentialité de nos sites américaing est cerifiée parle cachet de
confidentialité du Better Business Bureau (Bureau d'éthique cormmerciale)
Online® des Etats-Unis.

Data protection authorities like multilayered notices because they increase public
understanding of privacy and data protection — a clear goal for regulation. Many regulators
also believe that multilayered notices will result in increased compliance with existing notice
requirements.

The bottom line is that all parties win when privacy notices are easy to read and understand.

Creating a multilayered notice

Creating a privacy notice should not be viewed as an intimidating process. Developing a
multilayered notice is no more difficult than a full legally compliant notice. If an organization
has already created a full legally compliant notice, they can skip the first 5 steps below
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and move directly to creating a condensed notice in step 6. Good practice principles would
suggest a legal review before publishing any notice.

The ten steps

Step 1 Determine what your company does with personal data

Catalogue the organization’s collection, use, sharing, protection, and destruction of
information that is about individuals. There are many means of doing this. You could start
with the data and map its flows throughout the organization. You could also begin with the
uses, and determine the data needed to fulfill those uses. An organization must understand
its data flows before creating notices.

What personally identifiable data is collected directly from individuals, from transactions
with individuals, or from third parties?

Where is that information collected?

How is the information used by the organization?

Is it shared with third parties? If so, with whom, and for what purposes?
How long is the information kept? How is it destroyed?

How is the information secured?

What choices does the individual have related to that use, retention, and sharing of
information?

Does the consumer have opportunities to access and make corrections related to the
information, either because of requirements in law or policy in the organization?

The OECD, the US Direct Marketing Association, and many other organizations have
websites, guides, and online tools that may help you develop your full notice.
Step 2 Determine whether your company’s treatment of personal data is legally compliant

Review the laws, regulations, industry codes, contracts, and corporate promises that cover
the collection and use of personally identifiable information to make sure the processes
mapped meet legal expectations.

Is the data or use covered by law or industry codes of conduct?
Is there a contract in place to limit data use?

Is the data limited by consumers’ choices exercised either directly with the organization
or with third parties?

Does the law require special notifications or disclosures to consumers? If so, how must
those notifications or disclosures be addressed?



Step 3 Develop and test an internal privacy policy that reflects how your company
treats personal data

Write an internal information policy to describe the processes. Make sure that the employees
covered by the policy understand it.

The internal policy should match the organization’s culture. Write it in a way that matches
the organization’s identity standards, bearing in mind plain language.

Test the policy with the legal department and other senior stakeholders.

Test with line managers to make sure the internal policy actually reflects corporate
behavior.

Finally, test with employees to make sure they understand the policies. This testing
should be done in a way that actually tests current compliance.

Step 4 Use that internal policy to create the organization’s complete external privacy
policy

Make sure the external policy is consistent with the practices in step 1. This is the long,
complete policy that meets all compliance requirements.

Have you included all the legal requirements in the complete notice? If you are using the
complete notice in many countries, it might have special sections to address particular
national requirements.

Have you included every significant use and sharing? Don’t forget to mention if you use
outside vendors, agents, and processors.

Have you discussed information security? While the condensed notice doesn’t require a
security section, almost all complete notices should.

Step 5 Test and revise the full privacy notice

Test the language and structure of the complete external policy to make sure it is understood
by the target audience.

Is the long notice in language that most individuals would understand? Just because the
notice is long doesn’t mean it should be hard to read. You should not need a university
education to understand the notice. Keep the sentences simple and easy to read.
Consistently use the same words to mean the same thing. This will also help translation.

Test the notice directly with consumers. This testing need not be costly. You can test a notice
on your organization’s website. Once you have tested the notice you should revise it based
on the research, and then retest.

Step 6 Create the condensed notice

Summarize the main elements of the complete policy in the six categories of the condensed
notice. Use language that is easy to understand. If possible, take sentences directly from the
full notice. This will help with consistency. You should compare the condensed and complete



notices to make sure that nothing has been left out of the condensed notice that is important
or would be beyond the reasonable expectations of individuals.

Scope

Who is covered by the notice? The organization collecting the information? A family of
companies? An entire industry? The scope should be defined clearly in as few sentences
as possible. You should avoid long lists of affiliates - that detail should be in the longer
notice.

Example

This statement applies to XYZ company Web Sites Worldwide.

Personal information collected

This section should describe the types of information collected from the individual, from
transactions with the individual, and from third parties about the individual. You should
mention information gained from third parties such as credit bureaus or credit referencing
services used to make decisions about the individual. You should also mention if you use
cookies, if they are linked to personally identifiable information.

Example

Personal information

We collect information you choose to provide during your registration.

We use common internet technologies, such as cookies and beacons, on our websites
and emails.

We sometimes obtain additional information about you from other sources, such as
your demographics and lifestyle information.

For more information about our information collection practices, please click here.

Uses and sharing

This section discusses how the organization uses the information it collects. The organi-
zation should describe its own uses, uses by affiliated parties not listed in the scope, and
non-affiliated sharing. The organization should list its own uses first, followed by affiliates
and then non-affiliated third parties.



There has been a great deal of discussion about whether to mention sharing with
vendors and agents in the condensed notice. Discussions with consumer, business, and
data protection agency privacy leaders have led to a consensus that, in most cases,
sharing with vendors and agents should be covered in the long notice. Any use and shar-
ing that would be beyond the reasonable expectations of individuals, however, should be
highlighted in the condensed notice.

Example

We use personal information to provide you with information and samples you request,
and to help us develop new products and services that meet your needs.

We do not share your personal information with other marketers unless we have asked
for and obtained your explicit consent. If you do not provide your consent, we will not
share your information.

We will use personal information you provide only for purposes consistent with the
reason you provided it.

When we temporarily provide personal information to companies that perform services
for us, such as to send you email or samples, we require those companies to protect
the information in the same manner as XYZ. These service companies cannot use your
personal information for any other purpose than the reason you provided it to XYZ.

Choices

This section would include choices the individual has relating to the information collected
and used. In some instances the choices are consents, while in other instances they are
opt-outs. In many jurisdictions the consumer has the right to request access to informa-
tion and request corrections or deletions. These choices should be in this section.

Example

You may access personal information that we hold about you. You can ask us to cor-
rect any errors or delete the information we have about you.

You may opt-out of any further contact from us.

To protect your privacy and the privacy of others, we may have to verify that you are
who you say you are before we can give you access to, or change, information about
you.




Important information

Every organization has factors unique to its management of personally identifiable infor-
mation. Some organizations have seal programs, while other organizations have special
protections for information. This section is where organizations would place seals and
other important facts. You could also mention special legal requirements in a particular
jurisdiction, or information about where a person can complain.

Example

Important information

BBBOnline reviews and enforces our compliance with this privacy notice. XYZ participates
in the EU/Department of Commerce Safe Harbor Program.

How to contact us
The last section gives the individual information on how to contact the organization for a

complete notice, to ask questions, and to exercise choices. Many organizations give the
individual more than one way to contact the organization.

Example

How to contact us

E-mail: privacy@xyz.com.

By post: XYC, Privacy Office, 475 Morningside Drive, Rochester, NY 12345.

To see our full privacy policy, click here.

Step 7 Harmonize the full and condensed notices together

Now that you have developed the condensed notice it is time to go back and look at the full
notice to see if there are any format changes to make them consistent. In some countries,
many consumers will want to see the full notice. The complete and condensed notice must
work together whether the complete notice will be available from a click-through on-line, or
on request off-line.

Does the complete notice need to be reorganized so that topics are in the same order as
the condensed notice?

On-line, do you want to hyperlink the complete and condensed notice?



________________________________________________________________________________________________________________________________________|
Are there words and phrases that need to be made consistent?

Do the two notices reflect the same organizational identity?

Step 8 Create the short notice

If the organization collects information over a hand-held computer, mobile phone, or with
coupons, you should now develop the short notice for these applications.

The short notice must contain three items of information.
Who is collecting the information?

What is the primary use for the information? You should also include non-primary uses
that would be beyond the reasonable expectations of the consumer.

Can you contact the organization easily for the condensed or complete notice? For
example, maybe through a phone number, e-mail address or a message saying ‘text 123
for more information.’

Step 9 Review and test the multilayered notices

It is important to see whether the target audience understands how the three layers work
together. This may be through consumer research on your website. Finally, you should read
through the notices again to make sure that there is nothing in the complete notice that
would be beyond the reasonable expectations of the consumer, that has been left out of
the condensed notice. In some jurisdictions, this lack of consistency might be perceived as
deliberate deception.

Do the layers work together?
Are there important facts that have been left out of the notice?
Are all the notices consistent? Would the reader be surprised reading the full notice after
reading the condensed notice?
Step 10 Publish your new multilayered notice

Make sure the various layers are published in the correct locations. All employees with
consumer contact must be aware of the notice layers and how to provide a complete notice
when asked.

Have your consumer affairs staff been educated on the various notice layers?
Can they explain your policies to the intended audiences?

Have you placed the various layers where they legally must be placed, as well as where
you want them placed to build trust?
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Resources

For more information and for the documents referenced in this paper, please visit the Center
for Information Policy Leadership at www.informationpolicycenter.com. You will also find
useful information at:

1

Direct Marketing Association Privacy Policy Generators
www.the-dma.org/privacy/privacypolicygenerator.shtml

BBBOnLine
www.bbbonline.org/reliability/privacy/

OECD Privacy Statement Generator
www.oecd.org/sti/privacygenerator

© 2006 The Center for Information Policy Leadership at Hunton & Williams LLP. The content
of this paper is strictly the view of the Center for Information Policy Leadership and does not
represent the opinion of either its individual members or Hunton & Williams LLP. The Center
does not provide legal advice. These materials have been prepared for informational purposes
only and are not legal advice, nor is this information intended to create an attorney-client

or similar relationship. Whether you need legal services and which lawyer you select are
important decisions that should not be based solely upon these materials. Please do not send
us confidential information. Contact: Martin E. Abrams, Executive Director, The Center for
Information Policy Leadership, 1900 K Street, NW, Washington, DC 20006-1109, (202) 955-
1627, mabrams@hunton.com.
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Portfolio of condensed notices

nment of Australia

australia.gov.au

S / \ ¥ Your connection with government
=y n w n

S HA S AL
HOME GOWVERNMEMT IN AUSTRALLA WEBSITES ATOZ PUBLICATIONS MEDIA WEB FEEDS COMTACTS

oV ' INFORMATION FOR I BROWSE BY SUBJECT I OMNLINE SERVICES
Australia

searcb)g

Privacy Notice Highlights

Advanced Search

SCOPE

This staternent applies to the australia.gov.au website only, The website is managed by the Department of
Finance and Administration,

PERSONAL INFORMATION
Australia.gov.au collects personal information that you choose to give us, for example your erail address.

e do not collect identifiable personal information about you if you only browse this website,

USES
We only use your personal information for the purposes for which you gave it to us,

e do not share information about you with other government agencies or other organisations without your
permission unless it

® s necessary to provide you with a service that you have requested;
® s required or authorised by law; or
# will prevent or lessen a serious and imminent threat to sormebody's health.

We analyse non-identifiable web site traffic data to improve our services, Wwe do not use cookies or web bugs,

YOUR CHOICES

ou may gain access to personal information about you that we hold, vou can have us correct any errors or
delete the information we have about you,

rou may opt out of any further contact from us.

To protect your privacy and the privacy of others, we may have to gain evidence of your identity before we
can give you access to information about you or change it.

IMPORTANT INFORMATION
This website is bound by the Information Privacy Principles of the Privacy Act 1988,

e also follow the Guidelines for Federal and ACT Government Websites issued by the Office of the Privacy
Commissioner,

HOW TO CONTACT US
Contact us about any of your privacy concerns or to suggest further improvements to this website,
Alternatively, write to us at:

Manager, australia.gov.au

Australian Government Information Management Office
Departrent of Finance and Administration

John Gorton Building

King Edwards Terrace

Parkes ACT 2600

ALSTRALIA

Faor more information about our privacy practices, see our full privacy staterment,

Privacy | Copyright| Disclaimer| Accessibility | Site Map
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Portfolio of condensed notices

Chase (English)

Horme About Us Careers Contact Us  Find Us  Privacy & Security  Site Ma Log On
CHASE & Individuals [Small  |Advices - L
- Search
. Privacy Policy
Highlights
Related Topics Far mare information, read our Eull Privacy Paolicy.
AEH s ights PERSONAL INFORMATION
3 Privacy Palicy
> ?r\lline Ct{‘-mSl-'I)mi; =WWe get information from your requests for our
nrormation ractices ; : ¥
» Online Security Measures products or serdces. One exarnple is incorme on loan «These statements apply to the Chase and Bank One family
5 Online Security Tips apphcah.ons. : : . of companies owned by JPMargan Chase & Co. and to our
> rour Privacy Choicas =Wye get information about your transactions with us COnSUMmEr customers.
» Protect Your Identity and with others. For example, we have your account
> FAQs balance information.
=WWe get information, such as your credit history, from
Contact Us on credit bureaus.

questions regarding
privacy & security.

=Wy manage information to serve you.
3 Reminder =WWe may share information about you within our family to offer you financial products and services.

Protect the security of =WWe may share infarmation about you with outside companies that wark for us. These may include firms that assist in
your online account. marketing our products.

=WWe may share information about you with outside financial companies to allow you the opportunity to receive additional
products or services.

=WWe may share information about you outside of our family as permitted by law, including our service providers, credit
bureaus and law enforcement.

YOUR PRIVACY CHOICES

=You may tell us not to share information about you with non-financial companies outside of our family of
companies.

=fou may tell us not to share certain infarmation about you within our family of companies.
=To make any of these choices, submit your privacy choices online or contact us at 1-8858-863-86158.

IMPORTANT INFORMATION

= Review helpful information on jdentity theft or how to get help if you become a victim.
=‘iew our online consumer information practices.

=“iew the Privacy & Security FAQs.
= Some states have different privacy provisions.

HOW TO REACH US

= Contact us via email or by calling 1-555-865-8618.
= Submit your privacy choices online.

Faor more information, read our Eull Privacy Paolicy.

This site is directed at persons in the United States only, Persons outside the United States may visit International Banking,

» En Espaniol

Home | JPMargan | JPMargan Chase Terrns % Conditions
@ 2005 JPMargan Chase & Ca,
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MSN (Japanese)

msh.co.jp
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Portfolio of condensed notices

IBM (Slovenia)

Slovenija [zamenjaj]

Pogaji uporabe

Domaca stran Proizvodi Storitve & resitve Podpora & datoteke Moje nastavitve

Zasebnost

IBM-ovi postopki za warovanje zasebnosti na Ta izjava se nana%a na spletna mesta IBM po

IBM- ilnile
ow pravilnik o spletu wsem swetu,

zasebnost

Piskotki (Cookies)

Ma internetu nas lahko obiiéete brez identifikacije ali podajanja osebnih informacij. Ob&asno pa bomo
Sorodne povezave od vas morda zahtevali informacije, na primer: za obdelavo naroéila, za odgovarjanje na vprasanja,
.  TRUST= za zagotavljanje naroénine ali v zvezi z vaSo proZnjo za delovno mesto, Te informacije lahko
dopalniro za izvedbo transakcije ali za nudenje baljgih storitey

+ Za izpolnitew waiih zahtev z nase strani ali strani drugih, ki so vkljuéeni v izpalnitew,

» Za stopanje v stik z vami za ankete o zadovaljstvu strank, za raziskovanje trga ali v povezavi z
daoloéenimi transakcijami.

+ 3 strani IBM-a in izbranih organizacij za namene trienja, ce ste tako uporabo dowolili,
« W nedolaéljivi obliki za analizo {npr. podatki o poteku obiskov spletnih strani).

» Za razwoj nasega poslovneqga odnosa, ée predstavljate IBM-oveqa poslovnega partnerja ali
prodajalca.

+ Ko zbiramo vaZe informacije, nam lahko poveste, da ne Zelite, da so le-te . L.
uporabljene za nadaljnje trienje, in vaie Zelje bomo upostevali, '\-"II?"EISEIHJE'.D EBJ 1z]&%1
- W brskalniku lahke izklopite piskotke, Al ABET v oRray Ay
vagih informacij lahka

posljete na:

prvcy@us.ibm.com ali

1BM je &lan programa TRUSTe (www . truste.ora)., IBM uposteva dolodila Privacy, IBM, 1133
okwirnega sporazuma Safe Harbor med EU in ZDA. Za popravljanje WestchésterJAvenue
nepravilnosti v IBM-ovem zapisu vaiih asebnih informacij se obrnite na vihite Plains. MY 10604
posiljatelja ali IBM na access request@uos.ibrn.com, USa. !

Za celotno IBM-ovao obvestilo si oglejte IBM-ov pravilnik o zasebnosti,

0 IBM fasebnost Stike
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Portfolio of condensed notices

Lenovo (German)

Deutschland [&ndern] Hutzungsbedingungen
lenovo e
Home [[E¥FYkte | Support & Downloads | Mein Profil
Datenschutz
B Umgang mit den Lenovo Ciese Erklarung betrifft die Lenowao Websites
Datenschutz Details Datenschutzbestimmungen im Weh weltweit,
Cookies
4
Im MNormalfall kdnnen Sie unsere Internetseiten aufrufen, ohne irgendwelche Angaben dber Thre
Person zu machen. In Einzelfallen bendtigen wir jedoch Informationen von Ihnen, beispielsweise um
rait Ihnen zu karrespondieren, um einen Auftrag auszufihren, urn ein Abonnement abzuwickeln ader
wenn Sie sich auf eine Stellenausschreibung bewerben, Gegebenenfalls beziehen wir Dritte ein, um
eine Transaktion auszufihren oder umn einen besseren Service anbieten zu kénnen.
» Zum Ausfihren Ihrer Anforderungen durch uns oder durch in die Auftragsabwicklung einbezogene
Diritte.
«Um Sie im Rahmen einer Umfrage zur Kundenzufriedenheit oder fir Marktforschungszwecke oder in
wWerbindung mit einer Transaktion zu kontaktieren.
- Fir Marketingzwecke won Lenovo und ausgewahlten Dritten, wenn Sie zugestimmt haben, dass Ihre
Daten far derartige 2wecke verwendet werden dirfen
- ils anonyrie Informationen zur Analyse (2, B, Click-Strearm-Daten).
» Zum Ausbau der Geschiaftsbeziehungen, wenn Sie ein Lenovo Business Partner oder Lieferant sind.
- wenn wir Daten von Ihnen erfassen, kénnen Sie uns auffordern, diese Fragen zu dieser
Daten nicht fir weitere Marketingkontakte zu verwenden, Diesen Wunsch Erklarung oder zum
werden wir respektieren, Urngang von Lenova
+ Sie kdnnen die Cookies in Ihrem Browser deaktivieren, mit Thren Daten kinnen
an folgende Adresse
geschickt werden:
Privacy, Lenova
Um falsche Angaben im Lenowo Datensatz mit Thren persanlichen Daten zu 1133 Wes_tchester Ave,
kaorrigieren, antworten Sie dern Absender White Plains, NY 10604
Die vollstdndige Lenovo Erklarung finden Sie unter Lenovo privey@us.lenovo.com
Datenschutzbestimmungen
Lenowo in Deutschland Datenschut=z Kontakt
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Annex B4

Information Privacy Individual Action Plan

Explanatory Notes

At the 16™ APEC Ministerial Meeting at Santiago, Chile in November 2004, the
APEC Privacy Framework (“the Framework’) was adopted.

Paragraph 39 within Part 1V, Section A, VI, of the Framework describes a Mechanism
for Reporting Domestic Implementation of the Framework as follows:

39.  Member economies should make known to APEC domestic implementation of
the Framework through the completion of and periodic updates to the
Individual Action Plan (IAP) on Information Privacy.

An IAP will improve transparency of the data protection framework of an economy,
which in effect will enable other economies to be informed of the relevant stage that
an economy has reached. This matches with the overall objective of the Framework,
i.e. to encourage the development of common effective privacy protections and ensure
the free flow of information in the region.

APEC Member Economies should endeavor to give effect to the Framework and
secure privacy protections for individuals by methods that are considered most
suitable to Member Economies, including legislative, administrative, industry self-
regulatory or a combination of these methods.

As stated in paragraph 32 of the Framework, it may be appropriate for individual
economies to determine that different APEC Privacy principles may call for different
means of implementation. Whatever approach is adopted in a particular circumstance,
the overall goal should be to develop compatible approaches in privacy protections in
the APEC region that are respectful of the requirements of individual Member
Economies.

As stated in paragraph 34 of the Framework, discussions with domestic law
enforcement, security, public health, and other agencies are important to identify ways
to strengthen privacy without creating obstacles to national security, public safety,
and other public policy missions.

To further the objectives set out in paragraph 39 and Section B of Part IV of the
Framework, the following template was designed to seek information on:

a. substantive laws and

b. procedural and policy frameworks/ regulatory guidelines.
Substantive laws are laws with respect to protection of the privacy of personal
information and may include the creation of the office of a Data Privacy

Commissioner, Regulatory or Enforcement Authorities, or similar office within the
member economy.
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Procedural, policy, and regulatory frameworks/ guidelines are those that identify and
provide a framework to investigate and take action for any breaches of privacy
protections (including, but not limited to protections established by laws with respect
to the privacy of personal information or by self-regulatory rules).

The template is designed to obtain information on the above and recognizes that in
some cases, Member Economies may adopt different approaches other than
implementing legislative frameworks for protecting the privacy of personal
information.



Please refer to the footnotes at the bottom of the page for information on completing each column. Please do not complete the shaded boxes.

Privacy Protection Scheme Provision® Sanction® Results/
APEC Principle (legislation, rules, codes, Status®

1
/Commentary frameworks, and other)

A Is privacy a constitutionally
protected right in your economy?

B If not, what other available
legislation deals with privacy or
confidentiality of personal
information.

1 I Preventing Harm
(Ref. Para. 14)

Recognizing the interests of the
individual to legitimate
expectations of privacy, personal
information protection should be
designed to prevent the misuse of
such information. Further,
acknowledging the risk that harm
may result from such misuse of
personal information, specific

! Note here the legislation, rule, code, framework or other privacy protection scheme. Where possible please provide the URL for the website where the legislation or
arrangement is available.

2 Insert the full text or summary of the provisions of your privacy protection scheme(s) that correspond to the APEC Privacy Principles identified in the column titled “APEC
Principle/ Commentary”.

® Sanctions should include the nature of the remedies available, the means by which they are obtained, and by whom (for example, government, local law enforcement,
private right of action, etc.).

* Identify areas where the practice and the intent of the principle need further consideration; and identify the status of the economies’ practice, for example enacted,
introduced, draft. If your legislation, rule, code, framework or other privacy protection scheme is at the drafting or proposal stage and has not yet been enacted or
implemented, please indicate here and provide any other useful comments."
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obligations should take account of
such risk, and remedial measures
should be proportionate to the
likelihood and severity of the harm
threatened by the collection, use
and transfer of personal
information.

Il Notice
(Ref. Para. 15-17)

Personal information controllers
should provide clear and easily
accessible statements about their
practices and policies with respect
to personal information that should
include:

a) the fact that personal information
is being collected;

b) the purposes for which personal
information is collected,

c) the types of persons or
organizations to whom personal
information might be disclosed,;

d) the identity and location of the
personal information controller,
including information on how to
contact them about their practices
and handling of personal
information;
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e) the choices and means the
personal information controller
offers individuals for limiting the
use and disclosure of, and for
accessing and correcting, their
personal information.

All reasonably practicable steps
shall be taken to ensure that such
notice is provided either before or
at the time of collection of personal
information. Otherwise, such
notice should be provided as soon
after as is practicable.

It may not be appropriate for
personal information controllers to
provide notice regarding the
collection and use of publicly
available information.

111 Collection Limitation
(Ref. Para. 18)

The collection of personal
information should be limited to
information that is relevant to the
purposes of collection and any such
information should be obtained by
lawful and fair means, and where
appropriate, with notice to, or
consent of, the individual
concerned.

IV Use of Personal Information
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(Ref. Para. 19)

Personal information collected
should be used only to fulfill the
purposes of

collection and other compatible or
related purposes except:

a) with the consent of the individual
whose personal information is
collected;
b) when necessary to provide a
service or product requested by the
individual; or,
c) by the authority of law and other
legal instruments, proclamations
and pronouncements of legal
effect.

V Choice
(Ref. Para. 20)

Where appropriate, individuals
should be provided with clear,
prominent, easily understandable,
accessible and affordable
mechanisms to exercise choice in
relation to the collection, use and
disclosure of their personal
information. It may not be
appropriate for personal
information controllers to provide
these mechanisms when collecting
publicly available information.
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VI Integrity of  Personal
Information
(Ref. Para. 21)

Personal information should be
accurate, complete and kept up-to-
date to the extent necessary for the
purposes of use.

VI Security Safeguards
(Ref. Para. 22)

Personal information controllers
should protect personal information
that they hold with appropriate
safeguards against risks, such as
loss or unauthorized access to
personal information, or
unauthorized destruction, use,
modification or disclosure of
information or other misuses. Such
safeguards should be proportional
to the likelihood and severity of the
harm threatened, the sensitivity of
the information and the context in
which it is held, and should be
subject to periodic review and
reassessment.

V111 Access and Correction
(Ref. Para. 23-25)

Individuals should be able to:

a) obtain from the personal
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information controller confirmation
of whether or not the personal
information controller holds
personal information about them;

b) have communicated to them,
after having provided sufficient
proof of their identity, personal
information about them;

i. within a reasonable time;

ii. at a charge, if any, that is not
EXCesSiVe;

iii. in a reasonable manner;

iv. in a form that is generally
understandable; and,

c) challenge the accuracy of
information relating to them and, if
possible and as appropriate, have
the information rectified,
completed, amended or deleted.

Such access and opportunity for
correction should be provided
except where:

(i) the burden or expense of doing
so would be unreasonable or
disproportionate to the risks to the
individual’s privacy in the case in
guestion;
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(i) the information should not be
disclosed due to legal or security
reasons or to protect confidential
commercial information; or

(iii) the information privacy of
persons other than the individual
would be violated.

If a request under (a) or (b) or a
challenge under (c) is denied, the
individual should be provided with
reasons why and be able to
challenge such denial.

IX Accountability
(Ref. Para. 26)

A personal information controller
should be accountable for
complying with measures that give
effect to the Principles stated
above. When personal information
is to be transferred to another
person or organization, whether
domestically or internationally, the
personal information controller
should obtain the consent of the
individual or exercise due
diligence and take reasonable steps
to ensure that the recipient person
or organization will protect the
information consistently with these
Principles.




Annex B4

C | Network point of contact
arrangements®

® Please provide contact details such as name and/or title, address, telephone and email contacts. This information will not be published but will be made available to
economies.




Annex C
The 5™ APEC Paperless Trading Subgroup Meeting Report

22" February 2006
Hanoi Viet Nam

A total of 9 economies and about 30 colleagues from Viet Nam, Thailand, Singapore,
Mexico, Malaysia, Korea, China, Chinese Taipei and Canada participated in the 5™ Paperless
Trading Subgroup held on 22" February in Ha Noi, Viet Nam. The Subgroup accepted and
adopted the agenda (Annex C1)

The Subgroup began the day with a well prepared report from the PPP Dialogue held on
Monday February 20, 2006 (Annex C2). There was a comment from Mexico on the
preparation of the next PPP Dialogue. Korea replied to cooperate with the host of the next
APEC meetings which is Australia to identify its intention to become the organizer of the
Dialogue. Korea expressed its willingness to cooperate and assist Australia to hold the
Dialogue.

There was a status report of electronic Certificate of Origin pathfinder project by Chinese
Taipei. The Subgroup was informed of progress between Chinese Taipei, Korea and
Singapore on the bilateral exchange of electronic Certificate of Origin. Chinese Taipei also
mentioned of a governmental meeting between Chinese Taipei and Korea that was to take
place after the sessions.

Issues ranging from methodology of recognizing different digital signature between
economies and a possible expansion of the issue to other economies were presented as
questions.

China contributed by presenting three agendas beginning with the progress report of 2"
APEC e-Commerce Business Alliance Forum and Exhibition to be held in Qindao from May
18™ and 19™. China is planning to send out additional information and invitation to ECSG
members soon.

China also suggested e-Commerce expert resource network and e-Trade and Supply Chain
Management Training Program. Details of the resource network and dates for the next
training program are to be provided to the Paperless Trade Subgroup members for deeper
consideration and feedbacks.

Member economy report from Korea was given on its paperless trade facilitation project and
Thailand presented information about its new paperless trade facilitation blue print. Korea
introduced the revision of its ‘e-Trade Facilitation Law’ which is known to be the first of its
kind in APEC region to use the terminology ‘paperless trading’ as the title.

Canada mentioned a current project related to paperless trading, the development of a single
window for data exchange in international trade process. Thailand also mentioned of its e-
Logistics project to innovate trade procedure and enable paperless trading. Thailand
mentioned about its recent presentations in Bangkok with the presence of many service
providers from inland and abroad.
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Next Chinese Taipei reported on the outcomes of the initial APEC paperless trading readiness
assessment report. The chair suggested asking more economies to make contributions by
answering their survey.

On the pending issue of collaboration between ECSG and UN/CEFACT, the group
unanimously resolved to grant guest status to UN/CEFACT to find ways of collaboration.
The subgroup decided to submit its resolution to ECSG Plenary for endorsement.

Regarding the 1AP, Subgroup decided to voluntarily submit Individual Action Plan according
to the revised template approved by Senior Officials and presented to APEC Ministers in
November. The group agreed to submit the information with the revised template by
ECSG14.. There is also a need to encourage ECSG member to submit the information.

Korea presented a proposal for paperless trade standards training program. With the advice of
APEC secretariat, the group decided to review the proposal intersessionally and make a
decision at the next PTSG meeting in September.

The group also had discussion on ways to find a coordination mechanism with the relevant
APEC foras such as SCCP. However a consensus of method and mechanism to achieve this
coordination was not reached and the group decided to ask APEC secretariat to identify the
activities of other fora and provide the group with the agendas of other fora two ore three
before the meeting begins.

The chair asked the group to express their intention to take the chairmanship. Viet Nam
expressed its intention to assume the leadership of the remaining period, which is until the
next February ECSG meeting.

Viet Nam proposed to host a Symposium on Paperless Business Transaction in Nha Trang
during the SOM 111 meeting in September (Annex C3). Viet Nam requested the support of
the Subgroup to support the proposal. The Subgroup decided to submit the proposal to the
ECSG Plenary.

The acting chairman closed the meeting with gracious remarks to the members of Paperless
Trading Subgroup.
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Annex C1
The 5™ APEC Paperless Trading Subgroup Meeting

22 February 2006
Hanoi, Viet Nam

09:00 - 12:30; 14:30 - 17:00

ANNOTATED AGENDA

09:00 - 10:30
l. Introductory Remarks by Acting Chair and Adoption of Agenda

The Acting chair, Dr. Sang-Jin Lee of Korea, will open the meeting with
introductory remarks, followed by the adoption of agenda.

1. Report on the 2™ PPP(Public-Private Partnership on Paperless Trading)
Dialogue

Viet Nam or Korea will report on the result of the 2" PPP Dialogue.
I11.  Progress Report on Pathfinder Projects

a. Current Status on the Electronic SPS Pathfinder

Australia or New Zealand will report on the current status of the Electronic
SPS Pathfinder project.

b. Current Status on the Electronic Certificate of Origin Pathfinder

Chinese Taipei, Singapore or Korea will report on the current status of the
Electronic Certificate of Origin Pathfinder project.

IV.  Progress Report on the 2" APEC E-Commerce Business Alliance Forum
and Exhibition

China will update on the Initiative and introduce activity plan for 2006.
V. APEC E-Commerce Expert Resource Network

China will present on APEC E-Commerce Expert Resource Network.
VI.  APEC E-Trade and Supply Chain Management Training Program

China will report on the progress of the Project.

10:30 — 11:00 Break
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11:00 -12:30

VII.

VIII.

Member Economy Report

Korea will report its progress on such topics as the ‘E-Trade Facilitation
Law’ and Korea’s efforts to expand e-trade

Other member economies are welcome to report on their progress.

Report on Questionnaires for APEC Paperless Trading Readiness
Assessment Survey

Chinese Taipei will report on main outcomes of the APEC Paperless Trading
Readiness Assessment Survey.

Collaboration between ECSG and UN/CEFACT

The Acting chair will lead a discussion on analyzing UN/CEFACT’s proposal
to ECSG on collaboration between two bodies. The Group will determine
whether to encourage UN/CEFACT to request guest status to the ECSG as a
first step of future collaboration.

12:30 — 14:30 Lunch

14:30 - 15:45

X.

Discuss Future directions to fulfill the Paperless Trading

a. Paperless Trading IAP Update

The group will review on the status of the revised PT IAP template and discuss
future action plan after the approval of the revised template.

b. Preliminary report on cost-benefit analysis on APEC’s paperless trading
pathfinder to measure the benefits in quantitative terms

Chinese Taipei will report on the progress of the preliminary report(TBC).
c. Paperless trading training program focused on standards

Korea will present on the Paperless trading training program focused on
standards

15:45 — 16:00 Break
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16:00-17:00
d. Establishment of a coordination mechanism with relevant APEC fora
(such as SCCP) to deal with common issues related to paperless trading
in APEC

The group will discuss on concrete measure for establishing a coordination
mechanism.

XI.  Discussion on the appointment of new leadership for Paperless Trading
Subgroup

The Acting chair will lead a discussion on identifying and appointing new
leadership for the Subgroup.

XII.  Any Other Business

XII1. Conclusion and Closing of the Meeting
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Annex C2

APEC PPP (Public-Private Partnership) Dialogue Report
Monday, 20 Feb 2006
Thang Long Ballroom, Melia Hotel

The second APEC PPP Dialogue was successfully held in the Thang Long Ball room
Monday the 20™ of February with 42 participants from 9 economies: Viet Nam, Indonesia,
Malaysia, Korea, China, Mexico, Thailand, Chinese Taipei and Singapore. Representatives
from the private sector were also present: Microsoft (Hong Kong, China), Dagang Net
Technologies (Malaysia), KTNET (Korea), CrimsoLogic (Singapore) and Trade Van
Information Services Co. (Chinese Taipei).

The Dialogue was jointly chaired by the hosting economy Viet Nam and last year's organizer
Korea.

A total of 8 informative presentations and reports were given before the participating
economies for Dialogue sessions. Four of the agendas were government driven projects, and
the other half were from the private sector.

Viet Nam made two presentations about its four-year e-Commerce strategy and e-Custom
clearance project. Chinese Taipei introduced "Facile Trade Net" or FT Net project that aims
to transmit and receive all the documents connected with customs declaration, permits, and
inspection certifications in electronic format.

Singapore officially declared its initiation of TradeNet project and the public, private
partnership to enable integrated and seamless trade facilitation. Singapore also introduced
other projects in the past that proved to be successful when performed within the scope of
public, private partnership.

This year's PPP Dialogue especially seemed to focus on the private sector's enthusiasm,
synergy effects and possible cross-border cooperation within the economy. The private
sectors proposed technical solutions and legal approach to successfully create and implement
paperless trading environment.

PPP Dialogue introduced presentations from CrimsonLogic of Singapore, KTNET of Korea,
DagangNet of Malaysia, TradeVan of Chinese Taipei and Microsoft based in Hong Kong.

KTNET used the term "Next Generation paperless trading™ to explain its web-based portal
site, Cyber Trade World and the ongoing e-Trade Platform project.

TradeVan introduced its vision and projects on global logistics visibility and other
international trade facilitation activities based on Pan Asian e-Commerce Alliance platform.

DagangNet also revealed its successful years with current users reaching 3,400 and over 1.8
billion transactions made electronically.

The floor made number of questions and comments that were equally informative and
challenging.
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Participants made questions regarding the level of financial commitment and the progress of
each economy's long term, short term plans for facilitating paperless trading.

Many participants requested suggestions concerning the methodology of public and private
partnerships ranging from coordinating bodies, governmental organizations and funding.

Details and minutes of the agendas will be available in the archives of PPP Dialogue in the
APEC's main webpage.
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Annex C3

APEC PROJECT FORMAT
Facesheet
[v"] Project seeking APEC funding [v" ] TILF Special Account
Project number: Date received by Secretariat:

Name of Committee/Working Group:

Title of Project: “Paperless Business Transactions — Matching benefits of public and private sectors”

Proposing APEC Economy: Vietnam

Co-sponsoring APEC Economy (ies):

Project Overseer: Name, Title and Organization

Mrs NGUYEN Thi Thu Huong
Senior Official

E-commerce Department
Ministry of Trade

Postal address:

Tel.: +84-4-826 2552 /1040
21 Ngo Quyen Street Fax: +84-4-826 4696
Trang Tien District Email: thuhuong@mot.gov.vn
Ha Noi
VIETNAM
Financial Total cost of proposal (US$): Amount being sought from APEC Central

Information $108,900 Fund (US$): $87,200

Type of Project: [v"] seminar/symposium [ ] short-term training course [ ] survey or analysis
and research [ ] database/website [ ] others (Please specify)

Project start date: Project end date:

Brief description of Project : its purpose and the principal activities (including when and where):

This project provides a two-day symposium to fortify sharing of technical know-how and experiences
among APEC economies on the paperless trading measures applied on E-commerce. The symposium
will contribute practical lessons and initiatives on the main topics:

e E-commerce & business data interchange

o EDI or paperless business transactions: Suggested review of technology solutions

e Legacy supports: Policies - Law - Regulations and the contribution role of other stakeholders in
these issues: customs, standard and conformance, businesses, etc.

e Case studies in adopting paperless trading

The symposium is proposed to take place in Nha Trang, Viet Nam in the third quarter of 2006 (on the
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fringe of SOM Il1).

Signature of Project Overseers:

(Separate written confirmation acceptable for email submission)

Date:

Signature of Committee Chair/WG Lead Shepherd: (Not applicable to Progress Report and

Evaluation Report)

(Separate written confirmation acceptable for email submission)

Date:
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A.

Project Design

Project Objectives

1)

2)

Describe briefly the objectives and how you will measure your results (in the short and
longer term) to know if your project has been successful. (You must provide detailed
assessment measures in paragraph 22)

The objectives of the symposium are to discuss and to share experiences among APEC
economies on paperless trading transactions applied in E-commerce. Discussions at the
proposed symposium will focus on the following topics:

Paperless Trading Environment: What kind of standards (document format, communication
protocol) should be adopted? How many electronic platforms including e-Trade and e-
Logistics can IT help in economic operations and the government emergency operations
management?

How to make the most use of E-commerce to facilitate trade and investment flows in the Asia
Pacific region as a useful tool to achieve the Bogor goals.

Private sector engagement: How ensure the confidential information in doing business in e-
commerce? How to make its input in buiding the paperless trading environment while trade
administration will necessarily continue to be managed by governmental agencies, the
objectives of APEC paperless trading and broader trade facilitation can be achieved only
through a close partnership with the business community by seeking the public — private
cooperative partner organisation.

Forum for discussing and sharing experiences: What mechanisms are needed to support for
the Multilateral Trading System?

The symposium effort is to provide with technical of know-how and experiences sharing
regarding the three key issues arise from the use of EDI or paperless business transactions:
increased reliance on technology, decreased human involvement and increased risks associated
with the elimination of voluminous paper trails in the information interchange process.

Describe briefly how this project directly responds to the priorities set by APEC Leaders
and Ministers and/or the vision of the host economy.

According to the objectives and timelines of “APEC’s strategies and Actions toward a Cross-
Border Paperless Trading Environment” most member economies will establish a domestic
paperless trading environment and implement pilots for the cross-border electronic transmission
of customs clearance data by 2010. APEC will also establish a comprehensive paperless trading
environment that enables the electronic transmission of trade related information across the
region by 2020.

As to recognize as well the importance of the development of paperless trading environment,
that eliminate paper, reduce costs, make business more efficient, to continued trade and
economic growth in the APEC region towards a dynamic community for substainable
development and prosperity, Ministers endorsed the APEC’s Strategies and Actions toward a
Cross-border Paperless Trading Environment”. The objectives of this project are fit very
well with the above instructions from APEC Ministers.

The project is furthermore prepared in response to the APEC Leaders’ directives, stated in the
APEC Blueprint for Action on Electronic Commerce, to enhance the development and use of
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3)

electronic commerce among APEC economies with a goal of achieving cross-border “Paperless
Trading” where possible by 2005 for developed economies and 2010 by developing economies
by providing a forum that promotes technical cooperation and allows APEC members
economies to work closely and exchange experience towards eliminating the requirements for
paper documents needed for customs and other cross-border trade administration documents
relevant to international sea, air and land transport. Paperless Trading Individual Action Plans
have also been submitted by APEC member economies on a voluntary basis since 2001.

The importance of this issue was stressed in the Shanghai Accord where APEC Leaders agreed
to embrace the New Economy with an aim to achieve 5-percent reduction in transaction costs
through an elimination of red tape across the APEC region by 2006; and to include specific
actions to strengthen APEC commitment to meet the Bogor goals where the importance of trade
facilitation is emphasized as a means to generate trade expansion and liberalization by 2010 for
developed economies and 2020 for developing economies. In fact, an automation of trade-
related procedures was endorsed by APEC Leaders at the APEC Ministerial Meeting held in Los
Cabos in October 2002 to be one of concrete trade facilitation measures that would create
efficiency and effectiveness in business conduct of all sectors and included in the APEC Trade
Facilitation Action Plan since the APEC Ministers Responsible for Trade Meeting in Khon
Kaen in June 2003.

For_applications under the TILF Special Account: How briefly this project contributes to
APEC Trade and Investment Liberalization and Facilitation (e.g. relevance to specific parts
of the Osaka Action Agenda).

This project aims at fulfilling the APEC objectives on Trade and Investment Liberalization and
Facilitation as declared in the Bogor goals by providing a good mechanism for dialogue that
intensifies cooperation among the community of APEC economies in addressing strategy,
guideline, cooperative solutions and recommendations to push forward concrete trade and
investment facilitation. Security crucial to the development of electronic commerce in most
economies especially for SMEs which form a large part of trading communities in many
economies. Security assurance for e-transaction will promote e-commerce and enhance an
environment conducive for trade and investment flows.

The enhancement of e-transaction will help reduce paper-based documents, and promote e-
services interchange in cross-border trade to create efficiencies in the conduct of trade across
the region. Traders will benefit from paperless trading through reduced cost of shipping goods
across borders, lower communications charges, lower paper handling charges, fewer errors
and faster receipt of payments, reduced trade finance charges and lower inventories.
Considerable savings in administering cross-border transactions thus can be accumulated.

The project, while increasing reliance on technology, the safe use of internet transaction and e-
commerce in the APEC region will surely help trade and investment flows flourish and to
expand considerably. It therefore, contributes effectively to the implementation of the OAA as
well as the achievement of the Bogor goals.
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4)

5)

6)

7)

Linkages

Who are the intended beneficiaries in member economies of the project? Highlight the direct
benefits to the institutions / the types of business in member economies that will benefit from
the results of the project and what the direct benefits are.

All APEC member economies will be the beneficiaries of the project, especially developing ones.

The outcome of the project will benefit a significant number of strategic stakeholders in
member economies including policy planners, business enterprises, trainers and practitioners as
well as consumer groups. Government institutions ranging from ministries responsible for
electronic commerce planning and management to educational and training institutions will
benefit from the project. In addition, business in member economies including electronic
commerce solution providers, Internet access service providers, equipment suppliers, financial
service providers, content providers, as well as businesses in various sectors will benefit from
the project.

Describe the deliverables of the project and demonstrate how they will meet the needs of
the targeted beneficiaries.

Additionally to the lessons and experiences for monitoring the effectiveness of E-commerce, the
output of the symposium includes guidelines on establishing the followings:

- National strategic framework of legal and regulatory measures for paperless trading
transactions.

- Effective ways for organizing a paperless trading network within the country and in connection
with outside.

- New technologies that provide tools and mechanisms for paperless trading transactions.

How the participation of the business/private sector and non-governmental institutions
has been sought or will be sought. Illustrate how the business/private sector has been
involved in the planning and delivery of the project and whether any other APEC fora
have been consulted.

In this program, speakers will be sought from various non-governmental institutions and private
sectors. Active participation by business/private sector and non-governmental institutions
including industry experts’ involvement and business showcases has been sought or will be
sought throughout the project.

How this project will add “APEC value” (as to the potential benefits of implementing the
projects) in the context of other work that might have been done elsewhere in the same field.

This project supports APEC existing electronic commerce work programs in expanding and
drawing lessons from collection of case studies to facilitate the uptake of paperless trading and
collaborative e-business by enterprises of any size, government and private/public sector
partnerships.

With regard to APEC leadership, this project yields an approach to move the APEC agenda
forward by strengthening work in all APEC fora including ECSG, TEL WG and the e-APEC
Task Force and increasing the participation of e-commerce-related stakeholders to contribute
toward improving the quality of their policy-making related to an adoption of e-commerce in
their economies.
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8)

An indication of how the project might contribute to related projects or activities in APEC
or elsewhere.

Specifically, this project will contribute to the work programs as outlined in the 1998 APEC
Blueprint for Action on Electronic Commerce, the e-APEC Strategy, and Trade Facilitation
Action Plan taking into account that enhancing capability in electronic commerce among APEC
economies through economic and technical cooperation will enable all APEC economies to reap
the benefits of the New Economy in expanding business opportunities, reducing costs,
increasing efficiency, improving the quality of life and facilitating the greater participation of
small businesses in the global trading system.

Methodology

9)

10)

A concise description of the project’s methodology by components, with its associated
outputs clearly specified. (For a research project this may include the means and timescale
for the collection and analysis of data and how this analysis will be disseminated; for a
capacity building project it may include the preparation of the teaching materials and the
dates of holding the courses and any provision for the compilation of a report; etc).

A two-day international symposium is expected to be held in Viet Nam in the third quarter of
2006 to serve as a forum for lecturers and participants coming from international institutions as
well as the APEC economies to share experiences as well as contribute pratical lessons and
initiatives on Paperless Trading measures. The symposium also helps Public and Private sector
find ways and measures to build up capacity for sustainable developing member economies in
this regard.

Experts from both private and public sectors will be invited to give talks at the symposium.
Participants are coming from government agencies of all APEC member economies.

The symposium will also be a great opportunity for matching benefits of public and private
sectors.

The number of APEC member economies that will participate in this project. Please
indicate the names of member economies participating in each component of the project as
set out in (9).

All APEC member economies are encouraged to actively participate in the symposium work
agenda. They are invited to participate as speakers, experts, consultants, and participants. The
project will provide funding for 2 representatives from each travel eligible economy.

Dissemination of Project Output

11)

A plan for the publication and dissemination of the results of the project, including:

a. The nature of the target audience;
The targeted audiences of the project are government agencies, business sectors, and
non-governmental organizations of APEC members as all as academic representatives.

b. The form and content;

Presentation notes, demonstration materials, presentation materials and related
documents.
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12)

13)

14)

c. Format (e.g. hard copies, floppy discs, internet uploading);
The project output will be provided in a CD-ROM format, hard copy and will be made
available on the Internet.

d. A publicity plan for:
i) Briefing the general or specialist media about key components of the project;
It is recommended that organizations in the member economies of which staff to be
participants to this workshop be the contact point for the media in the respective
economy.

Further more, brief information of the results of this project can be read on the
APEC Web site and all details can be seen on the publication book.

ii) The promotion of sales or other dissemination of the final product; and
The final copy of project results will be sent to all APEC members as well as
participants.

e. A budget for publication and dissemination, to form part of the itemized budget.
See Annex 2

Gender Concerns

Show how the objectives of the project provide benefits for women, where appropriate. APEC
Ministers have indicated (Framework for the Integration of Women in APEC) that benefits
might include: increased involvement of women; taking account of the differences in
women’s and men’s lives (gender analysis); and collection/use of sex-disaggregated data.

The project by strengthening the positive impacts of trade and investment liberalization and
facilitation on APEC economies, this project is expected to benefit a wide cross-section of
APEC economic agents, including women. The project will increase women participation in
APEC activities by invite them as speakers and participants as well as consultants of the
symposium.

Show how the participation of women has been/will be sought. Show how women are
involved in the planning, management, allocation of resources, and implementation of the
project.

Women are involved in the planning and implementation of the project. The participation of
women in the symposium is encouraged through ECSG and participating member economies.

Provide a brief description of the way women will be able to participate equitably in the
development and implementation of the project.

The project overseers ensure that the development and implementation of the project will count
with the participation of women in every stage. Women staff and experts will participate in
coordination work, preparing the program, organizing the venue, participating in the expert
panels, and disseminating the summary of the project among APEC economies.

Furthermore, in order for women to participate in this project, we would like to encourage each

member economy to send one female participant either from policy makers or business people
to the symposium.
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15) Provide a brief description to show that the project will collect and use sex-disaggregated
data (if available) to measure the project’s effects on women.

Sex-disaggregated data will be available regarding the participation of women in the
symposium as speakers and participants.

16) Does the plan for the publication and dissemination of the project’s results include
communication methods that are appropriate for women? Questions that may be relevant
include: Are women one of the target audiences? Does the plan take account of women
with low literacy and women with low access to electronic media? Will the results be
disseminated to women’s organizations?

The published reports of projects will be circulated in the form of hard copies, CD-ROM and
Internet uploading and will be equitably accessible to women.

17) Where appropriate, provide details of the project’s budget that are allocated to activities
that address the specific needs of women.

N/A

18) Provide details of how the project proponent will assess whether he/she has met the gender
criteria for APEC projects and how he/she will measure the impact of the project on
women.

N/A

Budget

19) An itemized budget for the project in the prescribed format. Applications under the
Operational Account should use the format at Annex Al. Applications under the TILF
Special Account should use the format at Annex A2. The budget should illustrate the
assumptions adopted (e.g. unit costs) for the computations.

Annex A2

20) A timetable for the drawdown of APEC funding requested for the project, including
details of any advance payment or installment payment requested and justifications for
such requests.

Date Amount Justification

03-04/09/2006 16,400 Communications, printing and distribution of teaching
materials, photocopying, training room rental, and
equipment rental

01/09/2006 58,800 Airfares, accommodation and per diem of participants,
consultant and secretary’s fee
Immediately after the 12,000 Speaker’s Honorarium, Printing and distribution of
Program final reports

21) Details of any request for waiver or exception from the normal APEC financial rules with
justifications. (Examples are from tendering requirements; for advance payment; for early
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disbursement (for TILF projects to begin before the receipt of the TILF contribution,
normally in June); for government officials to receive funding; for active participants from
travel-eligible economies to receive per diems)

Advance payment for organizer: The organizer, as they lack ability to pay temporary, will
need installment payment to open an account to charge communication expenses, such as
telephone calls, faxes and mails, incurred when planning and organizing the symposium, as
well as expenses for teaching materials, which will be sent to participants in advance, who
registered for the symposium. Advance payment for symposium room rental and equipment
rental is also needed, as the organizers lack ability to pay temporary.

Advance payment for participants: Airfares, accommodation and per diem of participants,
who are mostly from developing economies.

Funding for speakers and participants who are government officials: The project aims at
facilitating Paperless Trading applied in e-commerce. Therefore the participation from
government is very important and contributes to the fruitful outcomes of the project. In addition,
governments of developing economies are lack of money to fund their nominees. The project is
seeking waiver to fund government officials.

Assessment of Project

22) With reference to your objectives stated in paragraph 1, provide detailed criteria
(quantitative and qualitative) for how you will measure your results in the short and long
term to know if your project has been successful. State your current benchmarks for
measurement, your target results from the project for each measurement criterion and the
range of acceptable results both in numerical and percentage terms, where possible.

This project will have direct impact on participants from APEC member economies mentioned
in Paragraph 10. The results will be measured by a questionaire that would seek the direct and
frank response from all participants to the symposium on the useness of each module and also
the overall symposium. Immediately following the symposium, participants will be requested to
fill in an assessment form to get an indication as to whether the program met expectations or
not.

Further, the project success will be measured qualitatively by the extent to which the input from
participants can meaningfully serve as a significant basis for future works on the establishment
of comprehensive cross-border paperless trading and collaborative e-business environment; and
quantitatively by numbers of cooperative work programs and pilot projects that are initiated as a
consequence of the symposium.

35



Annex A2

APEC TILF Special Account
Itemized Budget for Financial Year 2005

(Please tick v7)
This pro'@ct is:

a seminar, symposium or short-term training course

O a survey or analysis and research project
O neither the above but involves the provision of equipment
Iltems APEC Funding Self Financing
(USD) (USD)
Direct Labour No. of Hours Rate
- Speaker’s Honorarium 10 speakers $1300 $9000 $4000
- Translator’s Fees 600 pages $8 per page $4800
- Simultaneous 2p x 2 days $500 $2000
- Short-term clerical and 2days x 2 (one $200 $400 $400
secretarial staff day before the
remuneration symposium)
- Consultant (including 80 hours $80 $6400
Researcher) Fees
- Consultant’s Secretary 50 hours $20 $1000
Cost
Travel
- Per Diem (incl. 10 speakers x 3 | $150 $6000
Accommodation and days
“additional payment”)
- Airfares 30 (10 $1500 $45000
international
(average)

speakers and 20
participants from
10 travel-eligible
economies)
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Iltems APEC Self Financing
Funding (USD)
(USD)

No. of Copies Unit cost
Publication of report 100 $50 $3000 $2000
(including distribution)
Equipment / Materials (pl. | Teaching $80 $4800
describe briefly what is materials(60)
required and why)

PC rental(10) $50 $500

Photocopier $500

rental(1) $500

LDC projector $600

rental(2) $300

. . $3000

Office supplies (for $3000

secretariat and

participants,

including secretariat

room)
Photocopying $1500 $1500
Communications (Phone/ $1500 $1500
Fax/ Mail/ Courier)
Hosting (pl. briefly Conference room $4000 $4000
describe, e.g., conference | with basic audio
room rental) video facilities (2

days for 150

participants)
Gift for speakers $150 x 10 $1500
Local Transportation $2000
Other activities (welcome $5000
party, sight-seeing...)

$87,200 $21,700

Total $108,900
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