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APEC Electronic Commerce Steering Group

14th Meeting, Da Nang, Viet Nam

8 September, 2006

Executive Summary

The APEC Electronic Commerce Steering Group (ECSG) held its 14th meeting and continued its work pursuant to its 2006 working program. In addition, reports were presented on the 6-7 September ECSG Data Privacy Subgroup meeting and the 7 September ECSG Paperless Trading Subgroup meeting.
The ECSG welcomed the outcomes of the APEC Symposium on Paperless Business Transactions – Matching Benefits of Private and Public Sectors, organized and hosted by Viet Nam, under APEC funding.
Member Economies noted progress on the implementation of the APEC Privacy Framework. 12 Economies have submitted their Information Privacy Individual Action Plans (IAP’s).  At the Data Privacy Subgroup, the cooperative development of cross-border privacy rules was further discussed and resulted in the agreement to develop the concept of a “Cross Border Rules Implementation and Operating System (CBRIOS)” through the related study group of the Data Privacy Subgroup.  Information sharing among jurisdictions and cross-border cooperation in investigation and enforcement regarding privacy was also discussed.
The ECSG agreed to submit the information it has produced on SPAM to the TEL WG and establish communication with this group to define its role in the resulting working program to address this issue.
The ECSG noted the ICT enabled growth concept paper that the International Chamber of Commerce presented for information and acknowledged the potential benefits that this approach may have for Member Economies regarding economic growth and competitiveness.
The ECSG welcomed the activities reports presented by guest organizations to the group, including the Global Business Dialogue on Electronic Commerce, the International Chamber of Commerce, the Pan Asian Alliance on E-Commerce and the United Nations/Centre for Trade Facilitation and Electronic Business.
The next meeting of the ECSG (ECSG 15) will be held on the margins of SOM I in Canberra, Australia in January 2007.

Recommendations

Welcome the report of the Electronic Commerce Steering Group.

Acknowledge the successful completion of the Information Privacy Individual Action Plan by 12 economies and encourage other economies to complete and submit their Individual Action Plans.

Note the importance of ICT enabled growth in APEC and direct relevant APEC groups to consult on this proposal with the private sector (via ABAC/ICC) on the development of this work.

Welcome the successful outcomes of the APEC Symposium on Paperless Business Transactions-Matching Benefits of Private and Public Sectors.

Note the approval of the updated APEC Electronic Commerce Business Alliance Terms of Reference.

Support the continuation of the ECSG Data Privacy Subgroup’s “Cross-Border Rules Study Group” and the broadening of its work scope to include other issues related to the international implementation of the APEC Privacy Framework.

14th Meeting, Da Nang, Viet Nam
8 September 2006
The APEC Electronic Commerce Steering Group (ECSG) held its 14th meeting and continued its work pursuant to its 2006 work program. Mr. Jesus Orta (Mexico) chaired the meeting.  The meeting was attended by representatives from 18 economies:  Australia, Canada, Chile, China, Indonesia, Japan, Korea, Malaysia, Mexico, Papua New Guinea, Peru, Philippines, Russian Federation, Singapore, Chinese Taipei, Thailand, United States and Viet Nam. In attendance were also representatives of the Global Business Dialogue on Electronic Commerce (GBDe), the International Chamber of Commerce (ICC), the Pan Asian e-Commerce Alliance (PAA), the United Nations Centre for Trade Facilitation and Electronic Business (UN/CEFACT) and the APEC Secretariat.
Introductory remarks were given by the Chair, together with a proposal of modifications to the original agenda for the meeting.  These modifications included the addition of some items not initially contemplated, as well as sequential rearrangements of agenda items for logistical reasons.  The ECSG accepted all the proposed modifications and adopted the agenda.
Report on APEC Developments

The APEC Secretariat briefed members on issues relevant to the work of the ECSG, including the outcomes of the June 2006 Meeting of Ministers Responsible for Trade, CTI's work on developing model measures for RTA/FTAs chapters, including e-commerce, its work program on the Digital Economy and Strengthening Intellectual Property Rights, the development of Principles of Technology Choice Pathfinder and the proposal on Making Customs Forms Available in English.  The Secretariat also reported on the APEC Reform process, budget and management issues and ECSG intersessional work.

The United States requested clarification from the Secretariat regarding the nature and scope of the SCE and its mandate.  The Secretariat provided further information and agreed to circulate a document including the Terms of Reference to all ECSG delegates.  Malaysia provided detailed information about the CTI proposal Making Customs Available in English.   The ECSG Chair expressed the need to have closer collaboration with the CTI Chair and its sub-fora on issues related to e-commerce, and expressed the willingness of the group to pursue this collaboration.

Implementation of the 2006 ECSG Work Plan

Information Privacy

The Acting Chair of the Data Privacy Sub Group (United States) reported on the results of the Data Privacy Subgroup’s meeting held on 6-7 September. 
The Subgroup discussed the Information Privacy Individual Action Plan (IAP), which was completed by 12 economies.  The Subgroup also discussed the cooperative development of cross-border privacy rules (CBPRs).  Discussion points included the “Cross-Border Rules Implementation and Operating System” (CBRIOS) concept paper that was submitted by the Cross-Border Rules Study Group and several presentations by economies and industry.  Australia and Canada briefed the Subgroup on their proposed APEC-funded projects.  It was also agreed that the “Cross-Border Rules Study Group” should continue its existing work and also broaden its work scope to include other issues related to the international implementation of the APEC Privacy Framework (Canada, Hong Kong China and Singapore agreed at the meeting to join the Cross-Border Rules Study Group).

The Study Group also discussed information sharing among jurisdictions and cross-border cooperation in investigation and enforcement.  To further the dialogue on these topics, Canada gave a presentation on the work of the OECD Working Party on Information Security and Privacy.  Mexico also gave a presentation on their domestic privacy approach, which focused on the development of a domestic trustmark system that will increase online consumer trust.  Administrative issues included discussion on a name-change of the Subgroup to better describe its work; completing the Work Agenda for 2007; and drafting proposed ministerial language for the ECSG Data Privacy Subgroup.

The Subgroup also held a half-day informal technical seminar on information privacy.  The seminar took advantage of the collective expertise and knowledge of the economies represented at the Subgroup to share information on various aspects of information privacy.  Economies and industry delegates gave a number of presentations and participated in small group exercises.   

SPAM

The United States gave an update on the status of the survey on Spam tabled at ECSG9.  Since the last update at the 11th APEC ECSG Data Privacy Subgroup meeting, 12 responses have been received (Australia, Canada, Hong Kong, Japan, Republic of Korea, Malaysia, Mexico, Philippines, Singapore, Chinese Taipei, Thailand, and the United States).
Following up on Telecommunications Ministers and SOM’s instructions for the APEC TEL WG to coordinate work to address the issue of Spam within APEC fora, the ECSG agreed to submit the results of this survey, together with each Member Economies’ response, to serve as input for the TEL WG working program to be implemented to tackle the issue of Spam.  It was also agreed that, while there currently is no active Spam-related item on the ECSG Work Agenda, the ECSG Chair will request from the TEL WG Chair TEL’s working program to address Spam, in order to identify possible areas where the ECSG might have a role or contribution to such working program, considering its expertise.
Paperless Trade

The Chair of the Paperless Trading Subgroup (Viet Nam) reported on the results of the Paperless Trading Subgroup’s meeting held on 7 September.  A total of 15 informative and comprehensive presentations and reports were given with 12 agenda items.
Viet Nam reported on the results of the “APEC Symposium on Paperless Business Transactions – Matching Benefits of Public and Private Sectors” which was successfully held on 5-6 September in Hoi An.  The Symposium was attended by 150 participants from 17 Member Economies.  The Symposium addressed crucial issues regarding the development of a sound paperless trading environment, including: standards and interoperability; technologies; infrastructure; solutions; and processes.
The Subgroup discussed progress on initiatives such as the APEC Electronic Commerce Business Alliance and Korea’s Electronic Letter of Credit.  Updates on on-going pathfinders such as the Electronic Certificate of Origin (ECO Pathfinder) were also discussed, and Member Economies were encouraged to join this pathfinder to enrich its results and develop critical mass for the concept.

The Subgroup interacted with guest organizations with which the ECSG is collaborating in the field of paperless trade.  These include the Global Business Dialogue on Electronic Commerce, the Pan Asian Alliance on Electronic Commerce, and the United Nations/Centre for Trade Facilitation and Electronic Business.  The subgroup agreed to strengthen its collaboration with these organizations and explore the possibility of designing and implementing joint-projects conducive to accomplish the subgroup’s working program goals.

Other Business

The Secretariat presented the draft 2006 Stocktake of Electronic Commerce Activities in APEC.  The ECSG agreed to establish an intersessional process to provide comments and observations to this document and have it ready for submission to the SOM for their approval and further submission for Ministers consideration.  It was also agreed that the ECSG would initiate a consultation process conducive to evaluate a restructuring of the document in order to make it a more user friendly one, considering that the Stocktake is not only a reference for APEC’s work program in the field of electronic commerce, but also a tool for the business sector to take advantage of existing tools and policy instruments that have derived from APEC’s work on this field.

Japan presented a document on “Interpretative Guidelines on Electronic Commerce”, which is used in that country to explain how the relevant laws and regulations are applied and interpreted with respect to various types of legal problems in the field of electronic commerce and to promote facilitation of transactions by enhancing predictability for the parties involved.  The rationale for using such guidelines is that, since most of the existing commercial laws were established before the emergence of new technologies used in electronic commerce, the interpretation of the application of the existing laws concerning electronic commerce are not necessarily clear.  The ECSG concluded that this approach is a good example of a solid one to provide for certainty to the parties involved in electronic commerce, especially when the rapid technological advancement does not provide for the same speed in law amendments.  Japan offered to assist any interested Member Economy in developing such an approach.
Korea addressed the group on the 2006 results of the “Initiative for APEC Women’s Participation in the Digital Economy”.  This project aims to expand informatization and e-business opportunities for current and prospect women entrepreneurs, thus promoting more start-ups, micro-enterprises and SME’s led or owned by women.  The initiative is based on a holistic, systematic and continuous approach and is comprised of four collaborating components that will be carried annually from 2005 to 2009, namely 1) research, 2) capacity building, 3) e-community building, and 4) policy forum.  The projects activities will be conducted through the APEC Women’s e-Biz Center, established in August 2005 and located at Sookmyung Women’s University in Korea.  Results from the 2006 working program include the realization of the Roadmap of e-Business for Women Enterprises in Korea; the APEC Women’s e-Biz Training 2006; the Customized training program for Viet Nam, Philippines, and Indonesia; and the APEC Forum on Digital Economy for Women 2006.
Following up on SOM instructions to the ECSG to discuss with the private sector the concept of ICT enabled growth, the International Chamber of Commerce presented a document for information entitled “A Framework for ICT-Enabled Growth: ICC Status Report”.  The document states that, from a private sector perspective, the key APEC deliverables on this issue would be the development across participating APEC fora of a framework for ICT enabled growth, which would include tools to guide regulatory and policy architects on best practices that would facilitate ICT enabled growth in key sectors as they develop new or revised regulations and/or policy measures in these sectors, which could include health, finance, infrastructure and commerce.  The ECSG noted the document presented by the ICC and agreed to request SOM to take note on the importance of ICT enabled growth in APEC and direct relevant APEC groups to consult on this proposal.  (The document presented by the ICC is attached to this report for reference).

China provided an update on the activities of the APEC Electronic Commerce Business Alliance, including the successful realization of the 2nd APEC ECBA Forum and Exhibition held in Qingdao on 18-19 May.  China also presented the updated terms of reference for the APEC Electronic Business Alliance seeking ECSG approval.  It was noted that at the 13th APEC Ministerial Meeting, Ministers ratified the establishment of the APEC E-Commerce Business Alliance.  The ECSG approved the updated terms of reference presented by China and agreed to submit them to SOM for their approval. 
China, Australia, and Canada briefed the ECSG on the nature and scope of the three projects that SOM approved for BMC consideration of APEC funding.  The Secretariat mentioned that some observations need to be attended by the proponent Economies in order to comply with APEC guidelines and procedures on the approval of fund granting.  The ECSG noted that the three projects have a significant potential contribution to advance further on the goals set by the group’s working program for the medium term.
The ECSG received update reports from the four guest organizations that collaborate with the group, namely, the Global Business Dialogue on Electronic Commerce, the International Chamber of Commerce, the Pan-Asian Alliance on Electronic Commerce, and United Nations Centre for Trade Facilitation and Electronic Business.  The ECSG commended all these organizations for their proactive and decisive contribution to the development of e-commerce in the region and encouraged them to continue collaborating with the ECSG in its working program.

The Secretariat presented to the ECSG an update on the APEC Information Management Portal (AIMP) and how this resource could enhance the collaborative work of the ECSG.  The Secretariat noted that some of the sections of the AIMP are ready for use and invited the ECSG to take advantage of them.  The group agreed to use this tool to conduct its intersessional activities, deposit and revise working documents, and as the preferred communication channel for the group.  To begin using the portal, the Secretariat will provide delegates with username and passwords, and the ECSG Chair will propose guidelines for the use of this tool.
Following up on the SOM Chair communication to Lead Shepherds of APEC fora, the ECSG discussed contributions to the AELM and AMM statements.  Both the Data Privacy Subgroup as well as the Paperless Trading Subgroup presented text proposals for the AMM for the group’s consideration.  The ECSG agreed to undertake an intersessional consultation process to come up with a final draft to be presented to the SOM for their consideration and eventual inclusion in the AMM, as well as the AELM.
Finally, the ECSG discussed its Working Program for 2007, as well as the renewal of its mandate at SOM I in 2007.  It was agreed that the approved Data Privacy Subgroup Working Program for 2007, as well as the proposed one from the Paperless Trading Subgroup will serve as a baseline for the ECSG’s Working Program.  The ECSG Chair will conduct an intersessional consultation with the group regarding the ECSG’s existing mandate and present a revised mandate at SOM I in 2007.  

Next Meeting

ECSG 15 will be held on January 2007 on the margins of SOM I in Canberra, Australia.

 Annex list

A. Data Privacy Subgroup Report
B. Paperless Trading Subgroup report

C. A Framework for ICT-Enabled Growth: ICC Status Report
Report on the Meeting of the APEC ECSG Data Privacy Subgroup

6-7 September 2006

Da Nang, Viet Nam

The APEC ECSG Data Privacy Subgroup (“subgroup”) met on September 6 - 7, 2006 in Da Nang, Viet Nam.  The following member economies and organizations were represented at the meeting: Australia; Brunei; Canada; China; Chinese Taipei; Japan; Korea; Malaysia; Mexico; Russia; Singapore; Thailand; United States; Vietnam, the International Chamber of Commerce (ICC), and the Global Business Dialogue on Electronic Commerce (GBDe).  Ms. Patricia Sefcik of the United States chaired the meeting.  
Ms. Sefcik provided welcoming remarks and reviewed the agenda for the Data Privacy Subgroup (DPS) meeting. Ms. Sefcik noted that the agenda for the Data Privacy Subgroup (DPS) is designed to follow the format of the APEC Privacy Framework as an aid to the discussions of the DPS.  Brunei informed the Chair that they were not able to give a previously scheduled presentation analyzing the completed Information Privacy IAPs.  The Chair also noted that not all economies have received their allotment of the published version of the APEC Privacy Framework (Framework).  The APEC Secretariat commented that only those economies that have provided a point of contact have received their allotment of Frameworks and recommended that those economies that are interested in receiving an allotment of Frameworks submit a point of contact to the APEC Secretariat.  To date, ten economies have provided points of contact and have been shipped copies of the Framework.  

Information Privacy Individual Action plans (IAPs)
The Chair noted that the IAP is part of the domestic implementation of the Framework and that the executive summary of the submitted IAPs is not available at this time due to unforeseen circumstances.  It was also noted that 12 economies have submitted completed IAPs:  Australia, Canada, Chinese Taipei, Hong Kong, Japan, Malaysia, Mexico, Peru, Philippines, Singapore, Thailand, and the United States.  The Chair urged other economies to submit completed IAPs and noted that she would also make this request during the ECSG plenary meeting.  Next steps will be to work with Brunei to prepare an analysis and executive summary of the IAPs that have been submitted.  It was noted by the Chair and Brunei that an initial analysis and executive summary would be completed in 30 days and posted to the ECSG’s “APEC Information Management Portal” (AIMP) and that a document proposing next steps in preparation for SOM I in Australia will also be prepared.  It was noted that posting the executive summary to the ECSG AIMP would facilitate the commenting process.  Economies also noted that a contact list, based on the completed IAPs, could be created to facilitate communication and information sharing between the economies, including any oversight bodies.  It was noted that the usefulness of allowing economies to update their completed IAPs before the documents are posted to the public part of the APEC ECSG website.

Cooperative Development of Cross-Border Privacy Rules (CBPRs)
The Chair noted that the DPS agreed to create a “Cross-Border Rules Study Group” (Study Group) at the DPS meeting in February 2006.  The Study Group members are Australia, Korea, Mexico, the United States, and the International Chamber of Commerce (ICC).  The economies of Canada; Hong Kong, China; and Singapore volunteered to join the Study Group.  An update was provided on the work done by the Study Group intersessionally between SOM I and SOM III to facilitate the transition from past theoretical discussions on the development of CBPRs to future actionable items.  Specifically, the Study Group its Room Document for discussion purposes, the paper was titled “Cross-Border Rules Implementation and Operating System” (CBRIOS).  

The Chair noted that the goal of the CBRIOS paper is to start the process of organizing the various concepts that the DPS has addressed in the past into an orderly system for use by all stakeholders.  By packaging the collective work output of the DPS into a single document, the CBRIOS paper will facilitate the transition from theory to practicable applications.  The Chair concluded the review of the CBRIOS paper by noting the goal of a Pathfinder in 2007.  The members of the Study Group that were present at the DPS meeting (Australia, Mexico, the United States, and the International Chamber of Commerce) individually reviewed their intersessional work in 2006.  The present Study Group members individually expressed the usefulness of the Study Group and noted their willingness to continue to participate in the Study Group.  It was further noted that there is not a single approach to a Pathfinder because each economy approaches privacy in a different manner.  It was noted that the Study Group’s work is relevant to the Pathfinder so the DPS should consider increasing the number of economies participating in the Study Group.  

Malaysia noted that they see the Study Group’s work as an opportunity for other economies to learn more about mechanisms to recognize or approve the use of CBPRs.  The Chair noted that participation in the development of CBPRs is a voluntary process.  The Chair welcomed the additional participation by Canada, Hong Kong, and Singapore.  The Study Group will continue to meet intersessionally with a broader agenda.

To build upon the discourse on CBPRs, Singapore and the International Chamber of Commerce (ICC) made presentations to the DPS.  The ICC presented a document titled “Preliminary Industry APEC Cross-Border Data Transfer Rules Framework”.  The ICC noted that their framework is not a model code, but instead guidance for businesses on how to implement the Framework and assure accountability in cross-border data transfers.  The ICC further noted that their framework addresses only those APEC privacy principles that are relevant to cross-border data transfers.  The ICC requested comments from the economies represented in the DPS.  The Chair noted that the ICC’s framework is one of many tools available to facilitate the development of CBPRs.  In addition to the ICC presentation, Singapore gave a presentation on trustmark organizations and their role in implementing the Framework.  The Chair noted that both presentations will be available on the ECSG website.

To build upon the themes in the presentation by Singapore, the GBDe noted their “consumer trust” workshop on the “Global Trustmark Alliance”, which is scheduled for 8-9 of November in Chinese Taipei.  

Administrative Issues for the Data Privacy Subgroup
The Chair noted a project proposal by Russia.  After the DPS reviewed the project proposal, it was determined that the project is more appropriate for the Paperless Trade Subgroup (PTS).  The Chair recommended that the Russian project proposal be referred to the PTS.  

The Chair also led a discussion on the renewal of the DPS mandate, which will be determined at the January 2007 APEC ECSG meeting.  The Chair noted the issue of potentially changing the name of the DPS to more accurately describe the work of the DPS, which was initially raised at the DPS meeting in February 2006. The Chair further noted that the goal of today’s discussion was to have an open dialogue on potential names and prepare for further intersessional deliberations by the DPS for the purpose of developing possible names for discussion at the January 2007 DPS meeting.  Some of the suggested names are:  Personal Information Policy Subgroup, Information Privacy Subgroup, and Personal Information Protection Subgroup in Commerce.  The chair will create a timeline to facilitate the intersessional discussion of the DPS’s potential name change.  Several economies noted that any potential name should be linked to the language of the Framework.  It was that caution should be exercised against a name that too narrowly defines the scope of work of the DPS.

Briefing on APEC-Funded Project Proposals
Australia provided a briefing on their project proposal, which will consist of two seminars scheduled on the margins of the SOM I and SOM III DPS meetings in Australia.  The first seminar will focus on identifying issues raised by CBPRs and bringing together stakeholders to further develop the work that has occurred in 2006 and how all of these items can be translated into the development of actionable next steps.  The second seminar will focus on the issues faced by regulators in recognizing CBPRs as well as other mechanisms that can be used for cross-border cooperation and enforcement.  Australia also noted their interest in consulting with the Cross-Border Rules Study Group during the planning process for the seminars.

Canada provided a briefing on their project proposal, which will consist of a single seminar scheduled for 22-23 September, 2007 in Canada.  The goal of the seminar is to build upon the conclusions of the Australia seminars and offer economies an opportunity for dialogue with OECD and other fora, which will be held during the same period of time in Canada. The GBDe noted that non-APEC members of the GBDe may be interested in attending the seminar.  The APEC Secretariat clarified the process for the participation of non-APEC organizations in APEC-funded events.  The Study Group will consult with Australia and Canada on the development of agendas for their projects.

Information Sharing among Jurisdictions and Cross-Border Cooperation in Investigation and Enforcement
Canada gave an overview of the work by the OECD Working Party on Information Security and Privacy (WPISP) in the area of information sharing and cross-border cooperation in investigation and enforcement.  The OECD WPISP created a subgroup to examine the issue of cross-border cooperation in investigation and enforcement.  The first step, which has recently been completed, was information gathering through the use of a survey of OECD WPISP members on information sharing.  The second stage will focus on possible tools for cross-border investigation and enforcement including notification of cross-border issues, a form to request investigation assistance, among other issues.  Canada noted that APEC and OECD are essentially at the same stages of information gathering regarding cross-border enforcement and investigation, and it is worth considering cooperation with OECD on these issues.  

The Chair noted the need to create a calendar of privacy events so that economies will be aware of upcoming events, the creation of a contact list of economies for information sharing, the circulation of the previously released “APEC Consumer Protection Guidelines” paper to the DPS, and considering future cooperation with the OECD on a project.

It was noted that an economy’s domestic privacy laws might prohibit or impede information sharing with other economies and for economies that are drafting privacy legislation; this is a point that should be considered.  It was further noted that there are different levels of information sharing, and that the goal should be information sharing that can assist in determing the correct official to contact domestically and internationally—not necessarily the sharing of details of specific cases.  

As an example of a formalized mechanism for information sharing by two economies, Australia gave an overview of a newly-signed memorandum of understanding between the Privacy Commissioners offices of Australia and New Zealand.  Australia also noted that the Asia Pacific Privacy Authorities, which consists of Australia, New Zealand, Hong Kong, and Korea will meet in June 2007 in conjunction with Australia’s proposed seminar and the meeting of the DPS.

The United States also gave an example of information sharing within APEC, through the Business Mobility Group (BMG).  The BMG is creating a model MOU that will facilitate the sharing of information on stolen and lost passports.  The United States noted that the MOU follows the guidelines of the Framework.

APEC Information Management Portal (AIMP) 
The APEC Secretariat gave a presentation on the newly created “APEC Information Management Portal” (AIMP) for the DPS.  The AIMP is an online collaboration tool that will facilitate intersessional discussions between economies.  The Chair noted the usefulness of the AIMP for collaboration and its timesaving ability since it will be a central repository of documents.  

Briefing on the Privacy Approaches of an APEC economy
Mexico gave a presentation on their domestic privacy approach that focused on their work to develop a trustmark organization within Mexico, the status of privacy legislation, and their consumer protection system.  Mexico is working with the Mexican Internet association and the Office of the Federal Attorney for Consumer Protection government agencies to develop a trustmark system, which will increase online trust for consumers and promote e-commerce.  The Ministry of the Economy for Mexico will seek support from the Telecommunications Authority for the trustmark project.  The Ministry of the Economy will provide funding for the project.  Additionally, the Ministry will sign an agreement to support the trustmark project.  In 2007, the Ministry will consider additional funding and the expansion of the project to include Internet safety for children, possible free trade agreement considerations, among other issues.  Mexico also noted that they are translating the Framework into Spanish and will present the translated Framework to the APEC Secretariat intersessionally.

There is a division within the Congress of Mexico on the approach of Mexican data privacy, a more heavily regulated approach versus less regulation.  A new Congress has recently been elected and the Ministry of the Economy through official means will work with the legislators to offer guidance as the Congress addresses data privacy legislation.  

Mexico then gave an overview of the Office of Consumer Protection in Mexico (PROFECO).  As the number of Internet users in Mexico increase, information privacy is becoming more important issue for the Office of Consumer Protection in Mexico.  Mexico has had a federal law on consumer protection that includes some principles for protecting consumers when making purchases through the Internet since 2000, which is based on OECD guidelines on consumer protection. Mexico noted their work with other economies’ consumer protection agencies to increase their knowledge on information privacy and other e-commerce consumer protection issues.

Day Two
The Chair opened day two with a review of day one’s activities and an overview of day two’s agenda.  The Chair noted that the United States will work with Brunei on a summary of the completed Information Privacy IAPs using the AIMP collaboration tool and that an email reminder will be sent to all economies urging the completion of the IAP.  It was further noted that the term “rules” is the terminology of the Framework, but as the DPS moves forward there is flexibility in the use of this term.  It was also noted that Hong Kong, Singapore, and Canada volunteered to join the Cross-Border Rules Study Group and that the ICC would like feedback on their draft framework document for industry within the next 30-45 days. 

The Chair also noted day one’s discussion on a possible name change for the DPS and that a document will be sent out intersessionally to the members of the DPS.  The Chair further noted Australia is seeking comments on the agenda for the first seminar in their APEC-funded project proposal, which is tentatively scheduled for January 2006 on the margins of the 15th ECSG and related meetings in Australia.  

A Comparison of the APEC Privacy Framework and a framework created by industry
The United States gave an industry presentation comparing a private sector framework, the “Generally Accepted Privacy Principles” (GAPP), to the APEC Privacy Framework.  GAPP maps favorably to a number of privacy systems including the Framework and that as a self-regulatory tool, the GAPP is part of the public domain and free of charge.  

It was noted by the ICC that there are a variety of methodologies for business to approach information privacy and that a business’s approach will be dependent upon a number of factors.  The ICC also highlighted the issue faced by smaller businesses that do not have the resources to understand compliance issues and that there are a variety of tools that can assist all businesses create the right privacy system within their businesses.

Several economies noted that, from the regulators’ standpoint, there are a number of tools that can be used by businesses, but ultimately a business needs to be aware of the laws and regulations governing their use of personal information.  It was also noted that privacy regulators have a two-part job as a regulator and educator for consumers and businesses.  The dual nature of privacy regulators is a balancing act between their two roles.

Next Steps for the Data Privacy Subgroup
The Chair led a discussion on drafting and receiving approval of the DPS’s 2007 work agenda.  The Chair noted the importance of the DPS working collectively to draft language for the 2006 Ministers’ Statement and tabled draft ministerial language for the group’s consideration.  After much discussion, there was “informal” agreement on the first three paragraphs of the statement whereas the fourth paragraph will be completed intersessionally.

Informal Technical Seminar for the Data Privacy Subgroup
The “Informal Technical Seminar on Information Privacy” (Seminar) was an opportunity for the DPS to take advantage of the collective expertise represented by the economies to conduct information sharing and further the discussion of information privacy within APEC.  A series of presentations were given by various economies along with an open dialogue between economies of privacy issues.  The Chair noted that all of the documents distributed during the presentations are available on the ECSG website.  

Report on the 6th APEC Paperless Trading Subgroup Meeting

7 September 2006

Da Nang, Viet Nam

09:00 - 12:30; 14:30 - 17:00

The 6th APEC Paperless Trading Subgroup Meeting was successfully held in Furama Resort, Da Nang on the 7th of September, 2006.  The meeting was attended by 37 representatives from  16 member economies:  Canada, China, Indonesia, Korea, Malaysia, Mexico, Papua New Guinea, Peru, Singapore, the Philippines, Chinese Taipei, Thailand and Viet Nam.  In attendance were also representatives of GBDe, PAA and UN/CEFACT.
The meeting was chaired by Mr. Tran Thanh Hai, from Viet Nam, the host economy, in one full day. A total of 15 informative and comprehensive presentations and reports were given with 12 agenda items.
After the introductory remarks by Mr. Chair, the agenda was adopted.  
Viet Nam reported the result of the APEC Symposium on Paperless Business Transactions -Matching Benefits of Public and Private Sectors with very good feedbacks received from evaluation forms completed by attendees. The participants of the Symposium were 150 people, including 22 % female from 17 economies.
Chinese Taipei presented the updated status of the Electronic Certificate of Origin Pathfinder project which is running well in the bilateral project with Korea. The project of the Electronic Certificate of Origin has been the driving force for the B2B transactions and the Subgroup encouraged other members to join the group which is a secure exchange network with the minimum criteria to participate.
China then reported the result of the 2nd APEC E-Commerce Business Alliance Forum in May in China and submitted the updated Terms of Reference of the APEC E-Commerce Business Alliance for consideration of the Subgroup.  The PTS approved the updated terms of reference and agreed to recommend the ECSG to approve and request SOM’s approval. China also highlighted the progress of the APEC E-Trade and Supply Chain Management Training Program to be held in Beijing in October 2006, and encouraged participants from APEC member economies to register for this training.
Korea presented the Initiative for an APEC Training Program on Global Standards of e-Business which is taken 2 years for preparation and to be implemented in 2008 for two years. The Subgroup supported the proposal and requested Korea to complete APEC project submission procedures before it can be submitted for consideration in the next ECSG meeting.
China informed about the initiative for International Forum on Green Manufacturing of Electronic Information Products in October 2006 but the Subgroup was wondering about its relevance under APEC ECSG realm.
The meeting also got an additional presentation from Korea of the progress of electronic Letter of Credit which is necessary in the paperless transactions. 
In addition, representatives from guest organizations informed about their activities. GBDe, PAA and UN/CEFACT, provided useful information regarding their organizations and activities, particularly on paperless trading collaboration with APEC members since the last PTS meeting in February. Viet Nam as the representative of ECSG in the Symposium on Single Window Standards and Interoperability organized by UN/CEFACT in May reported the outcomes and recommendations of the conference. Thailand, who will be the host of the 25th AFACT meeting in 2007, reported the plan to hold the meeting, briefly introduced AFACT and welcomed all participants to the event.
The Subgroup discussed about proposed language for the 2006 APEC Ministerial Statements and agreed to work intersessionally for the final draft of the proposal.

A Framework For ICT-Enabled Growth: ICC Status Report

At the February 2006 E-Commerce Steering Group (ECSG) Meeting in Ha Noi, Vietnam, the ECSG agreed to explore work with the private sector to develop an approach to facilitate the application of the concept of ICT-enabled growth in APEC economies – a concept in which ICT is used as a facilitator of growth and productivity in key sectors, and not as an end in and of itself.  

The SOM Chair’s report of SOM I observed that: “the US noted the new private sector-led initiative to develop work on ICT – enabled growth – a cross-sectoral initiative that seeks to improve the regulatory, policy and legal environment and processes to enable utilization of ICT to maximize economic opportunities and growth and enhance participation, including for SMEs…”

Since SOM I, representatives of the private sector have been consulting with regional and sub-regional business groups, including the APEC Business Advisory Council’s Technical Working Group (TWG) on ways to develop this initiative to stimulate growth and productivity in APEC economies. Initial concepts were discussed with ABAC and subsequently presented by the private sector to the May 31-June 1 MRT Business Symposium. 

At the May 2006 ABAC meeting, the ABAC endorsed an ICT-enabled growth agenda and agreed to work with APEC on developing a regulatory “tool-kit” that would enable economies to capture the benefits of ICT-enabled growth as embodied in the five “I’s” Innovation, Infrastructure, Investment, Intellectual Capital and Information Flows. APEC Trade Ministers, in their statement in June 2006 in Ho Chi Minh City also recognized the importance of innovation and technology in driving growth in a range of sectors.

The key APEC deliverables from a private sector perspective would be the development across participating APEC fora of a framework for ICT-enabled growth, which would include tools to guide regulatory and policy architects on best practices that would facilitate ICT-enabled growth in key sectors as they develop new or revised regulations and/or policy measures in these sectors.  Key sectors could include health, finance, infrastructure and commerce. 

The private sector proposes that the APEC work with private sector experts and relevant APEC groups to first develop a set of guiding principles for capturing the 5 “I’s”, followed by a set of process templates and sectoral checklists with cross references to APEC Guidance documents, case studies and other appropriate, established best practices.  

Proposal

ECSG to request SOM to take note of importance of ICT enabled growth in APEC and direct relevant APEC groups to consult on this proposal.

The relevant APEC groups may include: the Health Task Force, the Telecommunications Working Group, the Transportation Working Group, the SCSC, SCCP, the SME Working Group, the Life Sciences Innovation Forum, the Investment Experts Group, and, the Economic Committee.  APEC should also recognize the continued importance of consultations with the private sector (via ABAC/ and ICC) on the development of this work.
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