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Counter – Terrorism Task Force Chair’s Summary Report 

Executive Summary

The 13th meeting of the APEC Counter Terrorism Task Force (CTTF) was held in Adelaide, on 20th and 21st of April 2007.

The Chair reported on the intersessional work undertaken since the last CTTF meeting, particularly on his exchange of letters with heads of the UN Counter Terrorism Committee, G-8 Counter Terrorism Action Group and the ADB.  The Chair also informed the meeting of his participation in the Seventh Regular Session of the OAS Inter American Committee Against Terrorism (CICTE) held in Panama, and of his meeting with the Chair of CTAG, Ambassador Busso Von Alvensleben. The Chair and Ambassador Alvensleben discussed methods to enhance cooperation between the CTTF and CTAG, and Ambassador von Alvensleben stated that he would convey the suggestions and views of CTAG to the Chair before CTTF’s next meeting. The Chair also submitted letters to the TFEP co-Chairs regarding the maintenance and update of the new APEC Emergency/Rapid Response POC Network Template. 

APEC member economies reported the activities they were undertaking to implement the Leaders’ and Ministers’ Statements. Ten economies updated their Counter Terrorism Action Plans (CTAPs), and suggestions on improving the CTAP process were discussed and agreed to.
Singapore reported on the APEC Trade Recovery Program and its Study Group meetings, which received broad support from APEC economies. The Study Group will submit its final report to next CTTF meeting. 
Australia presented a briefing on the Regional Movement Alert system (RMAS), and stressed the importance of having more APEC economies participate.
There was also a discussion on the POC Emergency Response Template. Members concluded that there was to be further cooperation between the CTTF and the TFEP, and the Secretariat was tasked with identifying the most efficient IT means to maintain the template up to date.

The Chair of the Transportation Working (TPTWG), Mr. John Doherty, briefed members on their recent work conducted during the last Transportation Ministerial Meeting.

Five new Initiatives were presented to the CTTF: Counter-Terrorism Protection of Critical Energy Infrastructure, Technical Workshop on the Protection of Domestic Surface Transportation, Effective Public Private Partnership in Counter-Terrorism, and Technical Workshop on Protecting Cyberspace from Terrorist Attacks. 

Australia briefed members on the upcoming STAR V Conference, which was to be held in Sydney at the end of June. Peru gave insights on STAR VI for 2008. In addition, briefings on Other Matters were also presented by Indonesia, the USA, the Philippines, and Japan.

Decision points to SOM:

1. To endorse the Report;
2. To endorse the Work Plan 2007/SOM2/009arev1.       
Counter-Terrorism Task Force

Chair’s Summary Report

Adelaide Convention Centre, Adelaide, Australia

The 13th meeting of the APEC Counter-Terrorism Task Force (CTTF) was held in Adelaide, Australia on 21-22 April 2007. Fifty-four participants from 20 member economies and the APEC Secretariat attended. Mr. John Doherty, Lead Shepherd of the Transportation Working Group (TPTWG) reported on TPTWG’s work on transportation security. 
CTTF Chair Ambassador Park Sang-Ki of Korea presided over the meeting.

I. 
Chair’s Opening Remarks

Ambassador Park opened the meeting by drawing member’s attention to the issue of protection of critical infrastructure (PCI). He noted that an economy’s critical infrastructure is an attractive target for terrorist attacks and given the interdependency within these systems and networks, an attack on a single node of a critical infrastructure has an impact far beyond the direct target. PCI was the main topic of discussion at the OAS Inter-American Committee against Terrorism (CICTE) which Ambassador Park attended 28 Feb-1 March. During his presentation at the OAS meeting Ambassador Park outlined APEC’s activities in this area; including STAR, Total Supply Chain Security and other transportation-related work. His participation in the OAS meeting reinforced the important and challenging nature of the work of the CTTF and served as a reminder of how the work of the CTTF is being benchmarked by other international organizations.

The Chair outlined the work to be covered over the period of the meeting. Heading the list was a review of the CTAP process, as well as a presentation by the Lead Shepherd of the Transportation Working Group. The latter was intended to focus the CTTF on its role as coordinating body for counter-terrorism activities across APEC fora

II. 
Adoption of the Final Annotated Agenda

The annotated agenda was changed to provide clarification of agenda item V.H.1. Update on Work in International Fora. The revised agenda was adopted and circulated as document 2007/SOM2/CTTF/001rev1.

III. 
Procedures and Arrangements

The Secretariat briefed participants on business arrangements.

IV. Chair’s Report on Intersessional Work

Ambassador Park briefed participants on his outreach efforts to strengthen ties with other APEC fora and international organizations. Letters have been sent to the UN Counter-Terrorism Committee, G-8 Counter-Terrorism Action Group (CTAG) and the Asian Development Bank. CTAG has advised that the letter from the APEC CTTF Chair would be discussed at the CTAG meeting scheduled for 19 April. Responses from the other organizations were pending. As noted earlier Ambassador Park attended the Seventh Regular Meeting of the CICTE where the need for a regular exchange of information between the two groups was highlighted.
The Chair also met CTAG Chair Ambassador Busso von Alvensieben to discuss how to to enhance cooperation between the CTTF and the CTAG. In addition, the Chair wrote to the Co-chairs of the TFEP to consult on how to best maintain and update the newly established APEC Emergency Response/Rapid Response POC Template.

V.
CTTF 2007 Work Plan and Tasking Statement

The Chair noted that as CTTF1 had taken place after the SOM1 Plenary, the CTTF had not yet tabled its Work Plan to SOM. He viewed it as a living document, subject to finalization at CTTF2. Members agreed on inclusion of all five new initiatives in the Work Plan and the change in text made to the sections related to business mobility reflecting the renaming of the Informal Experts’ Group on Business Mobility as the Business Mobility Group. The revised work plan will be submitted to SOM2 for approval.


A. Implementation of the Leaders’ and Ministers’ Statements

Ten economies reported on activities being implemented in response to Leaders and Ministers’ Statements. Work being undertaken in the customs area, safe handling of radioactive substances, and effective export control systems were just a few of the areas noted. A number of economies related that they had completed the MANPADS Vulnerability Assessment, and were conducting awareness training for relevant personnel.


B. Assessment of Counter-Terrorism Needs



1. CTAPs 2007 Update

The Chair urged all members to update their CTAPs and thanked those members which had already done so..


2. CTAPs Cross Analysis Study
The Chair has sent letters seeking views of UNCTC, CTAG, and ADB on how to best use of the outcome of the CTAPs Cross Analysis Study to facilitate coordination between donor countries and relevant APEC economies. Members thanked the Chair for his outreach effort and agreed to continue to discuss this matter at the next meeting. 

C. Consideration on the CTAP Process 

The Chair noted the importance of improving the CTAP process to ensure better public accountability and to help identify capacity building gaps/needs.  Australia outlined the eight recommendations, detailed in its correspondence of 10 April to CTTF members.  These recommendations were to: rationalise the CTAP topics; improve the 2-page executive summary; allow potential donor economies to identify capacity building programs; draw on the CTAPs to guide the CTTF's work plan; use the CTAPs to keep Emergency Points of Contact updated every year; CTAPs to be regularly forwarded to potential donor organisations; CTTF Chair to send the 2005 CTAPs Cross-Analysis Survey to relevant APEC fora; and to promote greater awareness of CTAPs.   

Elaborating on the use of the CTAPs to identify capacity building opportunities, Australia recommended that the CTTF Secretariat summarise the main capacity building needs expressed by economies in their CTAPs into a consolidated document for consideration at each CTTF3 annually. This document could then be used by economies to assist in identifying suitable projects at the start of each APEC year. The United States, Indonesia, China, and New Zealand supported Australia's recommendations.  The United States further recommended that efforts be made to limit the overall length of CTAPS.  China recommended against forwarding individual CTAPs to other regional or international fora. 
The Chair summarised the CTTF consensus that the CTAPs and the CTTF report to SOM be modified in line with these recommendations, and that the CTTF Secretariat would consolidate a summary of expressed capacity building needs for consideration at annual CTTF3 meetings.   

China proposed using recent improvements to the AIMP website to give APEC member economies the option of restricting public access to CTAPs. The CTTF agreed that individual APEC economies would inform the APEC Secretariat if their CTAPs included sensitive information, and that this information would not be included in CTAPs available for public access. 

D.
Capacity-building and Technical Assistance Programs

The U.S. provided an update on the Asian Development Bank (ADB) Cooperation Fund for Regional Trade and Financial Security Initiative (FRTFSI). To date Australia, Japan, and the U.S. have contributed to the fund which has approved projects on countering money laundering, strengthening border controls, and port, and aviation safety and security.  FRTFSI currently does not have enough funding left to meet the high demand from members who have submitted detailed project proposals. Member economies were encouraged to contribute to the fund. The Chair also called upon other economies to contribute to the Fund. A detailed report from the ADB will be circulated to members intersessionally.
E. 
Cooperation Among APEC Fora on Counter-terrorism Issues

1. Trade Security

Singapore reported that the APEC Study Group on Trade Recovery had met twice and is working to develop a framework to map out the key approaches and a suggested set of model guidelines which APEC economies can consider adopting.  The study on the TRP takes a total supply chain security approach which emphasizes the need to share the responsibility of ensuring the security of trade across the various nodes of the supply chain and between public and private entities.  One of the key components of the TRP is the need to re-establish assurance in the aftermath of a terrorist attack on the global supply chain.  The Study Group aims to complete its recommendations for a trade recovery programme (TRP) by June 2007.  The final report will be submited to CTTF III and subsquently, for the endorsement of Senior Officials at SOM III and Leaders at AELM in Sept 07
Members supported the work of the study group and looked forward to the final report. The US stressed the importance of adopting existing international standards regarding maritime security as precursor to the effective resumption of trade in the post-event environment.

2. Regional Movement Alert System (RMAS)
Australia briefed the CTTF on on this APEC BMG counterterrorism initiative. 

Australia underlined that RMAS was now a fully operational initiative undertaking checks of lost and stolen passports at borders in real-time.  On average, 15,500 checks were made per day, resulting in 110 notifications per month to participating economies of the potential use of an invalid passport.  Australia briefed the CTTF on RMAS’s technology, structure and managerial framework and noted that Australia looked forward to RMAS expanding in membership and capabilities in the future.  Australia invited member economies to join the scheme and noted on-going technical assistance and advice to facilitate this.
New Zealand expressed its satisfaction with the operation of RMAS and encouraged other economies to join. The US also encouraged economies to join the system, as soon as possible, to make it a reality all over the APEC region. Korea informed that it was considering joining the system once technical issues were properly addressed. The Chair encouraged economies to join RMAS, underscoring that the more economies participate, the more effective the system would be. 
3. Food Defense
The United States briefed the members on its plan to host a follow up workshop under the APEC Food Defense Initiative in Hanoi this June, following the Workshop on Mitigating the Terrorist Threat to the APEC Food Supply, held last November in the Bangkok. The Hanoi workshop will focus on developing best practices and recommendations on strategies to protect the food supply from deliberate contamination. The agenda and invitations to the workshop will be sent to members soon. Vietnam, as the co-host, called on member economies to actively participate in this important Workshop. Russia, Singapore, Korea, and New Zealand expressed its gratitude to the US for the Workshop held last year and added that they looked forward to the next workshop as well.



4. Counter-terrorism Financing

Australia briefed the CTTF on outcomes from the first workshop on Counter–Terrorism Financing held in Kuala Lumpur from the 11-13 April. Australia thanked the co-sponsors of the iniative, Malaysia, Indonesia, Singapore and the Philippines. It expressed particular thanks for the assistance of CTTF delegates in securing extensive APEC FIU participation in the workshop.. Participants at the workshop had noted that it was useful and informative. Australia forshadowed that further administrative details on the next workshop would be circulated to the CTTF in due course.  CTTF members welcomed progress in this initiative. The Chair encouraged APEC FIUs to attend the next workshop. 



5. Business Resumption and Aviation Point of Contact

The Chair advised members that nine economies had provided their relevant contact details for the POC template. The Chair encouraged members to submit their POC for APEC Emergency Response Network Template.

Indonesia reminded that CTTF's earlier agreement to maintain Emergency Points of Contact through the annual CTAPs process, and suggested that all points of contact in the TFEP register be updated in this way.  Australia proposed, and the CTTF agreed, that the CTTF Chair would write to the TFEP Co-Chairs, noting the CTTF's agreement that Aviation Security and Business Resumption POCs would be updated annually through the CTAPs, and propose that all TFEP register POCs might also be updated through this process.  It was also agreed that the CTTF Program Director (PD) would cooperate with the TFEP PD in keeping the data updated, and that the Secretariat would develop a technical proposal for the most efficient means to be developed and maintained.

The U.S. provided an update of the Aviation Security POC network testing being conducted through the TPTWG. The results of the test will be presented at CTTF 3. 



6. Transportation Security

Mr. John Doherty, Lead Shepherd of the Transportation Working Group (TPTWG) briefed members on the outcomes from the 2007 APEC Transportation Ministerial Meeting and the on-going work agenda of the TPTWG.
Mr Doherty welcomed the CTTF’s role in coordinating CT initiatives across all APEC fora, including the TPTWG. He said that the TPTWG had an active transportation security agenda, and Ministers in 2007 had highlighted their expectation on progress in: mass and rail transport security; strengthening maritime and aviation security; total supply chain security (including air cargo); enhancing governance and regulatory frameworks; and risk management. Land transportation security, in particular, was a high priority. He welcomed the new CTTF proposal for a technical workshop on rail and mass transit. Mr Doherty said the TPTWG would be happy to collaborate with CTTF on transport security projects. There was a need to be conscious of the skills and experience of the TPTWG membership, which primarily related to transportation policy and the transporation industry sector. The TPTWG would appreciate on-going advice on progress of Singapore’s Trade Recovery Program.

The US briefly updated on its two projects pursued through the TPTWG; (1) Coordination of Aviation Security Capacity Building Assistance and (2) Survey of Aviation Screening Methods and Technologies..
F. 
New Initiatives



1. Counter-terrorism Protection of Critical Energy Infrastructure

Russia presented their proposal which consists of two steps. The first step is to develop a questionnaire designed to discover what approaches economies are using to determine critical nodes of energy networks as well as measures undertaken to protect and secure energy infrastructures. The second is to establish a Point of Contacts for Protection of Critical Energy Infrastructure to facilitate regular exchange of information and experience.

Members sought clarification as to how this project fit in with work being done by the EWG, particularly the Real-Time Emergency Information System (RTEIS). The need for clear identification of the roles that the POC would play was also raised. Singapore advised that the EWG reported that Russia had agreed to work with Japan, who is coordinating the RTEIS at the EWG. Russia emphasized that the EWG looked at the larger dimension while the its proposal looked at the CT aspects specifically. Russia mentioned that the project sought to provide practical feedback and best practices to make the relevant project more effective, thus the two could be complement.
CTTF members supported the project in principle, but noted the required clarifications are to be provided intersessionally. 

2. Technical Workshop on the Protection of Domestic Surface Transportation

Canada advised that this workshop was aimed at first responders and was focused on post blast bomb disposal. It stated that the project would be self-funded through a Canadian Capacity Building program. However it also advised that it would seek a volunteer to host the workshop. Canada noted that this could be the start of a series of workshops. Mexico expressed its intention to join this initiative as co-sponsor. Most members including Thailand, Russia, China, Chile, Vietnam, New Zealand expressed its full support for the endorsement of this initiative. The US, while broadly supportive, requested a little more time to finish consultation with their relevant agencies in Washington. 

The Chair concluded that there were broad support from members and that it would be endorsed pending final consultations.  


3. Effective Public Private Partnership in Counter – Terrorism. 

Canada and New Zealand presented their revised concept paper and project proposal on promoting effective public and private partnerships for counter-terrorism and secure trade in the APEC region. The revised proposal was for a survey to be conducted of APEC member economies and relevant fora to map and analyse the experience of public private partnerships in this area in the APEC region, which would then be considered by member economies at a workshop with a view to identify opportunities to the further establishment or enhancement of such initiatives in the region. Relevant APEC fora would be consulted prior to finalization. The project proponents stressed that, given the compressed APEC calendar this year, for the project to proceed in 2007 it would need to be approved intersessionally if it were to be submitted by the Secretariat deadline of 15 June for projects to be considered at BMC2.  

Peru said that it was a very interesting initiative that could prove very useful, especially since it involved a private and public sector partnership which could be linked to the Star VI Conference. Australia noted that the initiative would be consistent with the STAR V theme.,Indonesia also conveyed its support toward this important initiative and Indonesia is there for pleased to be co-sponsors the initiative. Korea also praised the initiative suggesting public - private sector partnership was at the core and essence of APEC, suggesting the proponents draw upon activities under way in other organizations. China praised the APEC “flavor” of the proposal but requested more time for internal consultation. US suggested some more focus on incentives for private sector participation in security initiatives. New Zealand and Canada responded positively to this suggestion, and noted their intention to work with Peru to consider how this could be best accomplished.

Noting that there was broad support; members agreed that they would work on this initiative intersessionally bearing in mind the deadline set by the Secretariat. 



4. Technical workshop on protecting Cyberspace from Terrorist Attacks.

Korea presented the meeting on its new self-funded initiative of providing a training program in cyberterroism for experts and officials in the APEC region. Reminding the discussion on cyber security at the last meeting, Korea pointed out that the CTTF had not been very active in cybersecurity issues. This training program would provide courses on effective measures to combat and contain cyber threats and implement laws relating to this type of security as instructed by Leaders in Los Cabos.
Members showed interest in this proposal and thanked Korea for its generous offer. Canada offered assistance. China recommended that it be more fully developed later on. The Chair underlined the usefulness of this proposal as cyber terrorists were increasingly utilizing the internet and that a cyber terrorist attack could cause a considerable damage to APEC infrastructure.
There was a broad support for this initiative, but some economies expressed the need for consultations with their experts. Korea said it would seek endorsement of this initiative, after consulting with the TELWG, ECSG and other relevant sub-fora, at the next CTTF meeting.


5. Counter- terrorism financing: APEC Seminar on Securing Remittance and Cross Border Payments from Terrorist Use.

Indonesia presented its proposal to host an APEC Seminar on Securing Remittance and Cross Border Payments from Terrorist Use in 2008. Indonesia said it was aware of the late notice, but requested intersessional endorsement to allow it to seek APEC funding through the BMC process..

Australia registered its strong support for this initiative and said it had agreed to Indonesia’s request to co-sponsor this initiative. Australia noted that the proposal would build on and extend Australia initiative in this area currently underway. NZ and other economies registered their support for this initiative. China, Thailand, and the US expressed their interest but said they would consult with their capitals.
The Chair noted that that there was broad support for the initiative. As some members would need to consult agencies further in capitals, members would consult further on intersessionally 

G. STAR Conference

Australia and Peru reported on their respective preparations of STAR V and STAR VI. Australia advised members of its efforts to maximize participation from public and private sector. Australia thanked CTTF delegates for their assistance to date.  It under-scored that as this initiative was held under the auspices of the CTTF, the CTTF had an interest in ensuring broad participation by member economies. All members agreed on the importance of the STAR event, especially as a tool for public-private cooperation and agreed to work with Australia in ensuring the success of the iniative. 
The Chair encourage member economies to make efforts to raise pubic awareness and increase participation from the private sector.

H. Other Matters

1.  Update on Work in Intersesional Fora.

Member economies provided brief updates on the activities of other international fora – such as the Sub-regional Ministerial Conference on Counter-Terrorism, CTAG, G8 Roma-Lyon, UN, Shanghai Cooperation Organization – which are relevant to the APEC security agenda. 

Indonesia briefed the meeting on the Sub-regional Ministerial Conference on Counter-Terrorism held last March in Jakarta Indonesia, and Australia and Thailand noted the success of the iniative in developing practical follow-on activities. Japan introduced the Seminars on the Promotion of Accession to the International Counter-Terrorism Conventions and Protocols.

2.  Expert briefings. 

The United States presented on the implementation of the Leaders commitments on Radioactive Sources Initiatives. A presentation on different radioactive sources, present risks and means of prevention of contamination, was given.

3.  Land International Security and Commuters Advocacy Protocol.

The Philippines provided a brief update on its land transportation security project from the Transportation Working Group entitled “Land International Security and Commuters’ Advocacy Protocol” (TPT05/2007), which was approved by the Budget and Management Committee in March 2007 and has now entered the implementation stage.
4.  Seminar on Prevention and Crisis Management of Chemical and Biological Terrorism

Japan presented the meeting on the fifth seminar on prevention and crisis management of chemical and biological terrorism which is planned to be held in Malaysia in 2007.
VI
Update from Secretariat
The Secretariat informed the meeting on APEC Developments, and provided a comprehensive update on APEC structural developments, especially those regarding the AIMP and the project evaluation system. Important deadlines were provided and the use of the PDB in the AIMP collaboration site was encouraged. 

VII.
Meeting Documents
The Secretariat informed members on the documents classification list and the idea that all documents be made public except if it was clearly indicated otherwise. 

The list was agreed after a modification.
VIII. Chair’s closing remarks.

The Chair summarized the key issues taken up during the two-day meeting and thanked all members for their active participation. 
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