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BCM framework

Crisis
Management

‘ People ‘ ‘ Infrastructure ‘ ‘ Plans ‘
+ Execttive team structure + Management command centres | |« Criis plans for each role
* Clearly understood roles site +  Civil Defence Lifelines plans
+ Appropriate nominations + Localoffsite +Full scenario coverage
*  Alternates for key roles * Remote off site * Action checklists / Call trees
+ Extemal partes integration + Supporting resources + Reference information
* Rehearsed / trained . *  Charts, plans, maps

Communication systems
Tested

B.U. team structures

Back up faciies

Technology
Recovery

+ Clearly understood roles + Fidtures & fitings
* Appropi i + C i
« Alternates for key roles. + Access to systems.
+ Clear recovery sirategy « Documents & records
+ Rehearsed /trained + Livetested
+ Commitment/ buyin

IT team stucture End User

Clearly understood roles. + Meets B.U. needs

Appropriate nominations
Alemates for key roles
Clear recovery strategy
Rehearsed | rained
Commitment/ buy-in

Central
Backup site tested
Meets B.U. MTOLs

Fallback sites tested

Business Criticality
Heat Map

Systems Criticality
Heat Map

Maintained by testing

Recovery plans for all B.Us
Action checkists

Callrees

Reference information
Charts, plans, maps
Maintained by testing

IT DR plans for central and end
user fecovery

Action checklists / Call trees
Reference information

As buifcharts, plans, diagrams
Maintained by testing
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Heat Mapping Process

WHO DOES IT
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4—————————— WHERE THEY DO IT ————>

A live heat m

Ports of Auckland

POAL Building
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Product Development
#is Terminal Operatons.

A live heat map (up close)
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Develop, implement & monitor business strateg 1 1)1 1)1

Manage partner relationships and contracts 11 11 11

Manage

Provide legal & support

Internal audit 1

[Manage enterprise risk

Manage insurance 1

|Maintain emergency & business continuity 3

|Manage programs & projects 1 1 1|1 1|1

Key Areas

Marine &
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