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Secure Trade in the APEC Region (STAR V) Conference

“Mitigating Risk: Containing Costs”

27-28 June 2007, Sydney, Australia
Participants from both public and private sectors across APEC economies met on 27-28 June 2007 for the fifth Secure Trade in the APEC Region (STAR V) Conference.  APEC Leaders identified enhanced security for trade and people movement as a major priority following the September 11 terrorist attacks.  The theme of STAR V, “Mitigating Risk: Containing Costs”, recognised that enhanced safety and security for people and cargo between APEC economies brings with it increased costs, not just directly, but also indirectly in terms of potential delays, passenger inconvenience, impact on tourism and so on.  Failure to act would, however, potentially involve far greater costs.  The challenge is to design security systems which are based on appropriate risk management strategies, that are cost-effective and which deliver trade efficiencies.
The Conference underlined the need for governments to work with industry if this challenge is to be met.  That is the basic rationale for the STAR Conference.  The Conference highlighted how APEC economies are tackling these issues, and the ongoing challenges for strengthening security for the movement of people and goods both globally and in the APEC region.
There was strong representation from APEC economies, with over half of speakers coming from the private sector.  The Hon Mark Vaile MP, Deputy Prime Minister of Australia and Minister for Transport and Regional Services, delivered a keynote closing address to delegates.

The following is a summary of outcomes from the two Conference streams.

Supply Chain Security 
Secure transport of cargo across the APEC region is fundamentally important to trade and economic growth in the region.  Disruptions to the supply chain could involve potentially huge costs to economies.  Presentations at the Conference included case studies of aviation and air cargo supply chains, maritime and port supply chains, and the information technology and express delivery industries.
Given the broad diversity of APEC economies and the networked nature of the supply chain, it was important to recognise the critical point that there was no one solution, no “silver bullet”, to mitigate the security risks inherent within the supply chain.  A layered approach would be more effective than reliance on intervention at a single point in the supply chain.

There was general agreement that government and the business community needed to respond in an appropriate and coordinated manner to address new and emerging supply chain security challenges.  In addressing these challenges there was general acceptance that supply chain security should be a joint responsibility between government and business.

Public and Private Partnerships provided an opportunity to share knowledge and experiences and as a result, a more informed and risk-based approach to supply chain security. 
A common thread throughout the Conference was the need to harmonise security measures and improve the interoperability of supply chain security systems across APEC economies.  There was strong support from participants for mutual recognition of standards and practices within and between APEC economies.  This work could also contribute to broader international efforts in these areas.  
Presentations recognised that effective regulatory arrangements needed to be sufficiently flexible to allow for innovative business and trading models and practices.

Presentations also indicated the scope for cooperative efforts to mitigate security risks, including through risk assessment and management and the cost effective use of technologies.  Technology was emphasised as a key tool to provide data and intelligence about goods and services moving through the supply chain.  While technology would help the effectiveness of the processes, it could not entirely replace the need for traditional cross border and logistics chain management.
Presentations addressed key outcomes, benefits and issues identified in the development of programs for supply chain security, such as the US C-TPAT program, from both public and private sector perspectives.  Participants recognised that a major challenge facing APEC was the need to inform the majority of traders (multinational corporations as well as small to medium-sized enterprises) of new developments used to secure the supply chain, such as the Authorized Economic Operator Program.  
The important work being undertaken on the APEC Trade Recovery Program to ensure that trade recovers swiftly in the event of any disruption to the supply chain was recognised. 
The importance of regional capacity building, through the exchange of information and training of key staff, together with the need to work collaboratively with relevant international organisations, were also key themes.

Work is already being done in the APEC region to strengthen supply chain security through the sharing of best practice information and experiences.  Case studies were provided where APEC economies were working together to facilitate the secure movement of cargo through better information sharing and the development of agreed procedures.  It will be important to leverage off the lessons learned through this work, to better facilitate trade throughout the region.
Participants were of the view that through coordinated effort and a harmonised approach, APEC economies could achieve a more secure environment while enhancing economic prosperity.  
Identity Security
Identity management is a key complementary priority.  Ineffective identity management could impose significant costs on society through identity fraud, identity theft, criminality and terrorism.   

APEC was seen as having an important role to play in addressing and developing identity issues.  It had already taken a leading role in the development of international standards, particularly around biometrics.  Given the standing and expertise of many APEC economies, it could continue to influence and shape international standards.

Biometrics are a critical test in managing identity given that basic bio-data and photo identification were easily manipulated.  Biometrics provided extensive search capabilities and provided a basis for anchoring a person’s identity, though its effectiveness was only as good as the robustness of the original enrolment.
Evidence presented suggested that there was broad public support for the use of biometrics to manage identity and to provide security and protection.  However, at the same time, the public had a right and expectation that such information would be protected and that it would be used in a way relevant to its initial collection.
Biometric technology was being extensively rolled out in the APEC region, which was a leader in both the technology itself and its deployment.  Many economies were issuing digital passports.  A number of economies used biometrics as a basis for identity cards and to activate automated technology at the border.  In addition, APEC economies were not only using traditional biometrics such as fingerprints and IRIS but sophisticated matching technologies around digital facial images and new technologies such as infra-red vein palm images.

A number of significant challenges were identified during the course of the Conference.

· It was important not just to focus on technology – there was the human element including complacency and misconduct.

· The confidence in first establishing identity hinged heavily on the robustness of the enrolment process.  Without effective controls, there was the danger of enshrining false identities and the issuance of fraudulently obtained but genuine documents.  

· Biometric technologies, like all technologies, age and the scope to fraudulently exploit weaknesses would grow.  

· There was a lack of internal standards within the industry and a divergence, rather than convergence, of technology.
· Privacy issues were significant both domestically and internationally.

· There was a need to share information.  

· There were vulnerabilities around the issuance of seafarer documents including no expiry dates; lack of background checks; and identity fraud.

· The growth of technologies, even in modern economies, could see the roll-out of technologies without sufficient depth in the infrastructure.  For poorer economies, or ones with extensive borders, little or no technology may be available.

Participants generally agreed that there was scope to use intelligence more effectively to allow risk to be targeted.  Intelligence (and profiling) was seen as an important way of ensuring that security and other measures were not blunt and excessive.  

There was also support to reduce the scope for fraud by reducing the number of documents and increasing the level of direct verification by issuing authorities.

It was also recognised that better public/private partnering increased the scope for achieving more effective management of identity.  This is in part because both the public and private sectors hold significant personal information and identity management is more reliable with more extensive documentation.  A clear proof of identity framework would assist this process. 

APEC Leaders had taken a strong stance on encouraging the development of professional standards and this had been pursued by APEC Committees and Working Groups, with significant sharing of integrity frameworks amongst APEC economies.

APEC economies were among the world’s leaders in the use of verification processes that rely on direct advice from issuing authorities.  APEC’s Regional Movement Alert System is a world first, allowing real time, on line, multilateral passport verification.  Currently it operates between Australia, New Zealand and the United States, with both Korea and Hong Kong having expressed interest in participating.  It has addressed privacy issues through the use of a broker which results in no direct interrogation of the systems of other economies.  With the move to positive verification, for the first time not only can a passport be identified if it is lost and stolen but also if it was never issued.  Similarly, a number of APEC economies have implemented systems which allow, either between sectors within an economy or internationally, direct document verification.

The Business Mobility Group (BMG) has also undertaken significant work on biometrics.  Not only has it examined biometric technologies and the associated business processes, but it has workshopped and documented how such developments could be financed.  This increased the scope for emerging economies to adopt more quickly biometric technologies and for all economies to deepen their infrastructure.  Proposals were being brought forward by the BMG to further explore biometrics in association with frequent flyer programs, which are another way of managing identity and risk.

Finally, a number of APEC economies have taken action on the concerns around sea crew identification.   The passport was increasingly used as the primary means of identification.  In addition, some economies required visas or are putting visa arrangements in place.  There was scope for greater harmonisation of regional practices in this area.
General Conclusions
Participants agreed that there was significant scope for mutual recognition of standards and practices within and between APEC economies, and of the need to harmonise security measures across APEC economies.  This could in turn contribute to broader international efforts, including capacity-building in training of key staff in economies.
There was acknowledgement of the critical value of Public and Private Partnerships as an opportunity to share knowledge and experiences, and of the need to move from “need to know” to “need to share”.  The use of a “common language” within and between economies would assist with information sharing.  One economy’s export information could be another economy’s import information.
There was recognition of the work already being undertaken by APEC economies, in both the public and private sectors, and of the highly innovative nature of this work, including the Regional Movement Alert System, the Authorised Economic Operator Program, the Trade Recovery Program and leading edge technological solutions.
STAR Conferences can play an important role as an identifier of issues and a generator of ideas.  STAR V was a valuable vehicle for private-public development of the issues relevant to improving the security of people and goods movement in the region.  A number of the ideas discussed had significant potential to be developed into capacity-building initiatives, under the auspices of the CTTF and other relevant fora, to build on gains made to date.
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