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Counter-Terrorism Task Force

25 February 2008, Lima, Peru

Executive Summary

The 15th meeting of the APEC Counter-Terrorism Task Force (CTTF) was held in Lima, Peru on 25 February 2008.

The Chair presented the work plan for the year, underlining that it had been prepared based on Leaders and Ministers priorities announced in Sydney in 2007 and highlighting agreed key deliverables and CTTF projects approved last year for implementation in 2008.  There was agreement to minor revisions of the  CTTF 2008 work plan, which will be resubmitted to SCE for SOM approval.

On behalf of the Friends of the Chair (FOTC), Australia presented a summary of updates to the CTAP template to strengthen it as a tool for identifying and implementing capacity building needs.  The Chair thanked FOTC for their contribution – emphasizing the need for continuous review and improvement of CTAP processes to assist the work of the CTTF.  As part of this process, there was agreement for the FOTC to explore incorporation into the CTAP template member summaries related to the implementation of Leaders´ and Ministers´Statements.  The chair encouraged member economies to submit as early as possible their CTAPs in the revised format.
Based on the capacity building needs identified in the report, Viet Nam proposed a Workshop on Aviation Security to optimize the use of ICAO’s security audit and investigation programs in APEC economies.  Member economies supported efforts in this regard, and requested Viet Nam to undertake a consultation process with the Transportation Working Group, particularly the Aviation Security Experts Subgroup to avoid overlapping before endorsement intersessionally.
Member economies fully supported and endorsed a proposal from Singapore to host an APEC Trade Recovery Programme Capacity Building Workshop from 23-24 July 2008.  It will be submitted to BMC for approval.
Member economies recalled APEC Leaders’ and Ministers’ endorsement in 2007 of the voluntary APEC Food Defense Principles and agreement to continue efforts to mitigate the terrorist threat to the food supply.   Members welcomed capacity building efforts by the United States in this area, and noted the proposal by the United States to develop pilot projects related to food defense.  Members supported the concept but requested that detailed proposals be submitted for each pilot project for consideration by the CTTF. 

The CTTF supported the Korean proposal for an APEC Seminar on the Protection of Cyberspace from Terrorist Use and Attacks and recommended this focus on an all hazards approach to cyber-security.  It was also noted that Korea will submit the proposal for consideration of TEL members at the TEL37 meeting to be held in Japan on 23-28 March 2008.
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Chair’s Summary Report

The 15th meeting of the APEC Counter-Terrorism Task Force (CTTF) was held in Lima, Peru on 25 February 2008.  Fifty participants from nineteen member economies and the APEC Secretariat attended. The meeting was chaired by Mr Patrick Suckling, Assistant Secretary of the APEC Branch of the Department of Foreign Affairs and Trade, Australia.
Chair’s Opening Remarks

Mr Suckling opened the meeting by welcoming participants to the first CTTF meeting of the year and thanking Peru for the excellent arrangements and warm hospitality.  
Adoption of the Final Annotated Agenda

The draft annotated agenda was approved and adopted, with a slight change in order to discuss CTAP reform before the assessment of counter-terrorism needs.  United States requested deletion of agenda item D. 1. ADB-Funded Projects as there were no updates to report.  Peru and the Secretariat briefed participants on business arrangements.

Chair’s Report on Intersessional Work

The Chair reported on efforts made to implement the main deliverables of 2007, including progress on ongoing and new CTTF initiatives, related to trade security, food defense, aviation security, counter terrorism financing, protection of energy infrastructure and best practices in post-blast scene management.  

The Chair also reported on activities to build and strengthen ties with other APEC Fora and international organizations.  Other major activities conducted in this period such as updates to the CTAP template, revision of the CTTF Terms of Reference and the CTTF work plan were also reported by the Chair.
CTTF 2008 Work Plan 

The Chair presented the work plan for the year highlighting that it had been prepared based on Leaders and Ministers priorities announced in Sydney in 2007, agreed key deliverables and CTTF projects approved last year for implementation in 2008.
The CTTF agreed to the request from Korea to include the APEC Seminar on Protection of Cyberspace from Terrorist Use and Attacks and a request from the United States to include capacity building activity through the proposed concept of pilot project in the field of food defense as expected deliverables for the year.  The revised CTTF 2008 work plan will be resubmitted to SCE for SOM approval (Annex A).
Implementation of the Leaders’ and Ministers’ Statements

China, Indonesia, Thailand, Russia, Chinese Taipei and United States provided a summary on progress in implementing the commitments on counter-terrorism made by Leaders and Ministers.  
To avoid duplication, it was agreed that the FOTC give consideration to incorporation of the 1-2 page updates on implementation of the Leaders’ and Ministers’ Statements in the Executive Summary in the revised CTAP template.

CTAP Reform

On behalf of Friends of the Chair (FOTC), Australia presented a summary of updates to the CTAP template.  The FOTC streamlined and rationalized the CTAP template to strengthen it as a tool for identifying capacity building needs, sharpening focus on APEC’s counter-terrorism and secure trade agenda and to better incorporate new commitments on counter-terrorism made by Leaders and Ministers in Sydney in 2007.
The Chair thanked FOTC for their contribution and encouraged member economies to submit their CTAPs in the revised format.   
Assessment of Counter-Terrorism Needs

CTAPs 2008 Update 

Australia submitted the updated CTAP which will be uploaded on the CTTF CTAP site.
Consensus on the updated template was reached only two weeks before the meeting and this reduced the number of economies submitting updates to their CTAPs at CTTF1.  The Chair encouraged economies to submit their CTAPs update prior to the second meeting in May.

Summary of Counter-Terrorism Needs
The Chair referred to the report of capacity building needs of APEC Economies prepared by the APEC Secretariat and welcomed by the CTTF at the meeting held in Cairns when members agreed that it would help develop future capacity building assistance programs and deepen cooperation. 

Based on the capacity building needs identified in the report, Viet Nam proposed a Workshop on Aviation Security to optimize the use of ICAO’s security audit and investigation programs in APEC economies.  Member economies supported efforts in this regard and requested Viet Nam to undertake a consultation process with the Transportation Working Group, particularly the Aviation Security Experts Subgroup to avoid overlapping before endorsement intersessionally.

The APEC Secretariat advised of the deadlines and necessary procedures to finalize and submit new 2008 urgent projects for BMC consideration in April.  
Cooperation among APEC fora on counter-terrorism issues

Trade Security: APEC Trade Recovery Program Workshop

To take further the TRP endorsed by the APEC Leaders in Sydney in 2007, Singapore proposed to host an APEC Trade Recovery Programme Capacity Building Workshop from 23-24 July 2008. The workshop aims to elaborate on the importance of having a TRP, explore possible cooperation areas between APEC economies and develop possible approaches for the conduct of a TRP pilot as instructed by the Leaders last year.  Australia and New Zealand announced that they will co-sponsor this initiative.
Member economies fully supported and approved the proposal from Singapore.  It will be submitted to BMC for approval.  Singapore will provide member economies with more details on the workshop's programme in due course.
Food Defense
Building on APEC’s efforts to address the threat to food supply and the voluntary APEC Food Defense Principles endorsed by Leaders and Ministers in Sydney, the United States proposed the Food Defense Pilot Project: Putting Principles into Practice. The proposed work includes two phases, starting with two to three targeted pilot projects and culminating with a workshop and/or case study summary of lessons learned during the pilot projects.

The United States is working with APEC members to develop the pilot projects in more detail and will report on progress at the next CTTF meeting.  Members welcomed capacity building efforts by the United States in this area, and noted the proposal by the United States to develop pilot projects related to food defense.  Members supported the concept but requested that detailed proposals be submitted for each pilot project for consideration by the CTTF.

Counter Terrorism Financing

Australia reported on the successful outcomes of the second workshop on counter-terrorism financing held in Melbourne 17-19 July. 
Indonesia briefed on its preparations to host the APEC Seminar on Securing Remittance and Cross Border Payments from Terrorist Use in 2008.  The goal of the seminar is to provide a forum for regulatory and law enforcement authorities to share their experiences in implementing FATF Special Recommendation VI and VII as well as to share best practices techniques to enhance the knowledge of detecting abuse through remittances, explore opportunities and develop strategies for regional cooperation so as to enhance transparent remittance channels, and develop guidelines for effective implementation across APEC economies. It will be held in Bandung, Indonesia on 23-24 October 2008.  Members further endorsed and welcomed this initiative.
The United States presented on the increasing use of illicit cash couriers used to finance terrorist activity and possible APEC efforts to inhibit illicit cash smuggling. The United States also proposed a number of actions that APEC economies could consider to enhance the region’s ability to combat bulk cash smuggling and illicit cash couriers used to finance terrorist activity.  APEC members welcomed the presentation by the United States.  Several members expressed support for discussing this issue further, including possible APEC initiatives in this area.  Australia indicated that it was developing a detailed proposal for a workshop on illicit cash couriers that it plans to introduce at CTTF 2.

The Chair thanked these economies for their comprehensive reports and commended CTTF efforts on this area. 

Transportation Security

Australia reported on the outcomes of the Aviation Security Emergency Points of Contact network test in 2007 and the United States on other ongoing initiatives in the Aviation Security Experts Subgroup. 

As the host economy of 2008 APEC year, Peru was asked to consider conducting a test of the Aviation Security Emergency Points of Contact network this year – and Peru agreed to consider this request.  The Chair also requested that all Economies provide their Aviation Security Points of Contact information to ensure a successful test.  
Cybersecurity and Terrorism : Training Program

Korea reported the outcomes of the CTTF-TEL Training Program held in Seoul on 15-29 November.  Endorsed as a CTTF-TEL joint project, this training provided courses on effective measures to strengthen cyber security in the Asia-Pacific region, including know-how on the establishment of CERTS, and enactment and implementation of laws relating to cyber security as instructed by Leaders in Los Cabos. It also raised awareness on the danger of cyber-terrorism, as well as to help reinforce APEC member economies’ capacity to respond to other threats in cyberspace.

APEC Best Practices in Post-Blast Scene Management Workshop

Canada reported the outcomes of the workshop held in Thailand on 7-11 January 2008. The workshop held in Thailand aimed to provide capacity building for urban transit first responders, specifically for bomb disposal technicians. It provided police officers with the necessary skills to coordinate a post-blast scene.  Emphasis was placed on organizing a team approach to the investigation of the scene.

Counter-Terrorism protection of critical energy infrastructure

Russia presented preliminary results of the questionnaire voluntarily completed by 10 member economies under this initiative.  Russia requested that those economies who have not completed the questionnaire do so as soon as possible.   At the next CTTF meeting a Best Practice document will be presented for members’ consideration.

Effective Public-Private Partnership in Counter-Terrorism

Canada and New Zealand updated members on the implementation of this project, including the selection of the Conference Board of Canada as the consultant and requested the collaboration from member economies to provide comments to the report that is expected to be finalized and distributed to member economies in few weeks.  The Chair encouraged member support.  
New Project Proposals 

Korea presented its proposal for an APEC Seminar on Protection of Cyberspace from Terrorist Use and Attack as a second CTTF-TEL joint project. Korea proposed to host a two days self-funded workshop at the end of June 2008 to share information and ideas on the policies of APEC members on cyber terrorism and explore ways to combat diverse cyber threats.  
The CTTF supported the proposal and recommended Korea to focus on and all-hazards, cyber-security approach rather than the narrower focus of cyber-terrorism.  It was also noted that Korea will submit the proposal for consideration of TEL members at the TEL37 meeting to be held in Japan on 23-28 March 2008.
STAR V Conference
Peru updated members on preparations to host the STAR VI Conference in 2008, particularly on format and main themes to be discussed.  Peru also advised that the dates for the Conference have not yet been finalized.  Peru is taking into consideration the request to reschedule the Conference to be held back to back or close to the CTTF meeting in August.  Peru also welcomed the support from member economies to provide comments to the program and to identify speakers and experts for this event.
The Chair requested Peru to keep the group updated on progress made in organizing the Conference.  

Other Matters

Update on Related Work in International Fora

Member economies provided, on a voluntary basis, brief updates on their views on relevant human security activities of other international fora – such as the ARF, Bali CT process, CICTE, CTAG, G8 Roma-Lyon, UN, Shanghai Cooperation Organization

Korea gave a brief overview on its initiative on Cyber-terrorism Seminar within the ARF Framework.
China briefed members on Shanghai Cooperation Organization’s counter terrorism activities for 2008.
Indonesia reported on the Sixth ASEAN Regional Forum Inter-Sessional Meeting on Counter-Terrorism and Transnational Crime held in Semarang, Indonesia, on 21-22 February 2008.
Russia also presented an update on Related Work in International Fora, including the Council of Europe; CODEXTER – the CE Expert Committee to fight terrorism; OSCE; EU; CIS CT Centre; SCO; APR ASEAN; EAG; CICTE and the "Group of Rio".
The Chair thanked these economies for sharing this information on work being done on other international fora in the field of counter terrorism.
Land International Security and Commuters’ Advocacy Protocol            

The Philippines updated members on its approved project, “Land International Security and Commuters’ Advocacy Protocol”, which is pursued through the Transportation Working Group.
The United States advised members of the upcoming International Working Group on Land Transport Security (IWGLTS) that the U.S. will host in November 2008.  
Seminar on Prevention and Crisis Management of Chemical and Biological Terrorism
Japan presented the outcomes of the Fifth Seminar on Prevention and Crisis Management of Chemical and Biological Terrorism held in Kuala Lumpur on 3-5  July.  The Chair commended this sustained and important work.
Radiological Sources: Implementing the IAEA Code and Guidance

In 2005 Ministers' and Leaders' called for relevant economies to aim at implementing the commitments to the IAEA Code of Conduct on the Safety and Security of Radioactive Sources as well as the Guidance on Import and Export of Radioactive Sources by the end of 2006. In the initial survey in 2006, 16 economies indicated their progress to date. The United States introduced a second survey to assess the degree to which economies and private industry have been affected by inadequately secured radioactive sources. Members agreed that the survey should proceed as a non-APEC event, as was agreed with the first survey in 2006, with members´ participation on a voluntary basis.   Members are encouraged to complete the survey on a voluntary basis.
Update from APEC Secretariat

The APEC Secretariat reported on key outcomes from 2007 and APEC priorities for 2008.  It also reported main outcomes of the SCE that may impact the CTTF work, including the approval of a Program of Independent Assessment of Working Groups and Task Forces.  According to the program, the CTTF independent assessment will tentatively take place in 2010.  BMC deadlines for submission of urgent project proposals and the Secretariat’s communications team support to the CTTF activities were also reported by the APEC Secretariat. 
Meeting Documents 

The Secretariat informed that 26 documents were submitted for information or consideration during the CTTF1 meeting.  Singapore, United States and Viet Nam confirmed that documents 005, 004 and 003 respectively submitted by those economies will remained restricted.  The remaining documents will be made accessible to the public. 
Next Meeting 

Peru announced that the next CTTF meeting will be held in Arequipa on 24-25 May 2008.
Chair’s Closing Remarks 

The Chair thanked all CTTF members and the Secretariat for their hard work, highlighted some of important outcomes from 2007 and intersessional work since the last meeting as well as additional work to do between now and the next meeting in Arequipa, Peru in May 2008.

Other issues

Canada announced a proposal to discuss on the need to have three CTTF meetings per year which will be further explored at CTTF2. 

Annex A
Counter Terrorism Task Force (CTTF) 2008 Work Plan

This Work Plan is the CTTF’s road map for the year. Anchored on the 2008 Revised CTTF Terms of Reference, it delineates the CTTF’s ongoing and planned contributions to APEC’s efforts at enhancing human security while protecting the regions’ business and trade against disruptions in the broad context of the Leaders and Ministers’ Statements, agreed key deliverables, and other initiatives considered and agreed to be essential to the security of the vision and goals of APEC.

1. Proposed Work Plan for 2008 in Response to Leaders/Ministers/SOM and SCE Priorities.

a. Coordinate the implementation of the Leaders’ and Ministers Statements

· Review the progress and obtain updates on economies’ efforts to dismantle trans-boundary terrorist groups; eliminate the danger posed by the proliferation of weapons of mass destruction, their delivery systems and related items; develop measures consistent with the APEC Guidelines on the Control and Security of Man-Portable Air Defense Systems (MANPADS), as well as measures consistent  with the APEC Key Elements for Effective Export Control Systems; sustain work on compliance to the IAEA Additional Protocol, the IAEA Code of Conduct on the Safety and Security of Radioactive Sources, and the IAEA Guidance on the Import and Export of Radioactive Sources; confront other direct threats to security in Asia-Pacific region; enhance Secure Trade in the Asia-Pacific Region (STAR); take appropriate financial measures to prevent the flow of funds to terrorists; ratify UN conventions on fighting terrorism by relevant economies; take appropriate measures to protect legitimate financial and commercial systems from abuse by proliferators.

· Adopt necessary steps to control the cross-border movement of dual-use equipment and materials, as well as people and financial resources involved in terrorist activities while, at the same time, enhancing the free flow of legitimate travelers, trade and investment.

· Ensure that any measure taken to combat terrorism complies with all relevant obligations under the international law, particularly, international human rights, refugee and humanitarian laws.

· Encourage the implementation of APEC counter-terrorism, secure trade and safe travel commitments.

· Continue cooperation between APEC member economies to facilitate trade recovery after a terrorist attack and undertake TRP pilot projects.

· Working towards more consistent security measures that reduce transaction costs, and to enhance cooperation with the private sector.

· Continue efforts and cooperation between APEC economies on food defense to mitigate the terrorist threat to the food supply following the voluntary APEC Food Defense Principles.  Undertake efforts to prepare for, prevent, respond to, and recover from deliberate terrorist contamination of the food supply.  Develop case studies and lessons learned from economies’ experiences

· Implement the initiative on the Protection of Critical Energy Infrastructure.

· Continue efforts to improve communication among APEC economies in the event of an emergency.

· Continue work on securing trade lanes.

b. Assist economies to identify and assess their Counter-Terrorism needs 

· Review and update individual economies’ Counter-Terrorism Action Plans.

· Develop priority projects based on the results of the Summary of Counter-Terrorism Needs prepared in 2007.

· Identify main capacity building needs expressed in the 2008 individual CTAPs in the form of a consolidated document to assist in developing suitable projects for 2008
c. Discuss and take appropriate actions on new initiatives including:

· Host an APEC Workshop on Trade Recovery Program in July.
d. Provide essential support to the APEC Structure

· Take appropriate actions on the recommendations drawn from the 6th Secure Trade in the APEC Region Conference (STAR VI) in Peru in August 2008.

· Work closely with the next STAR Conference host by assisting with the objectives and agenda of the conference.

2. Anticipated Activities and/or Proposed Work Plan with outside organizations in response to Ministers’ call for greater engagement with:

A) 
Business Sector; and,

B) 
Other Organizations/Stakeholders, including the IFIs and other International Organizations.

a. Coordinate capacity-building and technical assistance programs, including through appropriate consultations with international financial institutions  

· Follow projects funded under the Asian Development Bank's Cooperation Fund for Regional Trade and Financial Security Initiative and encourage additional project proposals and contributions.

· Provide briefings to conferences and meetings on counter-terrorism and security opportunities for cooperation and capacity-building, particularly for APEC’s developing economies. 

· Provide donor organizations and IFIs relevant studies that may facilitate the expansion of the Regional Movement Alert System (RMAS), adoption of international ship and port security standards, and implementation of other security initiatives. 

b. Cooperate with relevant international organizations to advance the implementation of Leaders’ and Ministers’ instructions and avoid unnecessary duplication of efforts.

· Provide donor organizations and assistance bodies like, CTED, EU and CTAG more detailed assessments of capacity-building and technical assistance needs based on the results of the Summary of Counter-Terrorism Needs prepared in 2007.

· Encourage the passing and application of domestic laws consistent with the provisions of international legal guidelines to combat transnational terrorism.

· Encourage the pursuit of other multilateral counter-terrorism initiatives, as necessary, under the auspices of the United Nations.  
· Consult with relevant donors and donor organizations about their possible consideration of assistance commitments for specific projects.

· Work closely with the Financial Action Task Force (FATF) to fighting money laundering, terrorist financing, and other illicit financing.

3. Identify cross-cutting issues and explain how they will be coordinated across fora. 

a. Facilitate cooperation among APEC fora on counter-terrorism issues and assist in making recommendations on proposals/projects to Senior Officials

1.   Support the work of the Transportation Working Group in strengthening regional maritime and port security through:

· Compliance with the SOLAS Chapter XI-2 and the ISPS Code;

· Increased sharing of expertise between economies in maritime and port security measures.

2.   Support the work of the Business Mobility Group in enhancing travel security by:

· Expanding participation in, and enhancing the Regional Movement Alert System (RMAS) to positively validate that a travel document has been issued by the relevant authority and that it is not reported as lost, stolen or otherwise invalid;

· Checking that all APEC member economies issue machine-readable travel documents, if possible, with biometric information, by the end of 2008;

· Advancing an APEC initiative to enable developing economies to build capacities to issue machine readable travel documents, with biometrics technology, to enhance regional security; 

· Accelerating efforts to replace non-MRTDs with MRTDs on best-endeavour principles;

· Facilitating the implementation of ICAO travel document security standards while respecting domestic privacy laws and standards;

· Voluntarily providing information on lost and stolen travel documents to the existing database of the International Criminal and Police Organisation - Interpol (ICPO-Interpol) on a best endeavor basis by the end of 2006; and

· Development of Immigration Liaison Officer cooperation networking.
.   

3.   Support the efforts of the Energy Working Group to implement its Energy Security Initiative (ESI).in order to strengthen energy security in the region.  

4.   Support the work of the APEC Telecommunications and Information Working Group to implement Cybercrime and Cybersecurity recommendations.

5.  Support the work of Sub-Committee on Standards and Conformance on food safety with contributions from the Health Task Force and Agricultural and Technical Cooperation Working Group.
6.   Respond to ABAC’s recommendations on trade and security issues.
7. Support the work of the Finance Ministers’ Process in preventing and/or tracking down the flow of funds to terrorists.

4. Expected Outcomes/Deliverables for 2008:

· APEC Best Practices in Post-Blast Scene Management Workshop 

· APEC capacity building workshop on Trade Recovery Program(TRP) to develop possible approaches for the conduct of TRP pilot 
· Progress on the initiative to upgrade the Counter-terrorism Protection of Critical Energy Infrastructure with a view to the establishment of  relevant APEC Rapid Response Points of Contact Network
· APEC Seminar on Securing Remittance and Cross Border Payments from Terrorist Use
· Implementation of the project on Effective Public-Private Partnership in Counter-Terrorism

· APEC Seminar on Protection of Cyberspace from Terrorist Use Attacks
· Capacity building activity through the proposed concept of pilot project in the field of food defense. 
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