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Counter-Terrorism Task Force

17 August 2008, Lima, Peru

Executive Summary

The 17th meeting of the APEC Counter-Terrorism Task Force (CTTF) was held in Lima, Peru on 17 August 2008.  CTTF delegates met to review progress on the implementation of the CTTF 2008 work plan, discuss a third extension of the CTTF mandate and consider the election of a new CTTF Chair.

Members welcomed the 2008 Summary Report of Counter-Terrorism Capacity Building Needs submitted by the Secretariat based on needs expressed by member economies in their CTAPs.  It was agreed that the Friends of the Chair would review the process for completing and submitting updates intersessionally.  An updated 2008 Summary Report that reflects recent updates from several economies will be shared with relevant APEC Fora and international organizations. 
Member economies reiterated their support for on-going CTTF initiatives, including Viet Nam’s workshop on Aviation Security Audits; the United States’ first Food Defence pilot project to be held in Peru in September; Australia’s proposed workshops on detecting and deterring cash couriering and bulk cash smuggling; Australia’s workshop to improve regulation of non-profit organizations to prevent misuse by terrorist groups the STAR VI Conference; Canada and New Zealand’s workshop on Effective Public Private Partnership in Counter-Terrorism and Secure Trade and Indonesia’s  APEC Seminar on Securing Remittance and Cross Border Payments from Terrorist Use.

Members expressed their appreciation for the reports of the APEC Capacity Building Workshop on Trade Recovery Program and the APEC Seminar on Protection of Cyberspace from Terrorist Use and Attacks. 

Member Economies endorsed the revised Best Practices document presented on the Protection of Critical Energy Infrastructure presented by Russia. Peru conducted a test of the Aviation Security Emergency Points of Contact Network and announced that a second test will be conducted in November. Members were encouraged to provide complete and accurate contact details and to update the information frequently.
Members agreed to further discuss improving the efficiency of the CTTF meetings after the formal endorsement of the renewal of its mandate. Canada will lead the intersessional discussion and present a paper for consideration at CTTF1 in Singapore next year.  
Recognizing the continuous threat from terrorism to the safety, security, and prosperity of APEC economies and acknowledging the achievements of the CTTF in enhancing counter-terrorism cooperation, Members agreed unanimously to recommend SCE and SOM to extend the CTTF mandate for two more years and to continue the process of electing a new CTTF Chair for the period 2009-2010  intersessionally.   

Counter-Terrorism Task Force

17 August 2008
Lima, Peru
Chair’s Summary Report

The 17th meeting of the APEC Counter-Terrorism Task Force (CTTF) was held in Lima, Peru on 17 August 2008.  Sixty participants from twenty member economies and the APEC Secretariat attended.  The meeting was chaired by Ambassador Park Sang-ki, the CTTF Chair.
Chair’s Opening Remarks

Ambassador Park opened the meeting by welcoming participants to the third and last CTTF meeting of the year and thanking Peru for the excellent arrangements and warm hospitality.  Ambassador Park also presented an overview of issues to be discussed in this meeting.
Adoption of the Final Annotated Agenda

The draft annotated agenda was approved and adopted. The Secretariat briefed participants on business arrangements.

Chair’s Report on Intersessional Work

The Chair reported on progress made in the implementation of the CTTF work plan since the last meeting in Arequipa in May.  CTTF successfully implemented the APEC Seminar on Protection of Cyberspace from Terrorist Use and Attacks in June; and, the APEC Workshop on Trade Recovery Programme in July.  Member economies continued working on other activities to be implemented this year, including the STAR VI Conference, the workshop on Effective Public Private Partnerships in Counter-Terrorism and Secure Trade and the APEC Seminar on Securing Remittance and Cross Border Payments from Terrorist Use.
Significant progress was also made to implement the approved project proposals from Viet Nam’s Workshop on Aviation Security Audits; the United States’ first Food Defence pilot project to be held in Peru in September; Australia’s proposed workshops on detecting and deterring cash couriering and bulk cash smuggling; Australia’s workshop to improve regulation of non-profit organizations to prevent misuse by terrorist groups; and the Best Practice document prepared by Russia under the CEI Initiative. 
The Chair thanked Australia, China and the United States for volunteering to be members of the CTTF Small Group for BMC to assist evaluation and assessment of projects.
CTTF 2008 Work Plan 

Assessment of Counter-Terrorism Needs

CTAPs 2008 Update 

Mexico, Philippines and Singapore presented updates on their CTAPs.  Chile, Mexico, Russia and Singapore submitted their CTAPs, making 15, the number of CTAPs updates this year. All CTAPs have been uploaded on the CTTF CTAP site
The CTTF Chair emphasized that the CTAPs are an important tool to demonstrate how APEC economies are implementing Ministers’ and Leaders’ commitments and also to help APEC better target its capacity building initiatives. The Chair encouraged member economies that had not already done so to submit their CTAPs.
Capacity Building and Technical Assistance Programs
The APEC Secretariat presented the 2008 Summary Report of Counter-Terrorism Capacity Building Needs expressed by economies that submitted their CTAP by 30 June 2008.  Member economies welcomed the report and expressed their appreciation for the work done by the Secretariat.  Economies found the report very useful and agreed that updates received since 30 June should also be reflected.  The revised report will be shared with relevant APEC fora and international organizations.

Based upon the observations of the Secretariat and the suggestions of member economies, it was agreed that the Friends of the Chair would review the process for completing and submitting updates intersessionally.  The Friends of the Chair would also determine ways to make the report easier to complete and how best to proceed without delaying the completion of the report. An updated 2008 Summary Report that reflects recent updates from several economies will be shared with relevant APEC Fora and international organizations. 
Russia informed the group that it is ready to share its experience in information security with interested member economies, inter alia, through the participation of Russian specialists in appropriate APEC counter-terrorism capacity-building programs.

Cooperation among APEC fora on counter-terrorism issues

Trade Security: APEC Trade Recovery Program Workshop

Singapore reported on the key outcomes of the APEC Capacity Building Workshop on Trade Recovery Programme held in Singapore on 23-24 July.  Singapore announced that it was leading a group of economies in planning and conducting a TRP pilot exercise in 2009.  This pilot exercise would aim to demonstrate and validate the guidelines and implementation approach, in line with the APEC Leaders’ instruction in 2007.  Members reiterated their support to the Trade Recovery Programme and looked forward to future pilot projects.  

Singapore reiterated that the APEC Trade Recovery Programme (TRP) is an important mechanism to ensure the efficient and rapid recovery of the flow of trade amongst APEC economies in the event of a terrorist attack on the global supply chain. Singapore therefore encouraged APEC economies to follow up on the recommendations arising from the workshop on implementing mutual recognition arrangements (MRAs) to facilitate trade recovery amongst APEC economies.
Regional Movement Alert System (RMAS)
Australia provided an update on the RMAS, a Business Mobility Group counter-terrorism initiative and encouraged APEC economies to consider joining RMAS.  Chinese Taipei announced its intention to join the RMAS.  
Food Defense
The United States and Peru provided an update on the APEC initiative Food Defense Pilot Project: Putting Principles into Practice. The first pilot project will take place in Peru from September 15 – 20.  Three workshops will be held in succession in Ica, Lima, and Trujillo.  A summary of the project will be provided to APEC economies intersessionally and a formal presentation made at the next CTTF meeting.  The workshops will bring together the private sector, trade organizations, government experts, and academia to help prevent, prepare for, respond to, and recover from a deliberate attack on the food supply.  The project will also include a partnership with La Molina National Agrarian University to incorporate food defense into the food industry curriculum, thereby promoting sustainability of the initiative in Peru after the pilot phase. Member Economies once again broadly supported the initiative.  They expressed interest in participating in the initiative and looked forward to the results of the first pilot project.
Counter Terrorism Financing

Indonesia presented a detailed report on its preparations to host the APEC Seminar on Securing Remittance and Cross Border Payments from Terrorist Use to be held in Jakarta on 22-23 October 2008.  According to APEC Guidelines on non-member participation in APEC activities, intersessional approval will be sought from CTTF members to invite participants from non-members to this Seminar. 
Australia provided an update on preparations for the workshops on detecting and deterring cash couriering and bulk cash smuggling in late 2008 (co-hosted by the Philippines) and early 2009 and the Workshop on the Regulation of Non-Profit Organizations Workshop.  
Members reiterated their support for the projects in counter-terrorism financing, which focus on the FATF Special Recommendations VI, VII, VIII, and IX.  The Chair thanked these economies for their comprehensive reports and commended CTTF efforts in this area. 

Transportation Security

Peru reported the outcomes of the Aviation Security Emergency Points of Contact Network test in 2008. The first test was conducted in August and the second test is expected to be conducted in November.  It was reported that 11 economies were successfully contacted in the first test conducted during Peru´s night.  It is expected that the second test will be conducted during Peru´s working hours to measure the level of response.  Peru will report the results of both tests at the next CTTF meeting. The Chair encouraged all member economies who had not done so to provide their aviation security points of contact to the APEC Secretariat.
Viet Nam provided an update on its preparations for the Workshop on Aviation Security to be held in Ha Noi tentatively in February 2009.  In collaboration with members of the CTTF Small Group, the QAF for this project will be completed and the project proposal submitted to BMC for approval. Members recognized the importance of this project conceived based on the capacity-building needs identified by member economies. 

Cybersecurity and Terrorism 

Korea reported the outcomes of the APEC Seminar on Protection of Cyberspace from Terrorist Use and Attack held in Seoul in June. The objectives of the initiative were to assess cyber threats and to reinforce the response capacity both in the public and private spheres.  As a second CTTF-TEL joint project, the results were shared with the TEL WG. Members expressed their appreciation for Korea´s leadership in this area and cooperation among APEC fora.   

Counter-Terrorism Protection of Critical Energy Infrastructure
Member Economies endorsed the revised Best Practices document presented by Russia under the initiative to upgrade the Protection of Critical Energy Infrastructure. The document will be submitted to the Energy Working Group for information and later for SOM consideration.
Effective Public-Private Partnership in Counter-Terrorism

Canada and New Zealand updated members on the implementation of this project.  A discussion paper has been prepared to drive the discussion which has been distributed.  The document outlines key findings and analysis of the study and survey conducted to gauge the challenges and benefits of past, current and future public-private partnerships to counter terror and secure trade.  Following the workshop, a summary document capturing key findings and recommendations will be prepared and circulated to participants.  This report and its recommendations will be reported back to the CTTF at its first meeting in 2009.  Canada and New Zealand encouraged active participation in this workshop to be held in Lima on August 19 by relevant officials and business representatives from each APEC economy. 
STAR VI Conference
Peru updated members on its final preparations to host the STAR VI Conference and thanked member economies for their valuable comments to the program and for the kind support for identifying speakers and experts for this event.  Members were encouraged to actively participate in the upcoming STAR conference.

Other Matters

Update on Related Work in International Fora

Member economies provided, on a voluntary basis, brief updates on their views on relevant human security activities of other international fora – such as the ARF, Bali CT process, CICTE, CTAG, G8 Roma-Lyon, UN, Shanghai Cooperation Organization

Japan presented the G-8 Leaders Statement on Counter-Terrorism.

Korea gave a brief overview on its initiative on Cyber-terrorism within the ARF Framework.
Mexico briefed members on related work being done on OAS.  
China briefed members on Shanghai Cooperation Organization’s counter terrorism activities.
Russia also presented an update on related work in international fora, including the UN, G-8, BRIC, MERCOSUR, Group of Rio, CICTE, ARF, ASEAN, CIS, SCO and EAG.
The Chair thanked these economies for sharing this information on work being done on other international fora in the field of counter terrorism.
Land International Security and Commuters’ Advocacy Protocol            

The Philippines updated members on its approved project, “Land International Security and Commuters’ Advocacy Protocol”, which is pursued through the Transportation Working Group. Members were informed that the workshop of this project has been delayed to November for further consideration within the Transportation Working Group.

Radiological Sources: Implementing the IAEA Code of Conduct on Radioactive Sources and the Guidance on the Import and Export of Radioactive Source
In February 2008, the United States introduced a follow on survey to assess the degree to which economies and private industry have been affected by inadequately secured radioactive sources. Members agreed that the survey should proceed as a non-APEC event, as was agreed with the first survey in 2006, with members´ participation on a voluntary basis.   
At this meeting, the United States presented preliminary findings of the follow on voluntary survey on radiological sources and encouraged APEC economies to work further on facilitating the implementation of the IAEA Code and Guidance.  The presentation highlighted the costs to private industry from shipments that were delayed or returned to the exporting economy because of exposure to or contamination from unsecured radioactive sources. The United States explained how economies could reduce economic losses and support secure and smooth trade flow by implementing the IAEA Code and the Guidance.  Such efforts would be in keeping with the 2005 APEC Ministers’ statement which called upon APEC economies to aim at implementing the IAEA Code and the Guidance by the end of 2006.
Counter-Terrorism Protection of Transportation Infrastructure 
Russia shared with members its counter-terrorism practices concerning transport and related facilities.

Management Issues

Canada updated members on the status of their proposal for further discussion on increasing the efficiency of the CTTF.  Considering the renewal of the mandate is to be discussed at SOM3, Canada considered it would be more appropriate to wait until the mandate has been officially renewed to invite economies to engage in discussion inter-sessionally discussion and present a formal proposal for consideration at CTTF1 in Singapore next year.   Canada committed to sending an official request for suggestions on increasing the efficiency of meetings soon to CTTF members.  Members supported this approach.  

The Chair led the discussion on the third extension of the CTTF mandate until the end of 2010.  Member economies strongly supported the continuation of the CTTF mandate taking into consideration the significant achievements over the last two years and relevant ongoing initiatives on counter-terrorism.    Members recognized the important work of the CTTF and its strong leadership in coordinating counter-terrorism initiatives in APEC.  Members also reaffirmed their commitment to continue participating in CTTF activities, and agreed unanimously to recommend SCE and SOM to extend the CTTF mandate for the period of 2009-2010.

CTTF members also considered the election of a new CTTF Chair for the period 2009-2010. Ambassador Park invited economies to nominate or recommend suitable candidates for this position.  Member economies expressed their deepest appreciation to Ambassador Park for his commitment, professionalism and excellent leadership over the last two years. Members agreed to continue the process of electing a new Chair intersessionally.   

Update from APEC Secretariat

The APEC Secretariat reported on outcomes of the Ministers Responsible for Trade Meeting held in Arequipa relevant to the CTTF work.  It also reported that 4 September is the BMC deadline to submit 2009 project proposals seeking APEC Funding.  The Secretariat’s communications team support to the CTTF activities were also reported by the APEC Secretariat. 
Meeting Documents 

The Secretariat informed that 21 documents were submitted for information or consideration during the CTTF1 meeting.  The United States presentation on Unsecured Radioactive Sources and the draft 2008 Summary Report on Counter-Terrorism Capacity Building Needs presented by the APEC Secretariat will remained restricted.  The remaining documents will be made accessible to the public. 
Next Meeting 

Singapore announced that the next CTTF meeting will tentatively be held on 24-25 February 2009.
Chair’s Closing Remarks 

The Chair summarized the achievements of the CTTF in the last two years, noting the new dimensions the CTTF is opening up in counter-terrorism cooperation and the importance of human security agenda in APEC. As he reminded members that the CTTF strives to secure a safe environment to facilitate the flow of trade, the Chair encouraged CTTF members to lead action-oriented initiatives with a focus on capacity-building, securing government-private partnership, and enhancing collaboration with other international fora. The Chair thanked the Secretariat and APEC host economies for their invaluable assistance and expressed his gratitude to all members for their active participation and contributions to advancing counter-terrorism agenda. 

