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The Sixth Secure Trade in the APEC Region (STAR VI) Conference held in Lima on 20-21 August 2008 was attended by about 250 participants from APEC member economies, international organizations and the private sector.
With an over-arching theme of "Security and Vulnerabilities of the Global Supply Chain", STAR VI Conference sought to reinforce APEC’s secure trade agenda by identifying practical ways to implement the mandate of Leaders’ and Ministerial statements and, in partnership with the private sector, identify ways of mitigating risks to the supply chain, without compromising the flow of trade.

The theme of STAR VI “Security and Vulnerabilities of the Global Supply Chain”, recognised the need to develop an appropriate response of APEC member economies to make the Asia-Pacific (AP) region more secure against terrorist attacks to the supply chain, to constitute a working session for information sharing and exchange of ideas on the weaknesses and vulnerabilities of the AP region in order to confront this challenge, and to identify successful experiences in other regions in order to keep up with the rapid pace of international action to strengthen international legal and political measures to combat international terrorism.

A major focus of STAR VI was to review the full range of international security measures and initiatives to secure trade within the AP region and outside it, generating ideas on the responses to the challenge posed to ensure their compliance, building on gains made to date on the legal frameworks, use of technology, co-operation, and capacity building in the AP region.

There was strong representation from APEC economies, with speakers’ nationalities or their organizations representing over half of APEC economies, eleven in total (Australia, Canada, Hong Kong, Malaysia, New Zealand, Peru, Philippines, Singapore, Thailand, United States, and Viet Nam). Speakers included experts from governments, international organizations, academia and the private sector.
Presentations at the Conference included case studies of aviation and air cargo supply chains, and maritime and port supply chains presented mostly by the private sector.

Mr. Park Sang-ki, Chair, Counter-Terrorism Task Force (CTTF), presented some Closing remarks to delegates stressing the important role of STAR Conferences for the CTTF as an identifier of issues and a generator of ideas.

The following is a summary of the main outcomes and conclusions from the three main themes of the Conference: Supply Chain Security Challenges Faced within APEC Region, Implementation of Supply Chain Security Measures, and Partnering of Government & Private Sector in Supply Chain Security, and are submitted to the CTTF and APEC Senior Officials for further consideration.

Among global trade and security trends more trade should be expected, and with it more disruption of trade. World exports of goods went up 15% in 2007. World GDP is growing by 3.7%. So is APEC GDP. PECC forecasts Asia-Pacific region will attain 3.7% economic growth in 2008 and 4.4% in 2009.
APEC economies account for 9 of the top 10 global seaports by cargo volume, 24 of the top 30 airports for passenger traffic and 22 of the top 30 airports by cargo volume. Future projections on air passenger travel and commerce show impressive growth in APEC economies. With increase in business and trade, there is also an increase in opportunities for criminals and terrorists to do harm.

Aircraft and ships have always been targets of terrorist attacks, as have public transport systems and iconic buildings and public infrastructure. Government and business view the global supply chain as higher risk than ever, becoming a potential target to disrupt global trade and severely damage the world economy.

A study on “Economic Impact to APEC” shows that a 30-day equivalent period of diminished port activity can cause an estimated loss in exports of $98.8B in the first year and $154B over three years; and a total estimated loss in GDP of $104.1B in the first year, and $136.5B over three years.

A robust transportation system can become overwhelmed with operational concerns, which can lead to seemingly small vulnerabilities being exploited by terrorists. In particular the maritime container system presents many threats. With more than 90% of world trade containerized, there are many opportunities for terrorist infiltration as it is easy to conceal in a container and the system has many weak links.

Another global trade and security trend is the expansion of borders outward. Low cost production will continue to migrate. Capability for tracking and tracing to origin is required. Border security is global and permanent. The zone of security is pushed outwards by partnering with private sector through foreign factory and supply chain security certifications. This also implies that personnel must be assigned internationally.
C-TPAT (Customs-Trade Partnership against Terrorism) program is response from U.S. Customs and Borders Protection. However, response to 9/11 is not just from the U.S. There are many successful initiatives, both international and domestic standards and programs, to secure and defend the supply chain. But long term direction may be established by the World Customs Organization (WCO) SAFE Framework of Standards (FoS) with its Authorized Economic Operator (AEO) program. There is a need for a WCO endorsed strategy such as FoS, since it has a membership of 172 Customs administrations and represents 99% of global trade.

WCO has also recognized that BASC (Business Alliance for Secure Commerce) program, a non-profit organization business-customs partnership, provides an excellent platform for extending the business standards in the FoS and implementing AEO. A BASC-WCO Memorandum of Understanding has been signed for collaboration to promote the establishment of the FoS based on partnership and shared responsibility.
Seeking to harmonize global standards in order to identify risks and reinforce security in the supply chain. Thus, rather than competing secure trade programs and practices should try to arrive at standards as an industry. Cargoes go into different countries and having separate standards for each country/region will make implementation of programs to co-ordinate security efforts costly and difficult. One set of standards would be ideal (e.g. banking industry has one system - SWIFT), but even if the number of existing ones could be narrowed down it would be positive. BASC–C-TPAT standards harmonization goes in that direction.
Security measures should disrupt operations the least facilitating the movement of global trade rather than impeding it. They also need to be associated to cost and how it affects company profitability, since operators are companies whose goal is to make money. Transportation industry is highly competitive, and driven by intense pressure to lower costs. Governments should not transfer cost of security to private sector as “no investment” in security or safety may be a big temptation to private operators. Security should not affect the cost of international trade. A high cost of meeting additional security demands should not become a non-tariff trade barrier.
A globally recognized and accepted approach is required to meet the new and emerging threats and vulnerabilities of the supply chain security. A focus on a risk-based approach towards security may be a realistic good balance between security and facilitation. Thus should weigh costs of security measures against the derived benefits in the form of risk mitigation (i.e. how much can lower the risk from a given threat by implementing a specific measure, and what will it cost?).

Modernized Customs administrations use automated systems to risk manage for a variety of issues. This framework provides a consolidated platform which will improve the ability of Customs to detect and deal with high-risk consignments expediting the clearance and release of goods. This is tied to account management/account profile.

However Customs no longer acts alone but other Government agencies as well, e.g. health, product safety, agriculture, food & drug, environmental. Thus Single Window automation defence becomes critical.
Information sharing will continue to increase through expansion of Internet and telecommunications. There is information sharing between governments, e.g. international cooperative agreements for information exchange. But transport security is not owned by one entity. Thus an information based approach is also required, developing and sharing information and intelligence in a new era. Supply chain means working collaboratively. All players seating in one area to have the full picture (e.g. Canada’s Marine Security Operation Center, US Fusion Center).

Other parties outside the supply chain (e.g. banks, insurance companies) should be brought in. Should use commercial identification system (e.g. Dun & Bradstreet, GS1) not just government sources. However, screening may produce an information overload and the analytical framework may need to be checked.
Existing programs such as C-TPAT (US), PIP (Canada), SES (NZ), STP (Singapore) focus on preventive measures, but are no guarantee of 100% security against terrorist attack on the global supply chain. Thus, there is a need to ensure the rapid recovery of trade not only for disruption to global supply chain but in particular for terrorist attack.

A post-event scenario is the fear of a similar secondary attacks which affects all ports (¿is there another WMD arriving?). Increased level of security measures also reduces the capacity of alternative ports. It may have a significant impact on global trade. Delays in container clearance (first order impact) causing chokes in ports and delays to ships. Impact to industry (second order impact) slowing down manufacturing, ship productivity and turnaround, and impact workers and wages. Impact on SME’s cash flow, leading to closures and bankruptcy. The recovery from an attack is psychological.
APEC Trade Recovery Program adopts a total supply chain security approach and takes a risk-based approach towards security. It is consistent with existing international standards and programs such as WCO FoS, ISO 180001, ISPS Codes. In fact WCO inclusion of APEC TRP into FoS gives trade recovery larger significance and sets the stage for better global integration, even though they are non-prescriptive and provide guidelines only. APEC TRP premise on AEO programs and MRAs.

Mutual Recognition Agreements (MRA) link AEO programs, allow predictability and understanding and facilitate swift recovery. It must be accepted that not all economies will be able to fund technology-based screening and that many industry private operators will not be able to invest in technology-based screening. Therefore, achieving true harmonization may not always be the best solution. Instead, mutual recognition of security programs and procedures may be a better and more viable path forward.

There are no global trade or security trends towards convergence of technological solutions. Rather multiple technologies may be desirable since the risk of a generalised technology is that it could be defeated. Also, to achieve compliance of agreed-upon security standards (e.g. global aviation), each State can employ techniques and technologies individually adapted for its own capabilities and limitations. This certainly holds true for APEC economies as well. Moreover, in the case of technology-based screening speed of technological change is almost logarithmical.
U.S. Homeland Security bill required screening of all cargo on passenger planes within three years and set a five year goal of scanning all container ships for nuclear devices before they leave port. However only nuclear and radiological threats have been considered by U.S. Homeland Security, but not chemical or biological threats.

There are misconceptions about what each type of technology does. In the case of scanning technology, may be more interested in resolution, contrast, penetration, and energy of scanner or from the point of view of the operator on throughput, size (smallest footprint), and leakage, whereas what should really focus on is impact on logistics (don’t need to move container), space required (60x100 m not necessary), and throughput (minimum 10 k/h).

There is a case for Radio Frequency Identification (RFID) technology. RFID chips will be used by DHL in the express delivery industry on 100% of packages by 2010. U.S. Department of Defence is requiring RFID on packaging to over 40,000 suppliers. RFID smart chip is becoming the next generation of bar code. Thus RFID as anti-tamper, from product source.
The human element is the weakest link in the supply chain yet security personnel is provided by the lower echelon of society. Need to shape mindsets and develop a security culture. The empowered, trained people are motivated and effective.

No one single thing can prevent or mitigate security risks in the global supply chain A layered defense strategy is required with several layers of security to allow different levels of interventions to take place, such as: advance electronic information analysis and targeting of high risk shipments (e.g. 24-Hour Rule and National Targeting Center (NTC)), using advanced inspection technologies (e.g. NII), pre-screening high-risk shipments prior to arrival in the U.S. (e.g. Container Security Initiative (CSI) and IATA Secure Freight Initiative), trusted parties, partnering with the trade community to increase supply chain security (e.g. C-TPAT).
Look for opportunities to leverage government and international capacity building initiatives in the APEC region and worldwide. Capacity Building including conferences and seminars, training and feedback, may take place at a regional & international level. Some of the sources of international cooperation are IMO’s Integrated Technical Cooperation Program (ITCP), ICAO’s Co-operative Aviation Security Program (CASP-AP), TSA’s assistance programs, and some are private such as the International Maritime Bureau (IMB)).
To meet the requirements of U.S. security mandates that require the screening of all cargo on passenger aircraft by August 2010, TSA is emphasizing effective security management of the entire air cargo supply chain by building on established programs: air cargo security regulations, standard security programs, security directives, information sharing, and increased use of TSA-certified explosives detection canine teams and Transportation Security Inspectors for air cargo.  

Obstacles identified in the implementation of a security regime include lack of appropriate administrative arrangements, absence of proper and effective national legislative framework, no effective measures or approaches taken, shortage of qualified human resources, no verification arrangements in place, lack of funding.
Difficulties in the delivery of technical cooperation include inadequate information provided by States, lack of coordination between government departments and agencies, failure of nominated trainees to meet “entry requirements”, no follow-up efforts on the assistance given, identification and availability of qualified consultants and variations in terms of the quality and depth of their work, non-availability of updated training materials.
Should continue to review implementation of special security measures, promote collaboration at regional and sub-regional level by putting action plans into practice, train more security personnel using courses, seminars and workshops with a view to building the capacity of APEC economies to exercise control and compliance.
As to the collective efforts of the user community and logistics service providers, ports are natural hubs in which several government bodies are active (Coast Guard, Customs, Health Inspection) All participants in the port supply chain are brought together by the port community. Outsourcing some controls by port operator to private sector is possible
Also do not work alone to make skies safe and secure. It is not an easy task, and certainly one which can not be done alone. All are partners share efforts to mitigate risks without compromising an increased trade, tourism, business and global prosperity. It is a challenge to balance the many different interests and players involved, including industry partners, but are optimistic that it can be done.

*  *  *
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