1

19th APEC ELECTRONIC COMMERCE STEERING GROUP MEETING

CHAIR’S SUMMARY

1. The 19th Electronic Commerce Steering Group (ECSG) meeting was held on 24-26 February 2009 in Singapore.  Sixteen member economies were represented,  namely, Australia;  Canada;  Chile; China,  Hong Kong, China; Indonesia,  Japan; Korea; Malaysia; Mexico; Peru; Philippines; Chinese Taipei; Thailand; United States; and Vietnam.  Guests present included PAA, GBDe, ICC, and Privacy International.  
Approval of Agenda
2. Mr. Richard Bourassa, ECSG Chair, opened the meeting and welcomed delegates.  The agenda was adopted without amendments.

3.  
The Chair briefed the meeting on highlights of the Leaders’ Meeting in Lima, specifically on the regional economic integration (REI) agenda and the emphasis on IAPs, FTAAP, RTAs and model chapters, and TFAPII.  He noted the work done by DPS on TFAPII and on the checklist on digital prosperity and how this will shape and support ESCG work. The Chair noted that the checklist is strongly supported by CTI and endorsed by leaders.  

 ECSG Governance
4. 
The composition of the Executive Committee for 2009 remains the same with the following as members:  ECSG Chair, as well as the DPS and PTS Chairs who are also the two vice-Chairs of ECSG.
5. 
Friends of the Chair (FoTC) for 2009 include Canada, Peru, Australia, Korea, US, and ICC. 
6. Chair informed the meeting of the importance of the QAF in the assessment and evaluation of projects and reminded the group of changes made to the QAF process in 2008 to ensure an independent evaluation of projects.  The 2009 QAF small group composed of Canada, Australia, Peru, U.S. and Korea will be assessing all project proposals and evaluating projects upon completion.  A QAF member will not participate in a given evaluation process if the said proposal comes from his/her economy.

7.
The Chair provided a brief reminder of the project evaluation process, noting that the QAF represents one of two elements that are considered by BMC, the other being the ECSG project ranking.  
Implementation of  2009 ESCG Work Plan 
8. Mr. Colin Minihan, Chair of Data Privacy Subgroup, reported on the outcomes of the DPS meeting on 24 February 2009.   DPS Chair’s report is attached as Annex A.
9.
During its meeting, the DPS endorsed the 2009-2010 workplan, which is comprised of the following three elements: 1) the international implementation of the APEC Privacy Framework; 2) continue to encourage economies to develop IAPs, and 3) encouragement and assistance to economies with respect to the domestic adoption and implementation the Framework.  

10.
The DPS Chair noted that work on the Privacy Pathfinder takes up most of the time and resources of the subgroup.  Sixteen economies have endorsed the Pathfinder and other economies are being encouraged to follow suit.      
11.
The group also discussed work needed to further progress on the Pathfinder projects.  Key issues that have arisen since the last meeting were considered, and project documents will be revised in the weeks following the meeting so that testing can continue prior to the next SOM in July 2009.   Member economies were invited to participate in the testing of the Pathfinder projects.  Part of the work of the Subgroup will focus on the governance of the Pathfinder system.  Work will take place inter-sessionally.  The Subgroup Chair invited economies to join the email and teleconference discussion groups and concluded that overall, good progress has been made and the group is on track to meet its objectives.  

12. The U.S. reported on the 2-day Technical Assistance Seminar on International  Implementation of the APEC Privacy Framework.  Key issues discussed included trustmark independence; challenges for public sector accountability agents; needs of consumers and mechanics of how they will engage the system; and education of some companies.  Seminar participants agreed on the need for small groups to work on certain parameters of Project 3 document.   (2009/SOM1/ECSG/018)
13. DPS Chair thanked the U.S for reporting on the seminar outcomes and for their assistance in organizing the event as well.  A full report on the seminar will follow and will be circulated to ECSG.  The QAF for this project, when completed,  will be done by Canada, Korea and Peru.

14. 
Mexico requested more information on the methodology of a survey conducted by Australian consulting firm Galexia.  This survey formed the basis of a paper that was presented at the DPS Seminar by Galexia and which made reference to Mexican trustmarks. Mexico confirmed that it did not participate in the Galexia survey.   APEC Secretariat will convey Mexico’s request to Galexia.     
15. Ms. Aimi Yamamura, Chair of the Paperless Trading Subgroup, reported on the outcomes of the joint meeting between the PTS and SWWG on 23 February and the meeting of PTS on 25 February .   PTS Chair’s report is attached as Annex B.  
16.  
Chinese Taipei reported on the eC/O project and encouraged more economies to join.  If there are 11 participating economies,  there is an opportunity for this initiative to be upgraded to a pathfinder.  Vietnam expressed its readiness to join the eC/O initiative. 

17.  
The meeting heard reports on the following projects:

i. APEC E-Trade & Supply Chain Management Training Course -Phase II: Financial Supply Chain Management Training  (2009/SOM1/ECSG/007)
ii. Seminar to Advance & Promote APEC Work on e-invoicing framework ((2009/SOM1/ECSG/013)
iii. APEC Data Harmonization towards Single Window Paperless Environment (2009/SOM1/ECSG/006)
iv. APEC Paperless Business Environment with  focus on the use and archiving of e-documents (2009/SOM1/ECSG/009)
v. Assessment and Best Practices on Paperless Trade to Facilitate Cross-Border trade in APEC Region (2009/SOM1/ECSG/015)
18. 
Russia submitted a written report (2009/SOM1/ECSG/002) on the Development of APEC Guidance for Electronic Commerce, using the Best Practice of E-Government Procurement Systems.
19. 
Chair informed members that he met with the Chair of SCCP on the report and outputs from the APEC Data Harmonization towards Single Window Paperless Environment project.  ECSG Chair also addressed SCCP Plenary on February 26, 2009, indicating that, in his opinion, it was not appropriate for SCCP to write to CTI Chair about SCCP concerns with respect to the project. SCCP should first indicate in writing to ECSG what their concerns are. SCCP members agreed to this suggestion. PO will await comments from SCCP and UN/CEFACT before the report is finalized and endorsed by ECSG.    

CTI Chair Report

20.  
The CTI Chair briefed ECSG on the CTI priorities and workplan (2009/SOM1/CTI/006).    The Report on Regional Economic Integration (REI) will be guiding the TILF agenda and will be APEC’s response to help business amidst the current difficulties. The REI, presented in Sydney, Australia in 2007, was transferred into a matrix in 2008 (2009/SOM/014) and will assist sub-fora to better understand how their work fits with the Regional Integration Agenda. This year APEC will work on identifying at, behind, and across the border issues and measures to accelerate regional economic integration.  This will include among others looking into ROOs, examining the ASEAN FTA,  possible vehicles for FTAAP, issues on domestic regulatory reform and competition,   sharing  of best practices,  simplification of customs documentation, and working on KPIs to measure reduction in transaction costs.    In place of TFAPII,   the Supply Chain Connectivity Initiative (SCI) will be launched to improve trade logistics.  A Supply Chain event is being planned for May in Singapore.  

21.
The CTI Chair encouraged ECSG members to continue their work, demonstrate greater creativity and consider as they move forward, how to relate their efforts to freer trade.   

22.
The ECSG Chair noted that at APEC, the focus is very much on the movement of goods and communicated the importance of recognizing the importance of the virtual environment, further emphasizing how electronic connectivity supports physical connectivity and making a reference to ECSG’s work on border issues.  

23.
The CTI Chair concluded by reminding the ECSG of the importance of reporting to Senior Officials in simple terms, and asked the ECSG to consider making its reports more “exciting” to ensure that the attention of Senior Officials is captured and retained.    

24.
The ECSG Chair noted that ECSG needs to reflect on the CTI Chair’s comments and consider related opportunities.

Digital Economy

25. Chair informed the meeting that the U.S. successfully piloted work in 2008 on the Digital Prosperity Checklist, a list of elements (non-binding) that economies should consider if they wish to fully benefit from the enabling effect of  ICT on economic growth. The Chair emphasized the importance of the Checklist and noted its strong linkage to the work of DPS and PTS. The ECSG will look at specific elements of the checklist for implementation.  

26.
The ECSG FOTC have been working on two initiatives -  the Digital Prosperity Checklist Innovation from the U.S. and the Global Value Chain proposal from Canada (para. 19 below).   
TFAP II 
27. 
Chair briefed members on the discussions with the PSU Manager who has been tasked to work with BMG, SCSC, SCCP, and ESCG and recommend a mechanism to measure a further 5% reduction in transaction cost.  For ECSG, the key work item included in the TFAP II exercise, focusing on collective actions only, is the Data Privacy Pathfinder. It may be difficult to measure reduction in costs for the DPS Pathfinder as it is still a policy exercise and implementation has not started yet. On the other hand, other work items could be reported on, on a voluntary basis, even they are not collective actions. In this context, the PTS e/CO project can lead to measurable results.   
Individual Action Plan (IAP)

28.  
The APEC Secretariat reported that 18 economies have submitted their IAP on Paperless Trading and 14 economies have submitted their IAP on Information Privacy (2009/SOM1/ESCG/010).   The IAPs on Information Privacy will be posted on the APEC website and can be viewed by the public. Both the Chairs of the DPS and the PTS encouraged member economies that have not done so, to submit their IAPs, noting the importance of these to the work of the ECSG and the linkages to capacity building efforts within APEC, further adding that IAPs are a high priority of the CTI.  

Project Proposals for 2009-2010 

29.  The APEC Secretariat briefed the meeting on the 2009 Project Proposal Approval Process and timelines.  Main changes this year include the introduction of three project approval sessions instead of two;  removing the “urgent project” classification; removing the requirement that session 1 projects be limited to “urgent” projects linked to the previous year’s Leaders’ Statement  and two-year disbursement rule;  limiting to twice the  number of times a proposal may be  resubmitted; and considering multi-year projects for session 3.   Funding will target projects that are of high quality and high priority.  (2009/SOM1/ESCG/008).   The ECSG Chair noted that the ECSG would not be submitting projects for session 1 approval.  At the request of the Chair, the three types of available funds were also described:  OA, being the smallest, but most flexible; TILF, which is closely tied to trade and liberalization; and ASF, which supports capacity building for developing economies in the areas of economic and technical cooperation.  Any group can apply to ASF.  

30. Concept papers from Canada (Digital Prosperity Checklist and Global Value Chain),  and Korea (e-Biz and Economic Empowerment for APEC Women) were presented and discussed.  Russia presented a brief Stage 3- APEC e-Trade Hub Reference Model project concept in its Stage 2 report for future consideration.   
31. With respect to the Canadian concept paper, Japan noted that the proposal conforms with Japan’s priorities and thus expressed interest in pursuing collaboration opportunities with Canada.  The ICC noted that industry would be very interested in working with Canada as well.  Questions from the US, GBDe and Chinese Taipei  touched on, respectively,  1) whether the proposal aimed to look at the role of ICTs in global value chains; 2) whether  the issue of traceability of products for consumers was being considered; and 3) the difference between global value chains and global supply chains.  
32. On the Russia project, it was noted that the draft proposal calls for several actions to be undertaken by the Secretariat, and that some seem to go beyond its role and capabilities.   The Secretariat indicated that it would contact Russia to discuss.   
33. With respect to the Korea proposal, the ECSG Chair asked Korea to provide more information on how much money is being sought and details on other sources of funding.  Korea was also asked whether they’ve approached the APEC Gender Focal Point Network about the proposal, given that it is where projects related to women normally reside. 

34. ICC informed members of a proposed one-day seminar on the Digital Prosperity Checklist.  The seminar, which will focus on capacity building on policy and regulatory areas, will be self-funded and is planned for July.  The Seminar will focus on exploring approaches that could be adopted to stimulate growth during these difficult economic times.  The ICC noted that the concept paper for this seminar would be circulated in the weeks following SOM1.  Because it is self funded, the proposal will not be submitted to BMC, only ECSG.  Australia, the US and Canada expressed support for the concept paper.  
35. Proponents will further develop these concept papers into project proposals for consideration intersessionally.  DPS Chair suggested a mid-April submission date for those seeking APEC-funding for the second approval session.  The APEC Secretariat will advise members of the timelines for the second and third approval sessions.   

Voluntary Reports by Guests

36. GBDe reported on its October 2008 summit and invited members to its November 2009 summit in Munich, Germany. (2009/SOM1/ESCG/014).   The GBDe indicated that it would welcome more dialogue between various fora, including APEC, OECD, ATA, and hope to continue to find opportunities to get together and exchange information.

37.
PAA thanked ECSG for endorsing its request for guest status until December 2010. During its report, the PAA also noted its support for Canada’s proposed value chain project.  
Other Business 

38.  The APEC Secretariat presented its Communications Plan for 2009.  APEC is looking to introduce APEC to a wider public and as such, Member economies were encouraged to communicate information about APEC and promote its work broadly.  Amongst the Secretariat’s goals for 2009 is the development of templates that can be used for any APEC satellite website and making improvements to the user-friendliness of the APEC website.  The Secretariat is also launching initiatives for the 20th anniversary of APEC, including an essay contest on what APEC can do for business and the publication of two APEC success stories per month.   

39.      Korea presented its project on Initiative for APEC Women’s Participation in the Digital Economy.     Korea was requested to seek comments from the GFPN on its proposal. (2009/SOM1/ESCG/011).   
Conclusion and Next Meeting 

40.   Chair informed meeting that a Report to CTI will be prepared and circulated to members.  
41.    The meeting approved the document classification list.  
42. The APEC Secretariat will inform members of the date and venue of the next ECSG meeting in July in as soon as available from host. CTI is scheduled to meet on July 23 & 24.  Sub-fora meetings can take place any time after the CTI meeting and before the end of SOM3, on August 8. ECSG Chair has indicated that he would prefer to have ECSG Plenary and related meetings as close as possible to the CTI, in order to allow for CTI members to attend ECSG events (workshop on Digital Prosperity Checklist).
43.  Chair thanked members and adjourned the meeting.  

Report on the 19th Meeting of the
APEC ECSG Data Privacy Sub-Group

24 February 2009

Singapore

The APEC ECSG Data Privacy Sub-Group met on Tuesday 24 February 2009 in Singapore.  

The following member economies and guest organisations were represented at the meeting:  Australia; Canada; Chile; People’s Republic of China; Hong Kong, China; Indonesia; Japan; Republic of Korea; Malaysia; Mexico; Peru; the Philippines; Chinese Taipei; Thailand; United States; Viet Nam; the Global Business Dialogue on E-Commerce (GBDe); Privacy International; and the International Chamber of Commerce (ICC).  

I.  Introductory Remarks

· The meeting was opened by the Chair of the Data Privacy Subgroup, Mr Colin Minihan from Australia.  The agenda for the meeting (2009/SOM I/ECSG/DPS/001) was approved without amendment.  The report of the 18th meeting (2009/SOM I/ECSG/DPS/002) was adopted without amendment.

· The Secretariat reported on APEC priorities for the Singapore 2009 year.

II.  Outcomes of the Technical Assistance Seminar on the Implementation of the APEC Privacy Pathfinder

· The United States presented an overview of the seminar.

· Day 1 of the seminar focused on information sharing, stakeholder engagement and capacity building.

· Highlights – In his keynote speech the UK Information Commissioner, Richard Thomas, provided his view of EU privacy issues and identified parallels and opportunities between the work of the EU and APEC.  The trust marks session lead to further understanding of the need to develop a robust trust mark system for personal information focusing on accountability and regional responsiveness.  The governance session initiated the process towards the development of a governance model for the CBPR system.  The final session provided an analysis of regulator and enforcement issues in the context of domestic capacity building for economies.

· Day 2 of the seminar was a roundtable discussion that focused review project documents to identify and discuss key issues.

· Highlights – The day provided the ground work for the DPS meeting.  Discussions started with considering the scope of the CBPR system and then moved on to the key issues in the current project documents.  In general, no show-stopper issues were identified and work will continue in small groups to finalise the development of project documents.

· It was agreed that a written report on the outcomes of the seminar will be prepared and circulated out-of-session.

III.  Data Privacy Pathfinder: a Discussion on Pathfinder Projects

· The Chair commenced the discussion with a general summary of the Data Privacy Pathfinder and the current status of the Sub-Group’s work.  The Chair referred to the ‘Data Privacy Pathfinder Project Implementation Work Plan’ (2009/SOM I/ECSG/DPS/005), which provides a summary of the projects and the implementation process, noting that the document is being revised.  The Chair also referred to the ‘Friends of the Chair Overview of the Data Privacy Pathfinder’ (2009/SOM I/ECSG/DPS/016), which outlines the general goals of the Data Privacy Pathfinder.

· A list of Pathfinder projects and participating members is at Attachment A.

(a) Report on the outcomes of the first stage of the testing process in project 9

· The United States provided a ‘Project 9 stock take’ (2009/SOM I/ECSG/DPS/003), reporting on the project testing process undertaken so far.  Testing has commenced on the project 6 document (cross-border enforcement cooperation arrangements) with a number of participants.  Testing of this document will continue by using the hypothetical scenario that has been developed.

· Revision of the documents for projects 1, 2 and 3 has occurred as a result of considering them for testing under project 9.  The relationship of the 3 projects was discussed.  The project 1 document has been extensively revised through discussions with business stakeholders and members.  As a result of this work the next step will be to develop a new project 3 document that builds upon the project 1 document, recognising the clear links between these two documents.  Further revision of the project 2 document for private sector accountability agents has occurred and the development of a document for public sector accountability agents has commenced.

· It was noted that flow charts will be developed to provide a clear picture of the proposed interaction between projects 1, 2 and 3 and information flows.

· Testing of the existing documents will continue intersessionally with the results to be presented to the next Sub-Group meeting.

(b) Reports on progress with Pathfinder projects

· Canada reported on projects 1 and 3, referring to ‘Project 1 Self-Assessment – Discussion Draft’ (2009/SOM I/ECSG/DPS/004) and ‘Project 9: Module I Group Discussion’ (2009/SOM I/ECSG/DPS/018).

· The project 1 document is a high-level ‘self-discovery’ document for businesses to help them grasp the requirements of CBPRs in the APEC system.  It is also an application to take part in the CBPR system.  The process for accountability agents to review an organisation’s completed project 1 document will be set out in the project 3 document, on which development will commence and will continue concurrently with further review and testing of the project 1 document.

· It was noted that the current project 1 document is specifically targeted at collecting the information required to take part in the CBPR system.  The development of additional information for organisations which expands on the specific requirements of the document will also be necessary in coordination with the work to develop the project 3 document.

· The United States is leading a drafting group to commence development of the project 3 document, working through the testing process.  Chinese Taipei, the ICC and a US trust mark organisation indicated that they would participate in the group.  Other members are invited to consider participation.  The group will develop further information for organisations to understand their obligations under CBPRs, and the testing and review process to be undertaken by accountability agents.

· In discussion it was noted that the use of hypothetical scenarios will assist organisations in an economy to understand the CBPR system.  The ICC agreed and offered to assist in the development of education and outreach information for organisations.

· The United States reported on project 2 – see ‘Project 2 – Private Sector Accountability Agent Recognition Criteria – Draft’ (2009/SOM I/ECSG/DPS/006).

· Information provided by a private sector accountability agent (such as a privacy trust mark) under this project would be reviewed to determine whether the accountability agent can take part in the CBPR system – the review process is to be established under project 8.

· Seven categories that an accountability agent must satisfy have been established, which deal with matters such as independence and conflicts of interest.

· The question of whether an accountability agent could operate in another economy (either because there was no accountability agent in the economy or to provide certification where a local accountability agent has a conflict of interest) was raised and will be considered further.

· Canada reported on the development of recognition criteria for public sector accountability agents – see ‘Project 2 – Public Sector Accountability Agent Recognition Criteria Discussion Guide’ (2009/SOM I/ECSG/DPS/007) and ‘Data Protection Authorities Conference Accreditation Criteria’ (2009/SOM I/ECSG/DPS/021).

· The ‘Discussion Guide’ identifies a range of issues to be considered in commencing this work.  It was noted that the key difference between private and public sector accountability agents is the additional roles that a public sector accountability agent may undertake, which may include the accreditation of private sector accountability agents.  Guidance in considering the independence of public sector accountability agents is available from other sources, including the criteria used by the International Data Protection Commissioner’s Conference.

· Members are invited to participate in a small group which will work to develop this document.  Canada will take part in this group.

· Some economies noted that they have a private sector accountability agent (a trust mark) that has no regulatory powers but has been established under the oversight of a government agency (which is not itself a regulator).  Further work will be necessary to ensure that the documents deal effectively with the different domestic approaches currently in use.  Assistance from members to understand the parameters of the roles of private and public accountability agents in economies is essential.  This will also assist in considering issues such as conflicts of interest and independence.

· Canada and the United States lead a discussion of projects 5, 6 and 7 – see ‘Project 5 – Request for Contact Point Information’ (2009/SOM I/ECSG/DPS/008), ‘Project 6 and 7 – Cooperation Arrangement for Cross-Border Privacy Enforcement’ (2009/SOM I/ECSG/DPS/009), and ‘Project 9: Module II Group Discussion – Cross-Border Cooperation Testing and Development of the APEC Enforcement Cooperation Arrangement’ (2009/SOM I/ECSG/DPS/019).

· The documents were discussed and the key issues summarised.  The documents for projects 5 and 7 are finalised and there are limited outstanding issues in the project 6 document.  It was noted that this work is part of the CBPR system but can also stand alone as a valuable initiative to encourage cross-border cooperation of regulators (as it includes, for example, arrangements for staff exchanges and the sharing of information).  To take part in the arrangements an economy will need to have privacy laws and a privacy enforcement authority (as defined in the document) in place.

· The creation of the role of an ‘administrator’ in these projects was identified as an issue that should be considered as part of the larger governance work occurring in project 8.  While the cooperative arrangements are intended to be non-binding, the administrator role has been developed to provide coordination of the arrangements for participating economies.  This is because the Cooperation Arrangement document is intended to operate as a multilateral arrangement rather than a series of bilateral arrangements.

· In the context of discussing the outstanding issues in project 6 the importance of a receiving authority ensuring the confidentiality of personal information that is received was emphasised.  It was suggested that there should be a duty of care on receiving authorities with practical guidelines established to safeguard information that is received, including from any negligent handling.  No decision was made on the outstanding issues in the project 6 document.

(c) Discussion and decision on the ongoing testing of project documents in project 9, including endorsing revised documents for testing

· It was noted that the testing of project documents through the processes established under project 9 will continue.  The importance of members participating in the project groups and the testing process was emphasised.  The testing and revision of documents will continue intersessionally with the aim of finalising documents for consideration at the next Sub-Group meeting.

(d) Discussion on content of project 4

· The Chair lead a discussion of this project, referring to the following documents: ‘Project 4 Outline – Directory of Compliant Organizations and Contact List’ (2009/SOM I/ECSG/DPS/010), ‘Project 4 – APEC Sponsorship Guidelines’ (2009/SOM I/ECSG/DPS/011), and ‘Project 4 – APEC Website Guidelines’ (2009/SOM I/ECSG/DPS/012).

· As agreed at the previous meeting, this project has been expanded to deal with providing consumer contact information for participating organisations (a ‘white list’ of organisations) and accountability agents.

· The design of a website was discussed.  It was suggested that, as the CBPR system encourages the use of local solutions, consumers would be best served by a website that allowed them to find information for their economy, and that information could include issues such as any limitations upon the scope of an organisation’s certification (such as whether certification is limited to specified services or sections of the organisation).  The use of authentication technologies to create greater consumer and business confidence in the website and participating accountability agents was identified as an option to consider.

· The option of designing a more comprehensive website dealing with all elements of the CBPR system was raised.  This would mean that the website could contain sections with targeted information for consumers, organisations, accountability agents and economies.  It may be the case that some economies would prefer to support their own sections of the website.

· The additional ideas have implications for the design functionality of the website.  It was agreed that the first step is to survey members to gather their views on what they would like the website to achieve and possible design options for the website.

· Once a survey is completed, work can begin on designing a website.  At this time consultations should occur with the Communications Unit in the APEC Secretariat on website issues.

(e) Discussion on content of project 8

· The Chair lead a discussion of this project, referring to the following documents: ‘Project 8 – Cross-border Privacy Rules Governance – A Draft Proposal’ (2009/SOM I/ECSG/DPS/013), and ‘Project 8 – Scope and Governance of a Cross-Border Privacy Rules (CBPR) System’ (2009/SOM I/ECSG/DPS/022).

· The view was expressed that the credibility of the CBPR system depends on the development of an effective governance model, and that this work will impact upon all the projects by establishing their scope and the relationships of the various elements of the system being developed in the projects.  It was noted that roles like the administrator created in project 6 will need to be considered in this work and it may be the case that a specific administrator role becomes unnecessary if there functions of the role are dealt with in the governance model.  However, it was also noted that the cooperative enforcement arrangements have a role that goes beyond the CBPR system and so these arrangements may sit outside the system.  Discussion also referred to the need to ensure that the CBPR system can operate smoothly under the authority and oversight of the Sub-Group, but without constant involvement of the Sub-Group in the day-to-day running of the system.  As the Sub-Group only meets twice a year consideration will need to be given to ensuring that the regular management of the CBPR system occurs with appropriate authority.

· It is important that the governance model is not too complex.  It was suggested that the first step should be a survey of organisations and accountability agents to indicate the likely costs of compliance they may face through participation in the CBPR system, and whether there will be options to generate revenue to ensure the ongoing administration and maintenance of the CBPR system.  Costing the performance of the CBPR functions would also be useful to assist in determining a cost structure for the system, particularly for trust marks, although it was also noted that the costs are likely to vary in each participating economy.  It was suggested that the experience of the EU BCR process may provide some guidance.

· It was also noted that the CBPR system should be capable of being ‘scaled up’ – it may start with a small number of participants and economies and then grow over time as more economies and participants join.

· The draft project 8 document contains a series of questions.  As a starting point, members are encouraged to consider the questions and to provide additional questions to add to the list.  This will assist in identifying the kinds of issues that need to be addressed in the document.

(f) Discussion on future work of the Friends of the Chair Communications Group

· The Chair lead a discussion on this issue, referring to the document ‘Friends of the Chair Overview of the Data Privacy Pathfinder’ (2009/SOM I/ECSG/DPS/016).

· It was agreed that there will be further work for the FOC group to develop information on the CBPR system.  However, at this time no specific projects have been identified.  Members are invited to suggest topics for consideration.

IV.  APEC Projects

(a) Discussion of current projects in which the DPS may have a role

· Canada informed the Sub-Group of the APEC TEL/OECD Safer Internet for Children project.  It is understood that APEC TEL will be writing to the ECSG inviting the Sub-Group to participate in the project.

(b) Timetable for proposing APEC funded projects running in 2010

· The Secretariat advised the Sub-Group of the new timetable that has been established to consider proposals for APEC funded projects.  There will be three approval cycles in 2009, moving to quarterly cycles in 2010.  Project proposals must be lodged in the Project Database (after completing the QAF process through the ECSG and receiving approval and ranking from the CTI) for BMC approval by: cycle one – 20 March; cycle two – 22 May; and cycle three – 4 September.  However, as approval by both the ECSG and the CTI is required the effective final dates will be up to a month earlier.  The Secretariat will circulate more specific advice on the required timeframes after discussion of this issue by the ECSG.  Other changes are that projects can only be considered by BMC twice (they cannot be re-lodged every cycle).

· It was agreed that a small group would be established to develop project proposals for 2010 focussing on the current work of the Sub-Group.  Australia, the United States, Canada and the ICC agreed to participate in the group.  Other members are invited to participate.  The Secretariat confirmed that a project may consist of a consultant undertaking research (on, for example, mechanisms for governance and funding).

V.  Review of DPS Work Plan

· The Chair lead a discussion of the ‘Data Privacy Subgroup (DPS) Work Plan’ (2009/SOM I/ECSG/DPS/017).

· It was suggested that a greater focus should be given to domestic implementation of the APEC Privacy Framework.  The Sub-Group considered and endorsed the Work Plan as circulated.

VI.  Reports from Sub-Group Members

· Australia – the Government is developing a response to the Australian Law Reform Commission’s report number 108, ‘Australian Privacy Law and Practice’.  It is expected that exposure draft legislation setting out new national privacy laws will be released for public comment in the second half of 2009.

· Canada – it is expected that amendments to the Private Sector Privacy Act will be made soon, which will expand the ability of the Privacy Commissioner to collaborate internationally.  At the Provincial level, uniform privacy laws have been reviewed and it is expected that amendments will be made to improve the ability of Commissioners to cooperate and collaborate across Provincial borders.

· Chile – as part of the process of entering the OECD Chile is reviewing a range of laws, including their e-commerce and privacy laws.  It was also noted that a free trade agreement has been signed with Australia that includes a clause on privacy issues.

· China – the law on online business data protection has been adopted.  Consultations will be occurring and it is expected that improvements to the law based on the consultations will occur.

· Hong Kong China – as stated on the Commissioner’s website, he is reviewing Hong Kong China’s privacy law.  The Commissioner has made over 50 recommendations which are being considered by the government.  It is anticipated that public consultation will occur on some or all of the recommendations.  Reference was also made to ‘Hong Kong, China’s Legal Requirements on Cross-Border Data Transfer’ (2009/SOM I/ECSG/DPS/014).  The paper provides information on Hong Kong China’s domestic requirements for cross-border transfers of personal data.  Hong Kong China requested that other members voluntarily present papers to the Sub-Group on their current domestic approaches to cross-border data flows.

· Indonesia – is considering the steps to take to join the Data Privacy Pathfinder.

· Japan – the current domestic law deals effectively with most cross-border privacy issues.  The design of the governance model for the CBPR system may have domestic implications, given that Japan currently does not have a stand-alone privacy regulator.

· Korea – a law has been enacted that extends privacy obligations to public agencies and not-for-profit organisations.  Legislation to regulate CCTV is being considered, including whether it should apply to their use in taxis.

· Malaysia – is considering the domestic implementation of their privacy law.

· Mexico – two bills (one taking an EU approach, the other an APEC approach) remain in the Congress and there will be further discussions at the end of February.  The second trilateral meeting of Canada, the US and Mexico on cross-border flows was held in Mexico (see report under item VII).  In relation to the DPS seminar presentation that commented upon the use of privacy trust marks in Mexico, investigations have commenced to find out whether the comments accurately reflect the current situation.

· Peru – a national data privacy law is under development.  The Government has developed and issued rules setting out privacy obligations for the telecommunications sector in protecting customer information.

· Philippines – several bills are being considered by Congress, one of which is based on the APEC approach.  The first public hearing of Congress on the bills was held in the days prior to the Sub-Group meeting.  The APEC based bill is the product of a multi-sector working group that continues to work to improve the legislation.  It is likely that a privacy law will be enacted in 2009.

· Chinese Taipei – the law was revised in 2004 based on the APEC approach and this is the current basis for dealing with cross-border information flows.  Transfers of information can be prohibited in certain specified situations, and it is intended that the receiving economy should have privacy protections in place.

· Thailand – a bill is still being considered and it is expected that it will be referred to Cabinet.  The Government has taken practical steps to promote an understanding of privacy protection and the APEC framework amongst government agencies and business organisations, including those engaged in e-commerce.  Education work is continuing.

· United States – the FTC has released a revised report on behavioural advertising which promotes industry self-regulation.  The report has a broad application to data and extends beyond the traditional definitions of personal information.  An enforcement action was settled against an online pharmacy chain for failing to protect employee data, which has included the payment of significant fines.  The FTC/APEC/OECD Data Security Workshop will be held in Washington on 16 and 17 March and all Sub-Group members are invited to attend.

· Vietnam – privacy awareness raising workshops have been conducted (assisted by the FTC) and companies have been surveyed to increase their understanding of privacy issues.  A Government circular on e-commerce and privacy issues has been made and they are now promoting and accelerating business understanding of the requirements.  Consumer rights legislation is being drafted that will include provisions on protecting personal information.  TrustVN is now a member of the Asia Pacific Trust mark Alliance and is undergoing further development.

· It was agreed that the next Sub-Group meeting will provide an opportunity for members to voluntarily provide information on their current domestic law on cross-border privacy issues.

VII.  Information Sharing on Cross-Border Privacy Issues

(a) APPA Report

· Hong Kong, China reported that the next APPA meeting will be in Hong Kong, China in the second week of June 2009.  Amongst other matters the meeting will be considering the development of an APPA perspective for the Data Protection Commissioners’ Conference.

(b) OECD Report

· The OECD is co-sponsoring a conference on privacy accountability with the Irish Data Protection Commissioner, CIPL and BIAC.  The conference will examine the key elements of accountability, focusing on the essential attributes that regulators would need to identify to recognize an accountable organization.  Case studies will be developed to demonstrate how organizations match-up against the key elements of accountability.  A paper will be prepared after the conference to be submitted to the OECD by BIAC and to the Sub-Group by the ICC.  Sub-Group members are invited to attend the conference, which will be held on 28 April 2009 in Dublin.

(c) International Conference of Privacy and Data Protection Commissioners Report

· Canada reported on some of the outcomes of the last Conference.  A resolution called for the establishment of an international privacy day.  The Spanish DPA is leading work on the development of common global standards for privacy protection, with the goal of developing a new legal instrument to be considered at the next Conference, which will be hosted by Spain in November 2009.  Canada is leading work to develop a website for Commissioners with the initial focus on allowing cooperation and information sharing.  It is intended that the website be able to operate as a single public window on a range of privacy topics as well as provide links to the websites of DPAs.  Discussions are under way with the OECD on hosting the platform for the website (although it would be independent of the OECD website).  New Zealand is leading a group to develop protocols to allow the Conference to nominate representatives that can be available to take part in international privacy-related meetings.

(d) Reports from Guest members

· The GBDe continues to develop a framework for cross-border privacy issues and expects to provide more information at the next meeting.  In relation to trust marks the GBDe is pleased to report that it is now cooperating with the Asia Pacific Trustmark Alliance.  There was a meeting of the first members of the International Consumer Advisory Network (ICANet) in December 2008.  ICANet will continue to encourage new members to join and will consider linking with the European version (ECNet).  The 11th GBDe summit will be held in Munich, Germany on 5 November 2009.

· Privacy International thanked the Sub-Group for approving guest membership and referred to ‘APEC Privacy Work – A Civil Society Update’ (2009/SOM I/ECSG/DPS/023).

· Privacy International supports the cooperative arrangements being developed under project 6, noting that they have a broader application than CBPRs.  It also supports capacity building for domestic implementation and also believes there should be a greater focus on cooperation with the EU, OECD and Council of Europe.  It believes there are serious concerns that call into question the value of continuing work on developing a CBPR system, as follows:
1.
Difficult to see the value for most businesses in using the CBPR system
2.
It seems unlikely that privacy trust marks can meet the required criteria
3.
Unlikely the governments and regulators will cede responsibility over legal compliance to accountability agents in another jurisdiction
4.
The process seems too complex for consumers to understand which creates the danger that they will be misled
5.
The delivery and funding of the necessary infrastructure is unclear and APEC itself may not be a suitable body for the kind of infrastructure required.

· The ICC gave a brief report on its current engagement in privacy issues.

(e) Report on Security and Prosperity Partnership

· The United States reported on the Canada/US/Mexico Security and Prosperity Partnership (established under an FTA) Committee on ICT and E-commerce.  The Committee is studying and attempting to quantify real and perceived impediments to cross-border data flows across their common borders, including examining existing legal frameworks.  It is expected that the report from this work will be useful to APEC and will be provided to the Sub-Group when available.  Mexico reported on the outcomes of the last meeting, and Canada reported that the next meeting will be in Ottawa in May 2009.

(f) Future steps on information sharing

· There was continued support for encouraging contact and information-sharing with other organisations on common problems and issues.

· Opportunities for joint meetings should be sought in the margins of existing meetings – for example, the Conference of Data Protection Commissioners in Madrid in November 2009.  Members are encouraged to consider any such opportunities and work with the Sub-Group to develop possible meetings.

· It was suggested that a common issue for APEC CBPRs and the EU Binding Corporate Rules is an enhanced understanding of likely future cross-border data flows and the use of accountability agents in the respective processes.

· It was agreed that the Sub-Group should continue to look for opportunities to share information with consumer and business stakeholders as well as privacy professionals.

VIII.  Matching APEC Data Privacy Framework with other International Privacy Protection Standards

· Hong Kong China lead a discussion on this item and referred to ‘Matching the APEC Data Privacy Framework with Other International Personal Data Protection Standards’ (2009/SOM I/ECSG/DPS/015).

· Hong Kong, China stated that the purpose of this item is to invite members to consider the APEC Privacy Framework in the light of other existing privacy standards.  Members were asked to reflect on the questions raised in the paper and voluntarily provide their views.  Hong Kong, China agreed to Chinese Taipei's request to provide its research materials for the paper.

IX.  Domestic Implementation of the Data Privacy Framework

· The Chair led a discussion on encouraging domestic implementation.  It was noted that there have been no recent general workshops on domestic implementation.  Members who would like to discuss opportunities or ideas for assistance on domestic implementation should contact the Chair.  The Sub-Group agreed that the Chair would send an email to the Study Group to initiate an email discussion on encouraging domestic implementation.

· The Secretariat noted that 14 economies have provided Individual Action Plans on the domestic implementation of the APEC Privacy Framework.  The Sub-Group agreed that the IAPs should be made publicly available on the APEC website and asked the Secretariat to arrange publishing.  It was suggested that the Sub-Group needs to consider opportunities to revisit the components of privacy law to encourage other economies to complete their IAPs.

X.  Conclusions and Next Steps for the Data Privacy Sub-Group

(a)
Other matters

· Mexico referred to statements made by a participant in the DPS Seminar session on trust marks dealing with a survey of Mexican trust marks.  Mexico advised that it will be formally requesting the participant to provide more information on the research methodology used to obtain the results.

(b)
Next steps for the Sub-Group

· The Sub-Group agreed with the classification of the documents listed in the document classification list (document 2008/SOM1/ECSG/DPS/000).

· The Secretariat advised that the dates of the next meeting have not been set.  The CTI will meet on 23 and 24 July 2009 and subfora will meet in the period 23 July to 8 August 2009.

(c)
Chair’s summary

· The Chair provided an oral summary of the meeting that will form the basis of the Chair’s report on the Sub-Group’s meeting to the ECSG.  No comments were received on the Chair’s summary from the Sub-Group.

· The Chair thanked participants and closed the meeting.

Attachment A

Data Privacy Pathfinder Projects
Member Participation

Members indicated their participation as follows (updated by the Chair, February 2009):

Projects 1 and 3 - the United States (leader), Australia, Canada, Hong Kong China (observer), Japan (observer), Mexico (observer), the Philippines (observer), Thailand (observer), Vietnam (observer) and the ICC.

Project 2 –the United States (leader – private sector framework), Canada (leader – public sector framework), Australia, the ICC, Hong Kong China, Japan, Mexico, New Zealand, the Philippines (observer), Chinese Taipei (observer), Thailand (observer) and Vietnam (observer); 

Project 4 – Australia (leader); Hong Kong China (observer), the ICC, Mexico, the Philippines (observer), the United States, and Vietnam (observer)

Projects 5, 6 and 7 – Australia (leader), Canada, China (for project 6), Hong Kong China, the ICC, Korea, the Philippines (observer), the United States, and Vietnam are participating in projects 5, 6, and 7; New Zealand in projects 6 and 7; Peru in projects 5 and 6

Project 8 – Australia (leader), Canada, Hong Kong China (observer), the ICC, Korea, New Zealand, the United States, the Philippines (observer), and Vietnam (observer)

Project 9 – the United States (leader), Australia, Canada (participant for testing 5/6/7, observer for rest), China, the GBDe, Hong Kong China, the ICC, Japan (observer), Mexico, New Zealand (participant for testing 6/7, observer for rest), the Philippines (observer), Chinese Taipei and Vietnam


 ANNEX B

11th APEC PAPERLESS TRADING SUBGROUP MEETING

SINGAPORE, 25 FEBRUARY 2009

PTS CHAIR’S SUMMARY REPORT

INTRODUCTION

1. The 11th APEC Paperless Trading Subgroup Meeting was held in Singapore on February 25 2009. Ms. Aimi Yamamura from Peru’s Ministry of Foreign Trade and Tourism chaired the meeting.

2. Representatives from Canada; China; Indonesia; Japan; Korea; Malaysia; Mexico; Peru; Philippines; Chinese Taipei; Thailand; and Viet Nam participated in the Meeting.  The APEC Secretariat was also present. Representatives of the PAA attended the meeting as well.  

INTRODUCTORY REMARKS BY THE CHAIR AND ADOPTION OF THE AGENDA 

3. The PTS Chair extended a warm welcome to all delegates to the meeting and encouraged member economies to actively participate in order to have a rewarding and fruitful day of discussion. 
4. The PTS adopted the draft annotated agenda, circulated previously by the APEC Secretariat on February 16. 

PAPERLESS TRADING INDIVIDUAL ACTION PLAN

5. No member economy reported its Paperless Trading Individual Action Plan. The PTS Chair encouraged other economies to submit their PTIAP as it is a useful mean to enhance transparency and identify collective action plans and capacity building activities. 

PROGRESS REPORT ON ECSG RELATED PATHFINDER PROJECTS

6. Chinese Taipei informed on the current status of the Electronic Certificate of Origin Project (co-lead by Singapore and Korea). Also, it presented the future action plans and the way forward, and urged member economies to support and participate in this project.

a) It was noted that the e-C/O project was officially launched between Chinese Taipei and Korea.  

b) Peru and the Philippines informed their willingness to be part of the Pathfinder as observers.

c) Malaysia, Thailand and Viet Nam informed that they are analyzing the possibility to participate in the future.

d) Canada informed that it will consult internally and may be participating in the Pathfinder probably as observer. 

e) It was noted that the simplification of documents and procedures to make Rules of Origin (ROOs) more friendly is an action contained in the CTI Work Plan 2009: REI/FTAAP.

7. It was agreed that member economies interested in the e-C/O project would work inter-sessionally with Chinese Taipei and report the progress in the next PTS meeting.

8. The PTS Chair reported on the e-Cert SPS Pathfinder Project. She informed that on January 22 she sent a letter to the officers involved in the development of the e-SPS from Australia and New Zealand, about what was discussed in the 10th PTS Meeting and the need to review the condition of the Pathfinder Initiative of this project in accordance to APEC guidance for pathfinder projects. In response, she received a letter on February 3 providing most recent information in the project activities, including the recent approval of e-Cert as an international standard by UNCEFCAT. 

9. Moreover, the PTS Chair noted that during the PTS/SWWG Joint Session on February 23, SWWG Chair (Australia) briefed on this project on behalf of the project overseers. 

REPORT ON COMPLETED AND ON-GOING ECSG PROJECTS

10. APEC economies reported on the outcomes of the following ECSG 2008 projects:

· Seminar to Advance & Promote APEC Work on e-Invoicing framework (Peru).

· APEC E-Trade & Supply Chain Management Training Course (Phase II: Financial Supply Chain Management Training) (China).

· APEC Data Harmonization towards Single Window Paperless Environment (Thailand).

· The ECSG Chair made a brief presentation on the project implemented by Russia: “Development of APEC Guidance for Electronic Commerce, using the Best Practice of e-Government Procurement Systems” and its probable Stage 3.  

11. APEC economies reported on the outcomes of the following ECSG projects 2009:

· Assessment and Best Practices on Paperless Trading to Facilitate Cross Border Trade in APEC Region (China and Chinese Taipei).

· Study on APEC Paperless Business Environment with the Focus on the Use and Archiving of e-Documents (Korea).

12. The PTS Chair encouraged member economies to collaborate with the co-sponsoring economies by collecting and providing the required information and data.

NEW ECSG PROJECT PROPOSALS

13. APEC Secretariat reported on the new Project Approval Cycles for 2009 and the PTS Chair encouraged economies to present their proposals at time and take into account the information provided by the APEC Secretariat.   

SINGLE WINDOW

14. The PTS Chair reported on the joint session held on February 23 with the SCCP/SWWG. Projects of mutual interest were presented. From PTS, the following projects were presented:
· 3rd APEC E-Commerce Business Alliance Forum (China)

· APEC E-Trade & Supply Chain Management Training Course (Phase II: Financial Supply Chain Management Training) (China)

· Assessment and Best Practices on Paperless Trading to Facilitate Cross Border Trade in APEC Region (China and Chinese Taipei)

· Current status of the Electronic Certificate of Origin Project (Chinese Taipei)
· Seminar to Advance & Promote APEC Work on e-Invoicing framework (Peru)
· APEC Data Harmonization towards Single Window Paperless Environment (Thailand)
· Current status of the e-Cert SPS Pathfinder Project (Australia).
No questions were asked about the projects presented for information and discussion.
DISCUSSION ON THE PTS WORK PROGRAM 2008-2009

15. The PTS Chair informed that there was an updated version of the PTS Work Program 2008-2009 approved in the last meeting and invited member economies to discuss the following actions:

· Review of the definition and scope of Paperless Trading.

· Discussion on the development of a broader pathfinder that integrates PTS initiatives.

· Implementation of the paperless trading actions and measures included in the TFAP II.

16. From the document presented by the PTS Chair, it was agreed that there is a necessity for the PTS to have a broad definition of paperless trading so it would be clearer the scope of the work done by the PTS. In that sense, the PTS Chair proposed to work forward with the FotC to have key elements for the discussion and keep the sub-group informed about the progress. Moreover, she invited other member economies to provide comments and suggestions with regards to this issue. 

17. It was noted that the idea to develop a broader pathfinder that integrates the PTS initiatives has been discussed several times during the last year. Some member economies considered that this action could provide a high-level support to the PTS initiatives and give them a long-time implementation life. In order to facilitate the discussion, the FotC will work inter-sessionally on a concept paper to facilitate the work of the subgroup.

18. With regards to the TFAP II, it was noticed by the ECSG Chair that the PSU is working on the quantitative analysis of the actions and measures contained in the TFAP II and may be taking into consideration the progress done on paperless trading initiatives.   

VOLUNTARY REPORTS OF ACTIVITIES BY GUESTS

19. PAA informed the PTS about its activities. 

ANY OTHER BUSINESS

20. Thailand reported on its Single Window Paperless Trading implementation. 

. 

21. Canada expressed its willingness to join the FotC. 

CONCLUSION AND CLOSING OF THE MEETING

22. The PTS Chair concluded the meeting by thanking all participants for their support and active participation. She looked forward to further advance on Paperless Trading Goals.

