Chair’s Report

The 44th APEC Telecommunications and 

Information Working Group Meeting

(22nd - 28th September 2011, Kuala Lumpur, Malaysia)

Introduction
The 44th APEC Telecommunications and Information Working Group (TEL) meeting was held in Kuala Lumpur, Malaysia from 22 to 28 September 2011. The meeting was attended by twenty (20) member economies (Australia; Brunei Darussalam; Canada; Chile; China; Hong Kong, China; Indonesia; Japan; Republic of Korea; Malaysia; New Zealand; Papua New Guinea; Peru; Philippines; Russia; Singapore; Chinese Taipei; Thailand; the United States of America; and Viet Nam). Ms. Myung-hee Yoo, Program Director of the APEC Secretariat and representatives from APCC, APNIC, Colombia and GBDe also attended the meeting. 

Mr. Kenji Tanaka from Japan chaired the meeting with the Vice-Chair, Ms. Noor Sulyna Abdullah from Malaysia.

The meeting was preceded by a number of workshops and meetings as follows:

	22 Sep.

(Thursday)
	MRA TF

	
	Study workshop on Best Practice Transfer of Green ICT for Sustainable Growth

	
	Workshop and Training on DNSSEC

	23 Sep.

(Friday)
	MRATF

	
	Disaster Management Seminar

	
	Workshop on Enhancing Consumer Protection

	24 Sep.

(Saturday)
	Continuing Subgroup Project on Cybercrime / Regulatory Round table

	
	Workshop on Enhancing Broadband Development and Internet Usages for Improving Networks and Services in APEC Member Economies


1. Welcome and Opening ceremony
The first plenary meeting of TEL44 was opened officially on the morning of Monday, 26 September 2011. 

At the opening ceremony, Dato’ Sri Kamaruddin Bin Siaraf, Guest of Honor and Secretary General of Ministry of Information, Communications and Culture of Malaysia, welcomed all delegates to the meeting. He said that APEC TEL is a venue for member economies to collaborate towards the development of APEC region as a whole with the use of ICT. He pointed out the ICT’s important role in fostering economic growth and in achieving APEC’s objectives of trade and investment liberalization, business facilitation and economic and technical cooperation. To realize APEC objectives, he mentioned that we should continue to join hands in trying to reduce digital divide and to roll out the next generation network and new technologies. Regarding TEL Strategic Action Plan that would guide TEL until 2015, he said as a host economy of this year’s TEL, Malaysia hoped that the meeting would be a success in terms of keeping to the five priority areas of the Plan. He emphasized that we should keep on making efforts to narrow digital, gender and other kinds of divides to achieve the objective of the Plan. He also mentioned that wide adoption of the social networking application, while bringing many advantages for users, caused challenges with negative intent in many member economies and that the Plan offered us a clear path to strengthen our cooperation in dealing with the challenges on privacy and security issues. He said that it was time for APEC TEL to consider ways to deepen our collaborations whilst maintaining balance of privacy and respect for one’s citizens. Lastly, he wished all participants to enjoy Malaysia and its diversity through its culture, cuisine and so on. He also wished the meeting will be a great success.

On behalf of APEC TEL, Mr. Kenji Tanaka, the TEL Chair, expressed his gratitude to Malaysia for hosting TEL44. He indicated that he learned with great interest from Dato’ Sri Kamaruddin’s remarks, in particular Malaysia’s consciousness of protecting cyber security. He said that Malaysia’s experiences would be a valuable reference to the work of TEL. He mentioned that consistent and steady effort to implement TEL’s Strategic Action Plan which was endorsed by TELMIN8 in Okinawa last year helped to strengthen mutual tie among member economies in the field of ICT in the APEC region. He thanked again the Guest of Honor, Dato’ Sri Kamaruddin for his presence and guidance. He said that TEL44 would be a complete success with the continued support of the host.

2. Opening Address
In his opening address, Mr. Kenji Tanaka welcomed delegates to the Plenary of TEL44. 

He said that the TEL had a long history with a good number of participation from member economies and he was grateful for their active contribution to workshops and meetings and convenors’ leadership in respective steering group meetings. As the TEL  Chair, he mentioned that Okinawa Declaration which was adopted by ministers at TELMIN8 gave us a direction for the future TEL activities and the TEL needed to implement TEL Strategic Action Plan and review their progress so that TEL could report its activities to TELMIN9.

3. Adoption of Agenda
The TEL Chair opened the floor for comments on the proposed agenda for the plenary (2011/TEL44/PLEN001).  There were no comments from members and the agenda was adopted as proposed. 

4. Report on APEC Developments
4.1. APEC 2011 Priorities and APEC 2010 Outcomes

The APEC Secretariat informed the meeting that the report on key APEC developments had been uploaded (2011/TEL44/PLEN/003) and proceeded to highlight the developments of relevance to the TEL. The meeting was briefed that in 2011 APEC would build toward a “seamless regional economy” with focus on the following three specific priority areas: (1) strengthening regional economic integration and expanding trade, which include next generation trade and investment issues; (2) promoting green growth and (3) advancing regulatory cooperation and regulatory convergence. The Secretariat mentioned that the first and third priorities were of particular relevance to the work of the TEL and the progress in TEL’s work could contribute to promoting these priorities this year.

4.2. Key Outcomes of Recent Ministerial, SOM and Committee Meetings 

The APEC Secretariat reported on the key outcomes of the recent Ministerial, SOM and Committee Meetings, in particular, regarding the following items: (1) next generation trade and investment issues; (2) Independent Assessment in SCE; and (3) SCE’s efforts to streamline various working groups. 

First, the APEC Secretariat briefed the meeting that the CTI2 and SOM2 agreed on a list of work to address next generation trade and investment issues, which include (1) facilitating global supply chains, (2) enhancing SMEs participation in global production chains and (3) promoting effective, non-discriminatory and market-driven innovation policy. This list of work was subsequently adopted by Ministers Responsible for Trade at the ministerial meeting in May 2011 and has been implemented by various APEC fora.

Second, the APEC Secretariat informed the meeting that SCE undertook independent assessments as a means to gauge whether the ECOTECH activities being undertaken by fora were efficient and targeted, and would undertake the independent assessment for TEL next year.

Third, the APEC Secretariat reported on SCE’s ongoing efforts to streamline various working groups, including possible mergers of several working groups, and highlighted the importance to collaborate closely with other APEC fora to avoid duplicative work and promote a greater synergy in the activities of APEC fora.   

4.3. Project Management Update 

The APEC Secretariat provided a briefing on procedures for proposals seeking APEC funding at Session 3 this year (2011/TEL44/PLEN/004). The APEC Secretariat briefed the meeting on the outcome of Session 2, the detailed approval process for Session 3, different types of funds – OA, ASF and TILF – and tips for quality proposals. The Secretariat also emphasized the importance of timely implementation of approved projects, urging Project Overseers to familiarize themselves with the Guidebook on APEC Projects and work closely with the APEC Secretariat to ensure consistency with project requirements. The Secretariat also drew members’ attention to the multi-year project and briefed on its requirements and procedures.

5. Presentation by Economies of their Recent Regulatory Developments
Economies (Malaysia; Chinese Taipei; Australia; Viet Nam; Hong Kong, China; Japan; Singapore; the United States of America; China and New Zealand) presented a brief update of regulatory and policy development. (2011/TEL44/PLEN/005-013)

6. Steering Group Meeting Report

At the last plenary meeting on the morning of 28 September 2011, the reports of Development Steering Group (DSG), Liberalization Steering Group (LSG) and Security and Prosperity Steering Group (SPSG) were presented by their respective Convenors.

6.1 Development steering Group Meeting (DSG)

DSG Convenor, Ms. Sudaporn Vimolseth from Thailand, presented the summary report of the DSG meeting (ANNEX A) and requested for endorsement of one project seeking APEC funds and for approval of one self-funded project which are as follows:

· Application of ubiquitous Information and Communications Technologies (ICT) for customised management in emergency situations, proposed by Russian Federation (APEC fund seeking project)

· Innovative value-added service of ICT: Cloud Computing Applied to tele-health management platform system, proposed by Chinese Taipei (self-funded project)

The Convenor also requested for holding the following workshops/seminars at TEL45:

· 1 day Workshop on Application of ubiquitous Information and Communications Technologies (ICT) for customised management in emergency situations (Russian Federation)

· 1/2 day Workshop on ICT Applications for People with Special Needs (Japan)

6.2 Liberalization Steering Group Meeting (LSG)

LSG Convenor, Mr. Shoji Mihara from Japan, presented the summary report of the LSG meeting (ANNEX B) and requested for approval of  following one self-funded project:

· Telecom Competition Policy in APEC Economies, proposed by Singapore (self-funded project)

The Convenor also requested for holding the following workshops/seminars at TEL45:

· 1/2 day Workshop on Telecom Competition Policy in APEC Economies (Singapore)

· 1/2 day Industry Roundtable (Viet Nam and INTUG)

· 1/2 day Regulatory Roundtable (Viet Nam)

The Chair of MRA Task Force, Mr. Lawrence Kwan from Hong Kong, China, presented his report on MRA TF (ANNEX C) and requested for two half-day MRA TF sessions and three half-day MRA TF Drafting or Training sessions to be organized at TEL45.

 The meeting was informed that TEL44 was the last meeting for Mr. Kwan to serve as the MRA TF Chair and that Ms. Melinda Tan from Singapore, the Vice-Chair of MRA TF, and Mr. Peter Chau from Canada were nominated to the positions of the MRA TF Chair and Vice-Chair respectively. The meeting endorsed the recommendation. The TEL Chair, Mr. Kenji Tanaka, expressed his sincere appreciation to Mr. Kwan for his great contribution to TEL and the meeting gave a big hand to him for his hard work. Two-year term of new chairship for MRA TF will start from TEL45.

6.3 Security and Prosperity Steering Meeting (SPSG)

The SPSG Convenor, Ms. Jordana Siegel from the United States of America, presented the summary report of the SPSG meeting (ANNEX D) and requested for approval of one self-funded project.

· CSIRT Capacity Building and Collaboration, proposed by the United States of America (self-funded project)

The Convenor also requested for holding the following workshops/seminars at TEL45:

· 1 day CSIRT Capacity Building and Collaboration Seminar (the United States of America)

· 1 day Workshop on Security of Mobile Devices (Malaysia)
Besides, SPSG requested for holding the following meeting just prior to TEL45 (i.e. separate session from TEL45)

· 2 day 2nd SPSG Cybercrime Experts Group Meeting (the United States of America)
7. Discussion / Approval of New Project Proposals / Priority Setting
The following one (1) concept note seeking APEC funding and three (3) self-funded project proposals were endorsed/approved at the plenary:  

	Title
	Funding
	Rank
	Steering Group
	Proposing Economy

	Application of ubiquitous Information and Communications Technologies (ICT) for customised management in emergency situations
	APEC (ASF)
	1
	DSG
	Russian Federation

	Telecom Competition Policy in APEC Economies 
	Self
	 n/a
	LSG
	Singapore

	Innovative value-added service of ICT: Cloud Computing Applied to tele-health management platform system 
	Self
	n/a
	DSG
	Chinese Taipei

	CSIRT Capacity Building and Collaboration
	Self
	n/a
	SPSG
	United States


The APEC Secretariat informed members that, as there was only one concept note endorsed by the TEL, the concept note would be automatically ranked first by the TEL and submitted to the SCE for their priority assessment. Self-funded project proposals that have been approved need not be prioritized and can be uploaded on the PDS as soon as finalized.

8. Inter-sessional Approval Scheme for APEC-funded Project Proposals
The TEL Chair suggested introducing inter-sessional approval process for APEC fund-seeking project proposals. While there are three sessions a year to apply for APEC funding for projects, the TEL is missing one of the three since the TEL reviews and approves project proposals only at two TEL meetings in a year.

Taking into account the other fora’s practice advised by the APEC Secretariat and the discussion during the HoD meeting, the TEL Chair presented a proposal of “Inter-sessional Approval Process for APEC fund-seeking Project Proposals” (2011/TEL44/PLEN/025). Key points of this proposed process are as follows:

· Inter-sessional process is applied only in case the TEL cannot review APEC fund-seeking project proposals in a TEL meeting.

· The project proposals through inter-sessional process need to obtain at least 6 co-sponsors and must not have any outstanding objections for approval.

The HoD of the USA asked about the time frame of preparation for concept notes, and the TEL Chair replied that it would depend on the situation but in a normal case at least four weeks would be allocated for drafting concept notes.

At the end, the meeting agreed to the process. According to next year’s APEC schedule, Session 1 deadline of 2012 will be in January or February which is prior to TEL45. It was agreed that the TEL would start the inter-sessional process soon so that new project proposals could be submitted for Session 1.

9. Discussion of Future Meetings
Viet Nam, as the host economy for TEL45, announced that TEL45 would be held at Da Nang from 2 to 7 April 2012. Viet Nam presented a video about Da Nang and welcomed active participation from member economies. The draft program for TEL45 was discussed and agreed as follows:

	 
	Morning
	Noon
	Afternoon
	Evening

	Day 1
2 April (Mon)
	MRA TF
	
	MRATF Drafting or Training Session
	

	
	Industry Roundtable
	
	Regulatory Roundtable
	

	Day 2
3 April (Tue)
	MRATF Drafting or Training Session
	
	MRA TF
	

	
	CSIRT Capacity Building and Collaboration Seminar (SPSG)
	
	CSIRT Capacity Building and Collaboration Seminar (SPSG)
	

	
	Workshop on Application of Ubiquitous ICT for Customised Management in Emergency  Situations (DSG)
	
	Workshop on Application of Ubiquitous ICT for Customised Management in Emergency  Situations (DSG)
	

	Day 3
4 April (Wed)
	Workshop on ICT Applications for People with Special Needs (DSG)
	HOD and Excomm Meeting
	MRATF Drafting or Training Session
	

	
	Workshop on Security of Mobile Devices (SPSG)
	
	Workshop on Security of Mobile Devices (SPSG)
	

	
	
	
	Workshop  on Telecom Competition Policy in APEC Economies (LSG)
	

	Day 4
5 April (Thu)
	Plenary I
	
	DSG
	Welcome Dinner

	
	
	
	LSG
	

	
	
	
	SPSG
	

	Day 5
6 April (Fri)
	DSG
	
	
	Networking            Night

	
	LSG
	
	
	

	
	SPSG
	
	(SPSG)
	

	Day 6
7 April (Sat)
	Plenary II
	
	
	


Russian Federation, as the host economy for TEL46, informed that they were planning to hold TEL46 in Saint Petersburg or Yekaterinburg and that the date would be August or September of next year depending on the schedule of Russia APEC in 2012. 

The HoD of the USA indicated that after TEL43 they began internal processing on hosting TEL47 in the first half of 2013 but did not reach conclusion and that they would inform TEL members by TEL45.

The TEL Chair expressed his appreciation to the hosting economies and encouraged other member economies to consider actively hosting the TEL meetings beyond TEL47. 

10. Statements by Observers and Guests
Representatives from Colombia, APCC, APNIC and GBDe gave brief updates (2011/TEL44/PLEN/019-021) on their activities and expressed the desire for continued cooperation with the TEL.

11. Document Classification
The APEC Secretariat presented the Meeting Document Classification List. All meeting documents for group meetings were classified as discussed at the steering group meetings and all meeting documents for Plenary except for those relate to internal procedures were approved for public release. 

The APEC Secretariat reminded members to upload any revision to their documents on or before 12 October, after which date no revisions can be uploaded and all documents would be processed and transferred to the Meeting Document Database (MDDB) of the APEC website. Project Overseers and economies that provided oral reports at the SG meetings were also requested to submit and upload a written report to allow Convenors to track progress on the activities and for reference in future meetings.

12. Other Business
The TEL Chair mentioned that since Convenors and Deputy Convenors of three Steering Groups would finish their term at TEL45 all member economies were requested to consider taking up responsibilities. 

The HoD of Hong Kong, China, thanked Malaysia for their hospitality. On behalf of the host economy, Ms. Noor Sulyna Abdullah extended her appreciation to all participants for their support. Also she mentioned that she hoped everyone found the meeting a success and had an enjoyable stay in Malaysia with cuisine, culture and social activities.
In his closing remarks, the TEL Chair summarized the major outcomes of the meeting and highlighted the importance of activities in align with Okinawa Declaration and TEL Strategic Action Plan. He expressed his heartfelt thanks to the host economy, Malaysia, for the warm hospitality extended to all the delegates, and for excellent arrangement for the meeting. 
13. Adjournment
Mr. Kenji Tanaka, the TEL Chair, declared the meeting closed by wishing all participants a safe and pleasant trip back home.

ANNEX A
44th APEC TEL WORKING GROUP MEETING

ICT DEVELOPMENT STEERING GROUP

September 26 – 27, 2011

Kuala Lumpur, Malaysia

Attendance and Goals
The DSG Meeting was held on the two half day (afternoon of September 26 and 27). The meeting was convened by Convener Mrs. Sudaporn Vimolseth (Thailand), and Deputy Convener Mr. Yu Zhicheng (China). 49 Participants attended the meeting.
1. OPENING

1.1 Opening and welcome speech from Convenor and Deputy Convenor

Convener and Deputy Convener welcomed all the delegates and thanked Malaysia for hosting APECTEL 44 meeting. Convener also conveyed TEL CHAIR‘s message   of needing more collaboration and cooperation in responding to the survey project request actively so as to implement project as planned and effectively propose the new project proposal to achieve TEL Strategic Plan 2010-2015. 
1.2 Review and Adoption of Agenda
The draft agenda was reviewed and adopted by all the participants. In the agenda, there were four information exchanges about Broadband Services and IPv6 deployment status, seven current project reports, three workshop outcomes, and two new project proposals, and review/update of DSG Project Matrix. 

2. INFORMATION SHARING

2.1 Report on Status of Universal Access via Broadband Services in each Economy
Japan 

Japan reported that Japan had developed almost 100% of broadband network and 93% of ultra-high-speed broadband network as of march 2011. It means that all households in Japan have access to broadband. However, the percentage of ultra-high-speed broadband users is only 30%. To improve this situation, Ministry of Internal Affairs and Communications (MIC) is now taking actions. 
Introducing and promoting IPv6 is best solution to overcome IPv4 address exhaustion. Based on this, MIC makes 4 efforts toward IPv6 deployment such as 'Promoting IPv6 deployment of internet connection service'. 'Promoting IPv6 deployment among the relevant operators', 'Capacity building of IPv6 engineers and technicians' and 'Promoting advanced users of IPv6. 
Korea
Korea briefed the report status on Overview of Broadband Networks Services in Rural Areas. By 2010 almost 100% of households have access to high speed internet up to 2Mbps and about 74% of households have broadband internet up to 100Mbps in Korea. Last year Korean government formulated a mid and long term plan to construct broadband networks in rural areas until 2016 and thus to bridge the digital divide between urban and rural areas. The method replaces xDSL lines to FTTH in the region. The costs is shared by the central government, local government and ISP (inter service provider) in the ratio of 25%, 25% and 50%.
Mr. Craig Warren Smith delegate from USA working with Digital Divide Institute, Thailand shared information of the study about broadband and digital divide that broadband is not only about the access, but also about how to create the development for the low income people. He guided that a Broadband Ecosystem is a mix of products and services with supply-demand aspects. Indonesia is the prototype of Middle of the Pyramid (MOP). Indonesia can serve as a model for 37 middle-income developing nations, which mount a Big Push in supply and demand for broadband by 2015. 
He provided recommendations for APEC that APEC should think about technical assistance program, sharing best practices among low income and middle income economies, identifying areas for transnational coalitions such as lower Mekhong, facilitating strategic alliances between member economies and global transnational nationality, upgrading broadband for closing digital divide within overall APEC framework, and considering broadband for development. 
In this session, Indonesia also shared information about “Palapa Ring”, the project to design, build, self-finance and operate the national fiber optic backbone network in Indonesia. To be the main backbone for all telecom operators, it consists of several groups of fiber optic around specific islands/groups of islands, 1 national ring connecting all rings, reaching 440 districts and cities. 
This project is spitted into 2 phases:
Phase I:
Build in the eastern part of Indonesia
Phase II:
Integrate with the existing western backbone network and build new extension network to reach unserved cities
China
The Project overseer (PO) of the project "Workshop on Infrastructure Sharing to Foster Broadband Access" reported that all the two project tasks had been completed. The workshop was held in TEL43 in Hangzhou, well attended with nearly seventy delegates, including eleven speakers from seven economies. After the draft survey report was reported in TEL43, the project team revised the report several times with the valuable inputs from the workshop and comments from member economies, especially Vietnam, Singapore and Australia. The final version of the survey report had already been uploaded to the TEL website. CDs of the survey report were also distributed to each economy in this meeting. PO thanked member economies for their support to the project.
2.2 Update on IPv6 deployment Status

APNIC updated the DSG participants about current global IPv6 deployment status. APNIC's IPv4 address free pool reached the final /8 (about 16.5 mil IPv6 addresses) in April 2011. IPv6 transition is picking up momentum. According to APNIC Labs measurement, at least around 35% of the world’s host computers are ready to run IPv6 native mode right now if the route to the global Internet is ready with IPv6 - ISPs need to take action now. APNIC encouraged DSG participants to review their preparation stage of IPv6 transition for their government agencies' transition to IPv6 by referring the APEC TEL IPv6 Guidelines (established in 2010). APEC member economies are also encouraged to keep providing support to their Industry. APNIC is happy to work with APEC TEL member economies in assisting their transition to IPv6. 
The APNIC presentation concluded with the following message: The time to act on IPv6 adoption is now - by not acting now the growth of the Internet is at risk.
3. CURRENT PROJECTS REPORT

3.1 APEC e-Government Research Center at Waseda University, Japan

Japan updated the progress report of the APEC e-Government Research Center at Waseda University (Tokyo, Japan) that was established in 2005 to provide assistance in looking for solutions to the various challenges of e-Government. It also offers recommendations for the improvement of e-Government implementation. As part of the Center’s commitment to address e-Government issues, the Center does not only focus on the challenges concerning the national government agencies, but also the local government units. The center will organize both workshop/training and research on online services/application/ public safety/regulation as continuity of activities for the past years .The Center will continue to work as successful current activities in the region as core of network for e-government. The Center also has made contact with Economic Committee and HRD Committee to ask cooperation as inter-fora activity as well as meetings with international organizations such as OECD and ITU recommended by APEC TELMIN in Okinawa last year. The detailed information appeared in DSG document list.

3.2 APII Test Bed Project, Korea
Korea delivered its progress report on the APII Testbed Project that Korea-Japan APII Testbed (10Gbps, NIA-NICT) has been well maintained and used for various research activities including e-culture, e-learning, network measurement etc. APII Workshop have successfully been held on May 25, 2011, in Seoul for exchanging the information of research activities in the fields of Sensor and Future Network Testbed and starting to discuss the upgrade of the optical transport line between Korea and Japan. APII Workshop is tentatively organized on September 30, 2011 in Busan. KOREN update is adding new function as Research activities to introduce a new network equipment of packet like circuit system for testing Future Internet Service. KOREN is introduced two activities in other to increase the use rate of KOREN. One is the exchange of information to the application service as the existing KOREN network. The other is new network test environment to install WDM (400G) system from Seoul Pop to Tajoin PoP (200Km) with two optical repeater with the integrated Packet Switched Network and transponder system. It is on going testing to get a interoperability to the network equipment as like as Packet-Optical Integrated System (POINTS) and Integrated Control (international Federation) of Future Internet .It is strong insisted on the cooperation with other country for getting a inter-operability of new network equipment. 
Korea also introduced its future plans as follows:
1) backbone restructuring and FI infrastructure enhancement to:

a. enable flexible environment for future internet research 
b. make stable existing facilities(DCN, OF) 

2) Collaboration with OF Domestic facility 

a. Co-work with KREONET in OF@Korea (FIF Testbed WG)

3) Efforts on International collaboration with JP, US, EU and Asia country of APEC-TEL for Future internet(POINT/WDM-PON)

4) Participating Various Service Provisioning Projects
a. Giga Internet, M2M, Clouds and etc.

5) Promote R&D Resources for SME 

a. providing test environment for verifying new service

b. computing(Cloud) , M2M(Sensors), networking resources

3.3 APII Test Test Bed Project, Japan
Japan reported that this project aims to speed up the development of a new Testbed, the APII New Generation Internet in the Asia-Pacific region. The project assists researchers and engineers in promoting the development and deployment of the New Generation Internet by using a real Testbed infrastructure, by sharing facilities, equipment, and knowledge among the APII New Generation Internet network operation teams, and by fostering cooperation among their institutions. 
Regarding to future internet and new generation network, realization of “Future Internet Technologies (i.e. the New Generation Network (NWGN))” is required, which will provide fundamental solutions to various network problems, such as network security and energy consumption. NICT has conducted R&D activities, and operates large-scale Testbed networks to establish NWGN technology through proof and evaluation. The Testbed networks are widely opened to industry, academia and government as a technology assessment environment (Testbed), and promote the timely development of new applications and strategic international joint research and cooperation through connections with research institutions in the U.S., Europe, Asia, etc.
The Testbed consists of international submarine optical-fibre cable systems (the Japan-Korea and the Japan-China links). The capacities of the systems are 10 Gbps for Korea and 10 Gbps for China, and the systems are working together with JGN-X (Formally JGN2Plus), APAN, TransPAC3, and TEIN3. The JGN-X project had been taken over JGN2plus system from April 1st 2011. 
Recent APII Testbed activities are (1) 2011 Sapporo Snow Festival Field Experiment, (2) Interop 2011 Tokyo which is the international experiment of the SA46T technology between Thailand and Japan, and (3) Future Internet Testbed Workshop in APAN32 

(http://www.apan.net/meetings/India2011/Session/FutureInternet.php)
Japan also informed about the upcoming events as follows:

· APII Workshop in Busan (Sepetember 30, 2011)

· SC11 in Seattle (November 12-18, 2011): - planning the demonstration on HD contents transmission from Tokyo to Seattle by using the DCN technology to switch Trans Pacific NW and Trans Europe NW (usage of APII)

· Sapporo Snow Festival (February, 2012)
3.4 Enabling Information Communications Technology Investment for Growth and Recovery, USA
USA briefly reported that drawing on the results of the Digital Prosperity Checklist, USA has undertaken a follow-on survey, with the support of its project co-sponsors from Chile, Japan, Mexico and Vietnam. The new survey deals with questions regarding infrastructure. USA provided the survey questionnaire in August to the APEC Secretariat, which circulated it to all economies and requested responses by October. USA contemplates organizing an event at the next APEC TEL meeting at which the findings of this survey can be highlighted.
3.5 Construction of Disaster Information Distribution System and Service Mechanism of Exemplar Platform for NGO, Chinese Taipei
Chinese Taipei reported that the project was completed since 30 August 2011. The forum -“Disaster Prevention and Crisis Management Information System: Asian Experiences”-was successfully held on July 28th. It was a whole day event with 3 keynote speeches, 1 APEC thematic panel and 1 round table discussion. Dr. Toshio Obi gave a keynote speech on Japanese experience, and Dr. Hsueh-Cheng Chou from National Taiwan Normal University presented Taiwanese side of story.
The research team of this project was contracted by National Fire Agency of Chinese Taipei to design the program for NGO Information Service System for Disaster Relief and Prevention in 2010, in which the team encourages that public private partnership to set up the information volunteer program. It also developed the structure, recruitment criteria, and training sessions of the information volunteer program. As a result, the NFA will hold the “Training Camp of Reserve Information Volunteers for Disaster Prevention and Relief” by the end of 2011. The Camp will recruit and train a group of qualified information volunteers in who can help in local (county or city level) emergency operation centers (EOCs) on real-time data collection and information distribution should large scale disasters occur.
The research team also built a website (GBJP.tw) for distributing information about Japanese earthquake during the period of project implementation. The standard of procedure (SOP) regarding information flow and communication we developed in this project is also applied in building the website. A website Usaviah was also built devoted to the study of large scale disasters and dissemination of such information should the disasters occur.  

The project summarizes that the organized information volunteers are extremely important in large-scale disasters and its rescue activities. The information volunteers follow the SOP to collect and distribute disaster information will significantly reduce public panic about high demand on disaster information. Finally, the public private partnership is strongly encouraged to sustain the information volunteer program in the long term. 

3.6 Demand Based Policy Approaches to Foster Universal Broadband Access, Chile
The project was approved in 2009, aimed to represent an important tool for governments, policy maker or regulator to foster Broadband access and bridge the Digital Divide, as a complement to the supply based instruments, focused on encouraging investment on broadband and roll out of this networks. The purpose seeks to develop a study and a workshop in order to identify among the APEC economies, public policies (instruments, incentives, measures, etc) developed or under current development to foster universal access to broadband. There was no delegate from Chile attended DSG and no document sent to report the progress of this project. So, Convener postponed the report to the next TEL meeting in Vietnam.
3.7 ICT Applications for People with Special Needs (Seniors and People with disabilities),Japan and Singapore
This project, co-overseer by Japan and Singapore, already got approval for APEC funding with eleven co-sponsors namely Australia, Canada, China, Indonesia, Peru, Philippines, Russia, Chinese Taipei, Thailand, USA, and Vietnam. The main goal of this project is to create an effective platform for knowledge exchange on innovative development for assist ICT applications for elderly and disabled people. The project is developed in compliance with the declaration of the TELMIN8 and the resolutions for bridging digital divide adopted at the previous APEC meetings. It will include evaluation of experiences in implementation of ICT for people with special needs in participating economies. The key activities of the project include workshop at TEL45 in Vietnam (April, 2012), close cooperation with OECD and ITU for similar activities, publication of economy reports (September 2012), Tokyo workshop (September10-12, 2012) for policy-makers and experts. Project results will be promoted through a project website and a publication of a final report. This project will create measurement for HRD related to new APEC model on ICT applications for capacity building for people with special needs and also make technical assistance to developing economies through training, education and transfer of digital skills.
The objectives of the project are to:
1)
Enhance the understanding of a) barriers hindering the development of ICT based products and applications for people with special needs, as well as the uptake of existing ICT-based solutions;  b) success factors of widely used ICT products and applications for elderly and disabled.

2)
Develop metrics for measuring introduction, adoption, impact, value and return of ICT for benefiting the elderly and disabled.

3)
Bring together and integrate the expertise of researchers, policy makers and representatives from the business sector and NGOs for elaboration of efficient measures for human resource development related to ICT for ageing and disabled, and for definition of APEC model on capacity building for people with special needs.
4)
Establish and operate an international network of policy specialists, NGOs, private and public sectors’ organizations, education and research institutions involved in any aspect of production/service chain of ICT for ageing solutions, in order to share and translate relevant knowledge into operational plans and detailed actions for acceleration of production and commercialization of innovative solutions meeting all possible needs of the senior people and people with special needs.

Singapore as co-overseer supported and will discuss with Japan for inviting speakers from member economies to share views and experiences in this matter at TEL 45 in Vietnam. Chinese Taipei supported this project. 

4. WORKSHOP OUTCOMES

4.1 Study Workshop on Best Practices Transfer of Green ICT for Sustainable Growth, Thailand
Thailand reported that in TEL42 in Brunei, Thailand's proposal was approved for APEC fund to conduct “A Study Workshop on Best Practices Transfer of Green ICT for Sustainable Growth”, with seven co-sponsoring economies namely Brunei Darussalam, Canada, Japan, New Zealand, Philippines, Chinese Taipei and Vietnam. This project consists of two major tasks. First, to develop an online survey to consolidate present Green ICT implementation status in each APEC Economies and second, to conduct a one and a half day workshop on Best Practices Transfer of Green ICT for Sustainable Growth at APECTEL 44 in Kuala Lumpur, Malaysia.

Firstly, since TEL43 this project had launched an online survey. There were 97 respondents which were not statistically enough. The preliminary result showed that APEC Economies have been already aware of the importance of Green ICT in mitigating the impact of global warming. In terms of policies and strategies, half of the survey respondents already have Green ICT policies, strategies and budgets in place. Nevertheless sourcing of Green ICT, applying ICT in business operations and services, and ICT waste management do not receive significant attention in terms of actual implementation.
Secondly, the one and a half day study workshop on “Best Practices Transfer of Green ICT for Sustainable Growth” was successfully held in TEL44 on September 22-23, 2011. There were eight speakers from six member economies comprising of Australia, Japan, Korea, Malaysia, Chinese Taipei and Thailand with more than 60 delegates attended. The knowledge and practices exchanged during this workshop were about Green IT, Green IS and Green Telecom. 
For more robust survey result, Thailand would like to request every economy to help boosting number of respondents by end of November 2011. The online survey can be found on http://www.NSTDAacademy.com/APECgreenICT 
Lastly, project overseer shared lessons learnt from Thailand as the workshop organizer, that this event could be made more interactive and more fruitful if speakers and participants who may not be available to come to the event could virtually join the event through electronic means. Moreover, for the experts sharing their knowledge and experiences, it would be equivalence to those presenting at the venue if APEC regulations would have allowed for the honorarium be paid without physical presence of an expert to support Green World of not travelling much.
4.2 Disaster Management Seminar, Japan
Japan reported that the Disaster Management Seminar was successfully held as one day seminar on September 26. Over 40 participants joined the seminar, and were informed the role of ICT to prevent and mitigate the damage of natural disaster as well as the importance of keeping resilience of the ICT infrastructure.

There were eight speakers from five economies namely Malaysia, Indonesia, Vietnam, USA and Japan. They introduced their status against the threat of the nature and their effort to mitigate the risk against it. For examples, Mr. Ogu Salim Omar (National Security Council, Prime Minister’s Department, Malaysia; Host Economy) noted that the nation was hit by a great Sumatra tsunami in 2004 with serious damage. He also showed how the government are going to utilize ICT in Disaster Risk Reduction (DRR). Mr. Heri Yuniyanto (Center for international affairs, Ministry of communication and information technology, Republic of Indonesia) followed and focused on the importance of the radio communication in disaster management. Mr. Shin Morishita (Ministry of Internal Affairs and Communications, Japan) introduced the damage from recent disaster in Japan, and showed how Japan recovered the damaged infrastructure for communication, and how they are going to utilize advanced ICTs to prevent the risk in the future. Finally, Dr. Dang Dinh Trang (Vietnam Posts and Telecommunications Group, Vietnam) has introduced the status of his economy in disaster management, and also highlighted the voice communication by combination of HF radio and satellite should be expanded. Regarding to this, participants commented that the public-private collaboration should be very important for quick recovery from any category of disaster.
Out of eight speakers, four speakers were from industry sector. They introduced their experience in large scale disaster, as well as their anti-disaster products and services. They showed even the disaster is unpredictable, the use of telecommunication technology is vital for both prevention and recovery. Then the panel got the common understanding that the quick recovery of infrastructure is also very important.
Findings from this one-day seminar are as following;
· To recognize three independent phases (readiness, risk mitigation, and resilience) in the disaster management is important.

· Also the participant from the government and business has experienced the technological readiness for the disaster in the ICT infrastructure, as well as socio-economic preparedness for the disaster by the ICT.

· Since the resources are not infinite, balancing the total cost and the maturity of the preparedness is not an easy and simple task, but exchanging the experience and sharing knowledge among the economies will surely benefit us.

4.3 Workshop on Enhancing broadband development and internet usages for improving networks and services in APEC member economies, Peru
As Peru delegate could not attend DSG meeting, therefore, Convener took the role to report this project. Detail of the workshop report already posted on TEL44 document website. The project proposes to develop a study aimed to encourage broadband-based services usage in the region and identifying best practices of Internet as a tool for strengthening development and governability in the region and enhance capacity building. For such purpose, the project will include (i) benchmark broadband usages and applications, (ii) an analysis of best practices and public policies related to the matter, (iii) study of the impact on economic, social and political matters, (iv) the dissemination of the outcomes among APEC member economies during a seminar to be reported. The broadband study and the workshop were conducted in line with the requirements of TELMIN to explore the development of broadband information infrastructures stressing the need to extend broadband capabilities to rural and underserved areas. The workshop has been delayed since 2010. However, the study by the consultant, DETECON, was done in 2011 and the half-day-workshop was successfully held in TEL44, on September 24. The workshop was moderated by Mr. Alejandro Moscol, from OSIPTEL - Peru. 39 delegates from APEC economies attended the workshop.

Mr. Joannis Kiahopoulos and Dr. Werner Knoben from DETECON presented the results of the broadband study. Subjects covered were among the following:
· A comparative study of the digital divide in the APEC economies. Three major drivers for the digital divide were identified and discussed how regulatory and public policy intervention can be leveraged to bridge the digital divide

· Two groups of APEC economies were identified, those with GDP>25KUSD/capita (group B) and those lower (group A). Both groups share commonalities, such as for group A the existence of lower fixed broadband penetration and less affordable services. It was argued that for group A, development of mobile broadband will be the most cost effective way to provide broadband and close the digital divide.

· A comprehensive data compilation taking into account different criteria such as penetration, affordability, population density, bandwidth and technologies throughout the APEC were presented. The importance of regulatory and financial intervention and their relevance for promoting broadband development were discussed.

· For this, DETECON introduced the notion of two approaches for regulating markets, the ladder of investment approach and the Public – Private Partnership (PPP) approach. PPP as a form of financing broadband deployment in regional and national projects in the APEC were analyzed and their importance discussed.

Following by Mr. Moscol gave a presentation on the lessons learned by Peru for developing rural broadband. Several subjects were mentioned, such as new telecommunications projects for broadband in rural areas, the uses of the resources of Universal Access Fund, the PPPs, Universal Service Obligations and the objectives of National Broadband Plan approved in May, 2011.
The final presentation was given by Mr Craig Smith on the subject of “Meaningful broadband” initiatives in the APEC. Mr. Smith covered the subject of the demand and supply side for providing broadband to the bottom pyramid of citizens in the APEC. He continued to present the example of Indonesia as well as the example of India to highlight how a possible approach for closing the digital divide could look like.
The concluding recommendations are summarized that for:

1. Broadband development & Digital divide
· Digital divide is correlated with GDP per capita. Group B has high investment/capita into expensive NGNs, while Group A has investment focus on developing urban broadband using xDSL. 

· The consultant recommended for next step of Group A economies that they should focus broadband deployment in areas with high population concentration to achieve scale (“quick wins”) and drive efforts in mobile broadband. 

2. Accessibility

· The study drew out the access obligation combined with PPP and UASF / USO, Importance of spectrum management, liberalization and refarming for Group A, as well as digital dividend for rural broadband coverage. 

· As a result, it recommend to push / enable PPPs to develop rural broadband infrastructure, and carefully balance the license conditions in the next spectrum auction and drive reframing efforts.

3. Affordability

· There are significant price differences in Group A and B due to differences in penetration levels and economies of scale, and regulatory measures promoting competition are pointed out. 

· As a result, rigid price regulation is no solution, while Innovative and environment-reflecting pricing models required. 

4. Internet usage and consumption

· The study showed that E-Government is the major driver of change in government-citizen interaction. 

· The consultant recommended to build public sector capacity, harmonize IT systems, streamline processes, and align organizations. 

5. NEW WORKSHOP/ NEW PROJECT PROPOSALS 

5.1 Application of ubiquitous Information and Communications Technologies (ICT) for customized management in emergency situations, Russia
This project seeks APEC funding for USD 48,000 with four co-sponsoring economies: Japan, Singapore, Chinese Taipei and Vietnam. Conceptually, the widespread use of mass mobile terminals and sensor networks makes them promise for the tasks of customized management in emergency situations (ES). This project focuses on implementation of ICT for customized assistance to individuals especially those  with disabilities, in the progress of emergency (from the initial phase of emergency to the disaster or catastrophic phase) to ensure the safe evacuation of people from the zone of emergency. So, the most promising are supposed to be mobile terminals (cell phones, smartphones, etc.) and sensor networks. Live development and widespread deployment of such applications require trans-border cooperation. 
The objectives of the project are:

1. Acquisition, summary and assessment of to date experience in the APEC economies with regard to ICT use in emergency situations in the following aspects:

a) use of sensor networks for early warning;

b) coordination of rescue and police forces providing mass evacuation with

 the use of mass mobile terminals;
c) minimization of disasters negative consequences through the use of in

building ICT systems;
d) use of special ubiquitous ICT applications increasing safety of disabled, 

elderly people in emergency conditions; integration with eMedicine

 systems.

2. Development of the best practical guidelines based on the experience and expertise of different countries.

3. Promotion of recommendations on regular activity needed to deploy the ubiquitous ICT applications for emergency situations.

Thus, the planned activities are:
(i) symposium (TEL45, 3 April 2012, Da Nang) to share experiences of countries in applications of ICT in ES. Specific examples will be demonstrated. Best practice guidelines will be issued based on symposium proceedings; and 
(ii) workshop (TEL46, Russia, St.Petersburg or Yekaterinburg) to provide recommendations to ICT policy makers on prospects of ICT applications in ES. 
A final report to the TEL will be issued identifying risks and benefits, requirements and sources of funding.

This project has been approved and will propose to the Plenary.

5.2 Innovative value-added service of ICT Cloud Computing Applied to Tele-health Management Platform, Chinese Taipei
This one-year self-funded project with co-sponsors by Japan, Singapore and Thailand, echoes TELMIN8 Okinawa Declaration, encouraging member economies to incorporate emerging ICTs into health and medical practices. It aims to examine the business model of the cloud-based application service (taking tele-health as an example), its economic impacts and the policy issues involved in providing such the service. A cloud-based application platform on which cloud services that include data transmission and storage and user interface could be demonstrated and shared among the member economies.
This project will further analyze the economic impacts of the cloud-based application service, such as the costs of caring manpower reduced and the efficiency thereby improved, and business opportunities for downstream ICT and medical device manufacture increased, and the value-chain sustainable. The project will also validate its business model by conducting the performance evaluation.  

In this project, a survey among the member economies about the principles of providing the cloud-based services will be conducted. Together with the experience of delivering the cloud-based service, the survey results help us to conclude policy guidelines regarding information sharing, data protection, privacy as well as dispute mechanism for the member economies when developing cloud-based services.  

This project will generate the following documents:
(i) The instruction of constructing the cloud platform and developing the cloud-based service modules;;
(ii) The instruction of performance indicators and the framework of evaluation for the cloud-based platform

(iii)  Reports of policy guidelines in providing the cloud-based application service.
Vietnam supported the project. This project has been approved and will propose to the Plenary.

5.3 Enhancing the usage and production of green ICT products in APEC developing economies,Vietnam 

Vietnam delegate informed that Vietnam would like to postpone the proposal to resubmit in next TEL45 in Vietnam. 
6. REVIEW/UPDATE OF DSG PROJECTS MATRIX

Convener informed the meeting to review this document which already uploaded on the TEL44 website, any correction or addition are appreciated before proposing as the reference to all DSG project proposal both ongoing and just completed in this two years. 

7. OTHER BUSINESS

Convener concluded to the meeting that DSG will have two new project proposals one seeking APEC Fund and one self fund.
(1) Seeking Fund US$ 48,000 Application of ubiquitous Information and Communications Technologies (ICT) for customized management in emergency situations, Russia 
(2) Self Fund US$ 80,000 Innovative value-added service of ICT Cloud Computing Applied to Tele-Health Management Platform, Chinese Taipei

For Workshop / Seminar at TEL45 there will be
· a half day workshop on ICT Applications for special needs (Seniors and People with Disabilities)  –Japan and Singapore

· one day symposium on Application of ubiquitous Information and Communications Technologies (ICT) for customized management in emergency situations, Russia 
8. Closing

Convener thanked all participants for their cooperation and contributions to make this DSG meeting successful .and also emphasized for more cooperation in filling survey questionnaire in all DSG project in order to get the correct and appropriate data and also any approved project should run as planned. Convener also encouraged member economies to propose more new projects which response to the TEL Strategic Action Plan.2010-2015 and Leaders and Ministerial Declaration to fulfill the APEC goal. 
ANNEX B
APEC TEL 44 Liberalization Steering Group (LSG) Report

September 26 – 27, 2011, Kuala Lumpur, Malaysia

--------------------------------------------------------------------------------------------
The LSG meeting was held in the afternoon of September 26 and the morning of September 27. The meeting was convened by Convenor Mr. Shoji MIHARA from Japan and Deputy Convenor Ms. Evelyn GOH from Singapore.

LSG session I
1. Opening

The Convenor and the Deputy Convenor welcomed delegates and thanked all participants for attending the meeting and expressed their gratitude and congratulations to Malaysia, host economy of TEL 44, for the excellent organization and warm hospitality provided. 

The Convenor emphasized the importance of the LSG’s role in making further contributions to TEL through the steady implementation of the TELMIN Declarations and the TEL Strategic Action Plan, which would lead to greater Regional Economic Integration in APEC. The Deputy Convenor encouraged all participants to consider how LSG should contribute to the TEL Strategic Action Plan.

The LSG draft agenda was reviewed and adopted by all participants. The Convenor highlighted that he had included an item to discuss efforts to achieve the outcomes in the TELMIN Declarations and the TEL Strategic Action Plan. For this item, economies would share on their initiatives to promote universal broadband access by 2015 and to realize next generation high speed broadband by 2020 from the LSG perspective. 

2. Overview of the TEL43 LSG Report

The Convenor presented an overview of the TEL 43 LSG Report which contained the following items:

· TEL Strategic Plan 2010-2015
· Workshop Outcomes 

· Project Activity Reports 

· MRA Task Force Meeting Report 

· Information exchange 

· New project proposal 
The meeting noted the overview of the report.
3. Workshop Outcomes and Project Updates

3.1. Workshop on Enhancing Consumer Protection in Telecom Services (Singapore)
Ms. Lina CHUA from Singapore reported that the Workshop on Enhancing Consumer Protection in Telecom Services was successfully held in the morning of September 23. The workshop was well attended nearly by 40 delegates and there were a total of seven speakers from six economies (Hong Kong China; Malaysia; Japan; Chinese Taipei; China; Singapore) and the OECD. 

The objective of the workshop was to promote better consumer protection measures and greater competition in the telecom market, through the sharing of latest developments and best practices amongst APEC economies. 

Ms. CHUA updated that the report of the workshop would be prepared intersessionally and would be submitted at the next TEL meeting by Singapore. She welcomed further contribution by member economies on their domestic consumer protection frameworks, for inclusion in the report.

The Convenor noted that the workshop drew very active discussion and it also provided member economies with a good opportunity to discuss issues on consumer protection in telecom services as well as domestic policies and  frameworks.

3.2. Regulatory Roundtable (Malaysia)
A Regulatory Roundtable, which was combined with the Continuing Subgroup Project on Cybercrime (SPSG), was held in the morning of September 24. The forum focused on especially on “Social Media” which contained the following topics.

· How “Social Media”-fied is your economy?

· Social Media; The Good, The Bad and The Ugly;

· The threats? Is it for real?

· Are laws adequate? How do we apply real world legislation to the cyber world?

· Legal Jurisdiction? Is there any in the cyber world?

· HELP Wanted: How industry can assist regulators? Creating positive relationships; What is needed?

Mr. William Lee from Malaysia provided an overview of this topic and highlighted that there was a growing need to address cybercrimes perpetuated through Social Media. He also updated on the outcome of the forum including the discussions relating to some case studies that were prepared by Malaysia.

The Convenor highlighted the importance of addressing these new challenges in view that economies might be unsure about how regulators, telecom operators and service providers could best tackle the issue of rising cyber criminality.

Canada and Chinese Taipei suggested for Malaysia to provide a record of the Regulatory Roundtable discussion, to be reported to the LSG meeting. The Convenor noted the suggestions and would consult with Malaysia and the APEC Secretariat.
3.3. Other project updates
Mr. CAI Guolei form China updated on the project “Infrastructure Sharing to Foster Broadband Access” which was proposed by China. 

China had organised a successful workshop on infrastructure sharing at the previous TEL meeting which was held in Hangzhou, China. After the workshop, China had compiled the outcomes of the workshop as well as the result of the survey conducted before the workshop. 

Mr Cai explained that China has produced the final report on the project, which has been submitted to the APEC secretariat for uploading on the APEC website.

This project was fully concluded successfully and the CD copies of the final report were distributed to member economies.

Mr Cai expressed his appreciation for the support and contribution of member economies.

4. MRA Task Force Meeting Report

Mr. Lawrence KWAN, Chair of the MRA Task Force, updated LSG on the outcomes of the TEL 44 MRA Task Force Meeting which was held from 22-23 September. The Meeting was attended by 30 delegates from 12 economies: Canada, China, Hong Kong China, Japan, Korea, Malaysia, Singapore, Russia, Chinese Taipei, Thailand, US, and Viet Nam. 

He reported that the draft Guidelines were discussed at the MRA Taskforce meeting and there were still some issues to be considered before the Guidelines could be finalised and adopted.

He proposed for the next MRA Task Force meeting to be held in the first two days of TEL 45 and briefly indicated the schedule of the meeting.

He informed that Ms. Melinda Tan from Singapore would step up to serve as Chair starting from the next MRA Task Force meeting. He also introduced Mr. Peter Chau from Canada who would serve as Vice Chair.

The Convenor expressed his sincere appreciation to Mr. Kwan for his excellent contribution to APEC TEL meetings, especially MRA Task Force Meeting. 

The meeting noted the report from the MRA Task Force. 

5. Information Exchange Part 1

5.1. APT IMR Workshop Outcomes (Hong Kong, China)

Mr. Lawrence KWAN from Hong Kong China reported on the second APT IMR Workshop which was held in Hong Kong China in June 2011 and introduced future APT work on this issue. Over 80 participants from regulators, operators, and industry associations in more than 20 economies in the Asia Pacific region attended the workshop. 

At the workshop, some members considered that it may not be feasible to implement roaming price regulation in Asia on a regional basis, in view that Asia did not have a common supranational framework that encompassed all Asian economies. s Also, it might not be reasonable to mandate the same price level among all Asian economies, in view of the differences in the income level among different Asian economies. It was considered that non-price measures might be more effective to address the issue. 

The APT Working Group is now compiling the report and targets to circulate the draft report to APT members near the end of this year for comments. The report, with the guidelines and recommendations put forth by the Working Group, will be presented and discussed at the third APT IMR workshop to be held in the first half of 2012.

6. TELMIN’s declarations and TEL Strategic Action Plan

LSG discussed regulatory frameworks to achieve the goal of universal broadband access by 2015, which was set in TELMIN 7, and to realize next generation high speed broadband by 2020, which was set in TELMIN 8.

6.1. Broadband in Malaysia (Malaysia)

Mr. William Lee from Malaysia reported the growth of broadband in Malaysia including the current status of broadband subscriptions such as DSL, FTTH WIMAX and Mobile. 

He introduced the strategies and initiatives to accelerate broadband penetration from 2011 onwards. In this plan, initiatives under the key themes of “coverage”, “affordability”, “awareness” and “attractiveness” would be implemented to achieve this goal. 

He also highlighted the three key areas which contain “serving tomorrow”, “publishing boundaries” and “enhancing foundation” to further develop Malaysia as a high income nation.

6.2. Japan’s broadband policy (Japan)

Mr. Naoki ISHII from Japan briefed on Japan’s broadband access policy. He introduced the new broadband super highway which aims for 100% utilization of ultra-high-speed-broadband such as FTTH by around 2015.

He also provided an overview of the final report of the “ICT Task Force”, which was issued last December to achieve Japan’s goals. As supplementary information, he explained the management systems of NTT to ensure non-discriminatory access for telecom carriers. 

In Japan, new competition policy for promotion of broadband has been under consultation and will be released within this year.

6.3. Singapore’s Framework to Achieve Universal Access to Next Generation High Speed Broadband (Singapore)

Ms. Lina CHUA from Singapore provided an overview of the iN2015 Masterplan which was launched on 20 June 2006. She highlighted that one of the targets of the iN2015 was to achieve a household broadband access rate of 90% . The current penetration rate was 82% as at December 2010. 

One of the key thrusts of the Masterplan was the development of an ultra-high speed, pervasive, intelligent and trusted infocomm infrastructure. In particular,  the Next Gen NBN project sought to achieve the outcomes ofcompetitive prices for both wholesale and retail services, ultra-high speeds, pervasive nationwide coverage, and the development of innovation services.

She highlighted the regulatory approach for the Next Gen NBN, which included the key elements of an open access industry structure, the interconnection framework and universal service obligations.

She also updated on the status of fibre deployment and service offerings.

6.4. The broadband Development Plan of Chinese Taipei (Chinese Taipei)

Mr. Ming-Chung LI from Chinese Taipei made a short presentation about the broadband policy in Chinese Taipei. Firstly he overviewed the current status of broadband access including the wired and wireless broadband. 

Then he introduced the Digital Convergence Policy initiative approved in December 2010. This initiative focus on developing a high-speed broadband network, promoting the digital convergence of the telecom services, accelerating the digital TV switchover, promoting new video services, upgrading of the communications industry and harmonizing the regulatory environment for convergence.

Mr LI outlined the strategies to promote high-speed broadband, and highlighted the goal of 80% households having access to 100 Mbps wired broadband by around 2015. Through the promotion of the initiative, it is expected that the mechanism of market competition would be strengthened, innovation would be more effectively encouraged, all people could enjoy affordable and high-quality broadband converged services and Chinese Taipei’s digital ability would be enhanced.
6.5. Regulatory frameworks to achieve universal broadband access by 2015 (US)

Mr. Richard Lerner from the US reported the current status of broadband access and the regulatory frameworks. Regulators in the US have been providing overall direction through national plan, creating favourable regulatory environment that supports investment and innovation and redirecting existing USF programs. 

He also introduced the national broadband plan which was delivered last March. To promote a regulatory environment that facilitates investment and innovation, the US regulators have been trying to remove barriers to broadband build out, promote transparency including in the area of consumer protection, and release spectrum for mobile broadband.

He finally announced the Global Summit as well as the seminar on mobile application which would be held in December 5 to 6 in Washington D.C.

LSG session Ⅱ
7. Information Exchange Part 2
7.1. Updates on Japan’s FTA Policy(Japan)

Mr. Naoki ISHII from Japan briefly updated on Japan’s FTA policy. He gave an outline of the WTO and FTA/EPA processes and shared the current status of Japan’s EPA including Japan-India CEPA and Japan-Peru EPA. In these agreements, advanced articles such as number portability and cooperation for the spam mail were established to achieve more comprehensive agreements.

He also introduced the basic policy to promote economic ties with other regions including the guideline on policy promotion for the revitalization of Japan. He highlighted a section which stated  that  “the timing of a decision on whether to join negotiations for the TPP agreement will be considered from an overall perspective”.

7.2. FTA policy (Korea)

Dr. Hayun Kang from Korea introduced the Korea’s FTA policy. She firstly highlighted the benefits of free trade for telecom sector such as improved service quality / price, development of telecom industry and market expansion.

Then she explained the current status of Korea’s FTA. Korea has already concluded FTA with 8 regions and 7 FTAs have been under negotiations. 

She also introduced the structure of Korea’s FTA exhaustively which contains the provisions of NT / MA, TBT, Service or Investment, etc. She finally overviewed the history of market liberalization in Korea including the evolution of market structure. 
7.3. Digital Switchover Chinese Taipei Perspective (Chinese Taipei)
Mr. Eddie CHIANG from Chinese Taipei delivered a presentation on the digitization of terrestrial and cable TV in Chinese Taipei. 

Regarding the digitization of terrestrial TV, he reported that Chinese Taipei has set a goal of switching over to digital in June 2012 and outlined the four basic strategies which were established to achieve the goal. Through these strategies, Chinese Taipei has been trying to increase the coverage of DTV, provide subsidies for low income families and increase  public understanding of the digital switchover.

He also introduced the strategies for the digitization of cable TV, which aimed for 75% digitization by June 2015, as well as the schedule and latest progress.

He shared that Chinese Taipei would address the challenges regarding public awareness, digital channels content, legislation amendment.

7.4. Update on APEC 2011 (US)

Mr. David Miller from the US shared the update of APEC 2011 which was launched in December 2010 in Hawaii. He also reported that SOM3 which was held in San Francisco in September 2011 and concluded on September 26. Leaders Week of APEC 2011 would be held on November 8-13.

He also updated on the energy WG, workshop on low emissions development strategies, workshop on air-cargo liberalization and economic growth, energy smart communities initiative and travel facilitation initiative.

8. Next Meeting and Future Work
8.1. Next Regulatory Roundtable (TEL45 in Viet Nam)

The Convenor informed that the next Regulatory Roundtable would be held at TEL 45 in Viet Nam. The Convenor requested for economies to convey their suggestions on the theme for the Regulatory Roundtable to Viet Nam between sessions. The Convenor also encouraged all participants to support the Regulatory Roundtable by nominating speakers.

Dr. Le Nhat Tran from Viet Nam mentioned that Viet Nam would work in consultation with all economies including LSG Convenor and Deputy Convenor for the next Regulatory Roundtable. She also informed that the next Roundtable would focus on “Number Portability”.

8.2. New project proposal

There were one APEC fund project proposal from Viet Nam and one self-funded project proposal from Singapore that were submitted for LSG’s consideration:

· Proposal to “Enhance regional e-commerce adoption in developing countries” by Viet Nam. This project is designed to achieve the following key objectives:

· To provide an overall marketing and commercial support to local SME’s, especially retailers at a local level;

· To raise SME’s awareness of using ICT.

Although the theme of this project was in line with the priorities of APEC Leaders, some economies raised questions on the overlap of this project scope with the work of ECSG, as well as on the applicable APEC guidelines regarding the procurement of vendor services for the proposed web portal. There were also suggestions for the project to focus more on the sharing of best practices, in view that such portals were currently already available. The meeting requested for Viet Nam to review the scope of the proposal taking into account economies’ comments.

· Proposal for “Telecom Competition Policy in APEC Economies” by Singapore. This project is designed to achieve the following key objectives:

· To promote and facilitate the development of free and open telecom markets in the APEC region;

· To facilitate information sharing through a survey on current competition frameworks and policies and a 1/2-day capacity building workshop;

· To collaborate with other relevant APEC working groups or multilateral organisations.

Ms. Lina CHUA from Singapore delivered a short presentation on the project. She addressed the scope and importance of the project as well as the relevance to TELMIN’s directions in the Okinawa Declaration and Strategic Action Plan.

The project proposed by Singapore was endorsed by LSG and would be submitted to Plenary II.  As host of TEL 45, Vietnam was requested to provide logistical assistance in preparing for this 1/2-day workshop.  

9. Other Business
Report on Regulatory Roundtable

The Convenor informed that the report of Regulatory Roundtable was being prepared by Malaysia and would be released later. 

Columbia’s ICT Policy

Mr. Andres Waldraff from Colombia, as a guest, gave a presentation on the Viva Digital Plan in Colombia. He gave an overview of the current economic status of Colombia, including the government plan which contained five engines to facilitate economic prosperity.

He indicated the five principles in Viva Digital Plan, which sought to achieve the goal of 50% of households and MSME (micro, small and medium enterprise) connected to the internet and improvements in the number of municipalities connected to the information highway through the optical fiber networks. 

He also introduced the Digital Eco System in which infrastructure, services, applications and users would be connected efficiently. This Plan was targeted for accomplishment in 2014.

Document Classification

Ms. Myung-hee, APEC secretariat explained the document classification list to member economies. Documents of LSG meeting would be declassified with some exceptions.

Report by INTUG

The Convenor, on behalf of INTUG, shared with economies the key points in INTUG’s report since INTUG was unable to attend TEL 44. These included the following suggestions:

· To increase pressure on operators to cut roaming charges;

· To review the state of international mobile services in APEC region and to consider ways in which financial and technical barriers to mobile data applications in particular can be reduced and/or removed;

· To consider ways of improving harmonisation, efficiency of usage, and consistency in spectrum allocation and licensing procedures to ensure the possibility of seamless communications for 4G/LTE and beyond;

· To consider the impact of Cloud Computing on the whole ICT environment and not least on network service demands in terms of quality of service, security, resilience, interoperability, flexibility and choice as well as cost.

10. Closing Remarks from the LSG Convenor and Deputy Convenor
The Convenor highlighted that LSG provides a good opportunity for all member economies to share the information with each other such as domestic regulations, frameworks and future challenges. The Convenor also emphasized that LSG had to take the next step to contribute the TEL further and each economy would have to consider how to implement to the “TEL Strategic Action Plan” and the “TELMIN’s Declaration”.

The Convenor and the Deputy Convenor thanked all participations for their cooperation towards the success of the LSG meeting and again thanked the host economy Malaysia, closing the session at 12 noon.

ANNEX C
APEC TEL 44 MRA Task Force Meeting (APEC TEL MRA)

Kuala Lumpur, Malaysia, 22-23 September 2011

1 Welcome and Introduction

1.1 The APEC TEL 44 MRA Task Force (TF) Meeting was held from 22-23 September 2011 in Kuala Lumpur, Malaysia.

1.2 The Meeting was attended by 30 delegates from 12 Economies: Canada, China, Hong Kong China, Japan, Korea, Malaysia, Singapore, Russia, Chinese Taipei, Thailand, United States and Vietnam. The full list of delegates is attached as in Attachment 1.
1.3 The Meeting was chaired by Mr. Lawrence Kwan from Hong Kong China and co-chaired by Ms. Melinda Tan from Singapore.
1.4 The Task Force Chair welcomed all delegates to the Meeting. As there were new Members to this meeting, the Chair invited all Members to introduce themselves.
1.5 The Meeting adopted the draft agenda for the APEC TEL 44 MRA Task Force Meeting with no further amendment.

2 Finalisation and ReCap of the APEC TEL 43 MRA Task Force Meeting Report, 27-28 March 2011, Hangzhou, China.

2.1 The Chair briefed the meeting on the summary of the APEC TEL 43 MRA TF meeting report for the benefit of those who were not present at the last round. The APEC TEL 43 MRA Task Force Meeting Report was confirmed without further amendment. 

3 Economies Updates on MRA

3.1 Canada informed the meeting that it has designated 13 Canadian testing laboratories to test to the technical requirements of six participating economies, and has recognized 51 foreign testing laboratories from APEC economies to test to Canadian requirements. Canada has designated two Canadian certification bodies to certify to the technical requirements of three participating economies, and has recognized 18 foreign certification bodies from APEC economies to certify to Canadian requirements.

3.2 Hong Kong, China informed that it participated in MRA-CA Phase I with five economies and Phase II with two economies. It has recognized three CABs with one from Canada and two from USA. One of its local CABs has been recognized by the US (FCC).

3.3 Korea informed the meeting that, with effect from 19 Aug. 2011, its Designating Authority of broadcasting and communications equipments has renamed from Radio Research Agency to National Radio Research Agency. (Its acronym remains changed as RRA). It has implemented Phase I of MRA with USA, Canada and Vietnam under the APEC-TEL MRA. Its MRA with Vietnam was modified on 2 August 2011 to expand the scope of recognition to cover the whole range of broadcasting and communications equipment.

3.4 Chinese Taipei reported that it has entered into MRA with 5 economies in Phase I and 1 economy in Phase II. Under MRA Phase I, Chinese Taipei has recognized 23 CABs from other economies and designated 13 CABs that have been recognized by other economies. 

3.5 The US reported that it is participating with nine APEC economies in phase I: Australia, Canada, Chinese Taipei, Hong Kong, Japan (not APEC MRA), Mexico (not APEC MRA) Singapore, South Korea and Vietnam. The US recently signed a Phase I MRA with Mexico. The two economies are now in the confidence building and information exchange process to make it operational. The US is also participating in phase II with four APEC economies: Canada, Hong Kong, Japan and Singapore.

3.6 The updates provided by economies were given in Attachment 2.

4 Case studies on the use of MRA for Conformity Assessment by Industry

4.1 The Chair urged Economies to encourage industry players to come forward to share their experience in future meetings.

5 Task Force Projects

5.1 Project E – MRA for Equivalence of Technical Requirements (MRA-ETR)


The draft (at Attachment 3) Guideline for the implementation of MRA-ETR developed jointly by Canada, Hong Kong, China, Chinese Taipei, Vietnam and the United States was discussed in this meeting.  Members were generally of the view that the guidelines would be useful and important for them to understand the required implementation details of MRA-ETR for preparation of participation into the scheme with other economies. Some drafting sessions and small group discussion were convened to edit the current draft which might have to take some considerable time before it could be finalized and adopted in the future TEL meetings.


Chinese Taipei gave a presentation to introduce the organization and activities of Asia Pacific Laboratory Accreditation Cooperation, APLAC which might be one of the sources to provide expert advice and assistance to economies for the implementation of MRA-ETR. Chinese Taipei would collect more information of APLAC for reference by economies in the next TEL meeting.  

5.2 Project F - Stock-take of MRA implementation and benefits


Korea presented their experiences on the implementation of the MRA-CA and also the findings of their consultant’s study on the economic benefits as a result of implementing MRA-CA by the industry. Some economic methodologies were used in the study. Korea would like to seek all economies’ assistance to complete a survey form to facilitate their study further.  Members were requested to return the completed form to Korea after the meeting or via email when they had returned to office.   


The Chair thanked Korea for their initiative and encouraged members to look into the possibility of adopting similar methodology to gather information on the economic benefits of MRA-CA.  He added that the Task Force would discuss in detail in the next TEL meeting on the need of developing a survey to collect such information from economies. 

6 Training

The Chair informed the meeting that he circulated an email to all economies seeking their view and need for training but the response was weak.  Hence, the training was not planned for APEC TEL 44.  The chair urge member to inform the incoming Chair before the next TEL meeting should they still be interested in any training. 

7 Review of projects for TEL approval

Currently, there were no project proposals from the Task Force to be submitted to the TEL for approval.  The Chair reminded that for any new project proposals, members should follow the required procedures for the submission of the project proposals and obtaining the APEC funding. Detail could be found from the relevant documents at the APEC main website. Economies should observe the required procedures in formulating and submitting their project proposals. 

8 Update on the Development of Regional MRAs

8.1 CITEL MRA

The CITEL XIX PCC.I meeting was held in Mar del Plata of Argentina on Aug 30 - Sep 2, 2011. The Raporteur group of MRA on Conformity Assessment did not meet as there were no new contributions at this meeting. Over the years, CITEL member states' adoption of the Telecommunication MRA has been slow. This could be attributed to a lack of manufacturer base and lack of formal regulatory requirement in the region. However, the recent conclusion of the Canada-US-Mexico MRA negotiation, initially based on the CITEL MRA text, has proved that the MRA is of benefits to some CITEL member states. Also at this meeting, much attention of CITEL was devoted to the preparation of the WCIT (World Conference International Telecommunication) and the WTSA (World Telecommunications Standards Assembly) in 2012. 

8.2 The ASEAN Telecommunications Regulatory Council MRA (ATRC MRA)


Singapore informed the meeting that the 12th ATRC MRA Joint Sectoral Committee (ATRC MRA JSC) Meeting was held on 7-10 July, in Brunei.  The ‘MRA on Standard Equivalence pertaining to Electromagnetic Compatibility and Electrical Safety’ (MRA-SE) was endorsed by the ASEAN leaders at the 10th ASEAN TELMIN meeting held in November 2010.  The JSC is currently in the process of developing the guideline for the MRA-SE.
9 Web based information management

The MRA web page information is now available at www.apec.org facilitating the user to go to find up-to-date regulations and contact information for multiple economies at one web location for efficient implementation and operation of the MRA.  Members were invited to check whether their MRA webpages can be accessed via the APEC TEL MRA webpage at www.apec.org and, if found necessary, provide the correct URL linkages to their websites to the Chair.

10 Market Surveillance

10.1
The draft outline at Attachment 4 of the Guideline provided by Canada was discussed in the meeting.  Members had deliberated on a few key elements such as market surveillance over internet purchase. Further comments and inputs from members were necessary in order to supplement the draft Guidelines for discussion in the next TEL meeting.  

10.2
Chinese Taipei presented its legislative and regulatory regime on certification of telecommunications terminal equipment and shared its experience about activities of market surveillance and the remedy / penalty to rectify any non-compliance of any telecommunications terminal equipment  in the market.

10.3
Malaysia provided the information in a presentation about the objectives of conducting market surveillance on communications equipment. It would initiate an exercise in October 2011 to inspect and test some communications equipment as sampled/purchased in the market. 

11 Joint Committee

11.1 The Chair said that all along for this Agenda item, there was a provision for Economies to form a Joint Committee to meet on an as needs basis to deal with implementation issues of MRA-CA  and other matters that might occur from time to time. The Chair had not received any such request so far. He anticipated that for implementation of MRA-ETR, Economies might have to form such Joint Committee in future.
12 Any other business

12.1
The outgoing Chair said that he was handing over the chairmanship to the incoming Chair, Ms. Melinda Tan of Singapore who would take up the Chair post as from TEL 45 onwards. With regard to the selection of the new Vice Chair, he received only one nomination which was from Canada to nominate Mr. Peter Chau. As a result of the discussion, majority of members in the meeting fully supported the recommendation for Mr. Chau to become the new Vice Chair as from TEL45 onwards.  

12.3
As a result of endorsement by the Plenary of TEL44, both Ms. Melinda Tan of Singapore and Mr. Peter Chau of Canada would take up the Chair and the vice Chair position respectively with effect from TEL 45. The outgoing Chair thanked all members for their full and kind support during his chairmanship. He blessed that the incoming Chair and the new Vice Chair would steer the future Task Force meetings with great success.   

13
Way Forward

In summary, the following issues would be discussed at the future APEC TEL MRA TF meetings:

· Follow-up on any training need of Members;

· Discuss and finalise the Guidelines for implementing the MRA-ETR;

· Discuss and finalise the Best Practice Guideline for implementing market surveillance;

· Develop a survey for obtaining the updated information from Economies on the benefits of MRA-CA in terms of financial information. 

14
Date and Venue of Next Meeting

14.1
As usual, it was proposed that the next MRA Task Force meeting be held in the first two days of Tel45.  As the MRATF would need to undertake the tasks of drafting of guidelines of MRA-ETR, best practice guideline for market surveillance and survey of MRA-CA and might also hold training workshop to Economies, it is proposed that the Tel45 host would provide the following arrangements.

	
	Activity
	Venue/facilities

	Day 1 Morning
	MRATF Session 1
	Conventional APEC arrangement

	Day1 Afternoon
	MRATF Drafting or Training Session
	Conventional APEC arrangement or informal room for up to 25 people with projector

	Day 2 Morning
	MRATF Drafting or Training Session
	Conventional APEC arrangement or informal room for up to 25 people with projector 

	Day 2 Afternoon
	MRATF Session 2
	Conventional APEC arrangement


14.2
Though the MRA drafting/training sessions and meetings will mainly be convened in two days.  There is a need to reserve a room to accommodate some working committees to discuss and follow-up some issues of MRA in the afternoon of Day 3.

Attachment 1

Update of MRA Activities and Changes to Technical Regulations
	
	

	Canada
	Technical regulations (Annex I of MRA): 

Since the last meeting of this Task Force, Industry Canada has amended some of its technical requirements for radio and terminal equipment.

· Technical Requirements published since March 2011:

 

1. RSS-119 - Radio Transmitters and Receivers Operating in the Land Mobile and Fixed Service in the Frequency Range 27.41-960 MHz, Issue 11, June 2011

· Industry Canada is in the process of amending the following procedures:

1. CB-02: Recognition Criteria, and Administrative and Operational Requirements Applicable to Certification Bodies for the Certification of Radio Apparatus to Industry Canada’s Standards and Specifications
· The market surveillance section is being updated to provide clarifications on audit requirements. This update will clarify how to calculate the number of products to be targeted for audit by the certification bodies within a calendar year. 

2. CB-01: Requirements for Certification Bodies
· CB-01 is being updated to apply to both Canadian and foreign certification bodies, by moving existing requirements for foreign CBs from REC-CB into CB-01. This update will consolidate the recognition procedures in a single document. With the release of this update, CB-01 will supersede REC-CB.

Canada’s MRA implementation update:
Canada continues to implement Phase I and Phase II of the APEC TEL MRA on conformity assessment for telecommunications equipment:

· Under Phase I, Canada has designated 13 Canadian testing laboratories to test to the technical requirements of six participating economies, and has recognized 51 foreign testing laboratories from APEC economies to test to Canadian requirements. For information on Phase I, please visit the following websites:

http://strategis.ic.gc.ca/epic/internet/inceb-bhst.nsf/en/tt00065e.html, and
http://strategis.ic.gc.ca/epic/internet/inceb-bhst.nsf/en/tt00064e.html
· Under Phase II, Canada has designated two Canadian certification bodies to certify to the technical requirements of three participating economies, and has recognized 18 foreign certification bodies from APEC economies to certify to Canadian requirements. For information on Phase II, please visit the following web sites:
http://strategis.ic.gc.ca/epic/internet/inceb-bhst.nsf/en/tt00068e.html, and 
http://strategis.ic.gc.ca/epic/internet/inceb-bhst.nsf/en/tt00067e.html




	List of local CABs recognised by APEC Economies under Phase II of APEC TEL MRA

Certification Body

APEC Economy

1

Intertek Testing Services Hong Kong Ltd.
USA

List of CABs recognised by Hong Kong, China under Phase II of APEC TEL MRA

Certification Body

APEC Economy

1.

Nemko Canada Inc.
Canada

2

Bay Area Compliance Laboratories Corp.
USA

3

SIEMIC, Inc.

USA

 
	

	Chinese Taipei
	In Chinese Taipei, National Communications Commission (NCC) is the Regulatory /Designating Authority under the APEC TEL MRA. NCC receives and processes the applications for designation from Chinese Taipei testing laboratories and Chinese Taipei certification bodies that wish to be recognized by other economies under the APEC TEL MRA.  

The guidance NCC provides to Chinese Taipei conformity assessment bodies on both the general and specific requirements for applying can be found at the following URL: http://www.ncc.gov.tw/english/gradation.aspx?site_content_sn=8
The Chinese Taipei is taking part in with 5 economies in Phase I and 1 economy in Phase II. 

Under MRA Phase I, Chinese Taipei has recognized 23 CABs from other economies and designated 13 CABs that has been recognized by other economies.

The details about that Chinese Taipei has implemented Phase I and Phase II of the APEC TEL MRA with the economies are noted in the tables below. 

I. CHINESE TAIPEI TESTING LABS RECOGNIZED BY OTHER ECONOMIES

Economies – Phase I

# of Chinese Taipei Lab Locations Recognized

Australia

8

Canada

9
Hong Kong

3
Singapore

6
USA

7
II. OTHER ECONOMIES TESTING LABS RECOGNIZED BY CHINESE TAIPEI
Economies – Phase I

# of Other Economies Lab Locations Recognized
Australia

1
Canada

5
Singapore

2
USA

15
III. OTHER ECONOMY CERTIFICATION BODY RECOGNIZED BY CHINESE TAIPEI
Economies – Phase II

# of Other Economy Certification Body Recognized
Canada

1
With respect to EMC Testing scope of TTE, the NCC accepts the test report to CNS 13438 C6357 issued by the Bureau of Standards, Metrology & Inspection (BSMI) or its recognized testing laboratories (including foreign MRA CABs). The list of approved EMC laboratories recognized by the BSMI is available at the BSMI website.

Under the MRA, the BSMI has recognized 104 EMC testing laboratories in APEC economies including Australia, Canada, Singapore and the US. The details about the BSMI has implemented the MRA with the economies are noted in the tables below.

LIST OF EMC TESTING LABORATORIES RECOGNIZED BY THE BSMI UNDER THE MRA WITH OTHER ECONOMIES

Economies

# of Other Economies EMC laboratories Recognized
Australia

1
Canada

7
Singapore

2
USA

94
The technical specifications that has been amended since last APEC TEL meeting is Low-power Radio-frequency Devices Technical Specifications (LP0002). The specifications include High Density Fixed Services (HDFS) for using 57-64GHz and Wireless Data Transmitter for using 429.1750-429.2375MHz. That has been uploaded on NCC’s website for reference on June 28, 2011.

NOTE:   For the list of foreign CABs recognized by Chinese Taipei under the APEC TEL MRA, please refer to the following URL: 
http://www.ncc.gov.tw/english/content.aspx?site_content_sn=97&is_history=0

HYPERLINK "http://www.ncc.gov.tw/english/content.aspx?site_content_sn=97&is_history=0"
http://www.ncc.gov.tw/english/content.aspx?site_content_sn=97&is_history=0

HYPERLINK "http://www.ncc.gov.tw/english/content.aspx?site_content_sn=97&is_history=0"
http://www.ncc.gov.tw/english/content.aspx?site_content_sn=97&is_history=0


	Korea
	1. Change of full name of Korean Designating Authority
RRA, the Designating Authority of Broadcasting and Communications Equipments in Korea, has officially changed its full name from Radio Research Agency to National Radio Research Agency since 19th Aug. 2011. (Its acronym has not been changed.)
2. APEC-TEL MRA Implementation
Korea signed and has implemented MRA Phase 1 with USA, Canada and Vietnam under the APEC-TEL MRA. And MRA with Vietnam was modified in part to expand the target equipments covered on the 2nd. Aug. 2011.
(1) Change in the target equipments of MRA with Vietnam(‘11. 8. 2)
Before revision
After revision
wired communications devices,
mobile phones
the whole range of Broadcasting and communications equipment 
(2) Current status of recognized testing labs by MRA
- There has been changed a little in the number of testing labs designated by APEC MRA since the APEC-TEL 43 meeting. The details are as follows.
► Korea's testing labs recognized by other economies, in accordance with APEC-TEL MRA Phase Ⅰ
Economy
Number of labs 
USA
30 
Canada
4 
► Other economies' testing labs recognized by RRA, in accordance with APEC-TEL MRA Phase Ⅰ
Economy
Number of labs 
USA
75 
Canada
11 
3. Changes in legislation and technical requirements
Technical requirements have been modified recently and some revisions on legislation are considered to be missed out. So all radio spectrum related legislation and technical requirements are reported in the table below.
Title
Act No.
Date of revision
(date of entry into force)
Law
Radio Waves Act
No.10393
2010. 7.23
(2011. 1.24)
Enforcement Degree of Radio Waves Act
Presidential Decree No.22605
2010.12.31
(2011. 1.24)
Public
Notification
Conformity Assessment
Public Notification on 
Conformity Assessment for Broadcasting and Communications Equipment
RRA Public Notification 2011-15
2011. 06.08.
Technical Requirements
Rules on Radio Equipment
KCC Public Notification 2011-31
2011. 5.12. 
Technical requirements for 전자파 보호
RRA Public Notification 2011-17
2011. 7. 5
(2011.10. 5)
Technical requirements for Electromagnetic Interference
RRA Public Notification 2011-18
2011. 7. 5
(2011.10. 5)
Technical requirements for electrical safety of broadcasting and communications equipment
RRA Public Notification 2011-14
2011. 2. 28
(2012. 1. 1)
4. Additional information
Korea signed FTA with EU as the first economy in Asia in 6th. Oct. 2010. FTA with EU came into force on 1st. Jul. 2011.
- Test reports on EMC and electrical safety issued by EU testing labs are recognized, in conjunction with the FTA provisions. 
※ For more information, refer to RRA website(www.rra.go.kr)
(Contact point : Keum-Cheol Shin(Assistant Director, RRA) +82-2-710-6616, skcgl@kcc.go.kr)


	USA
	Recent FCC updates/high profile issues include: 

White Space (WS) Rules - WS rulemaking (FCC 10-174) is related to the use of frequencies in the digital TV bands in areas where TV stations aren’t operating.

· Established 10 private database administrators to identify list of available channels and allow users to register white space devices in areas where they won’t interfere with TV stations.

· Wireless microphones are not WS devices but can also operate in bands.

· FCC Lab hosted three workshops to assist in implementation and will be involved in 45 day test with first administrator September 19-November 2 to initiate the process of the administrators becoming operational. 

Equipment Authorization information available at the FCC Knowledge Database: 

· www.fcc.gov/labhelp or www.fcc.gov. 

New permanent web addresses for Equipment Authorization:

· https://apps.fcc.gov/eas  - FCC issued grant filing page

· https://apps.fcc.gov/tcb  - TCB issued grant filing page

Entire FCC website www.fcc.gov was redesigned and is now publicly available. 

FCC OET drafting proposed rulemaking to ask questions about updating Equipment Authorization processes.  

· FCC running out of grantee codes so rulemaking required to increase code size from three to five characters.

· Other changes under consideration and public comments will be accepted and considered.

Standards Issues – reviewing new versions of ANSI: C63.4 – RF Measurements for low voltage equipment 9 kHz to 40 GHz, C63.10 - Testing unlicensed wireless devices, and C63.19 – Hearing Aid Compatibility

The US is participating with eight APEC economies in phase I: Australia, Canada, Chinese Taipei, Hong Kong, Japan (not APEC MRA), Mexico (not APEC MRA) Singapore, South Korea and Vietnam.

The US recently signed a Phase I MRA with Mexico.  The two economies are now in the confidence building and information exchange process to make it operational. The US is also participating in phase II with four APEC economies: Canada, Hong Kong, Japan and Singapore.

FCC Recognized Phase I CABs ~290 total, ~148 in APEC economies.

FCC Recognized Phase II CABs 34 total, 5 in APEC economies.  

Devices Certified in 2010 = 11627 (11454 by TCBs, 173 by FCC)

98+ % of equipment requiring Certification is approved by Phase II CABs

Products Certified in 2010 by APEC Phase II CABs 401

Devices Certified in 2011 (thru Sept 16, 2011) = 9034 (8913 by TCBs, 121 by FCC)

Products Certified in 2011 by APEC Phase II CABs 305

2.  U.S. ACCREDITATION BODIES 

NIST has listed the following accreditation bodies as acceptable for use by U.S. CABS seeking designation and recognition under the APEC TEL MRA. 

ISO-IEC 17025 Laboratory Accreditation:   

American Association for Laboratory Accreditation (A2LA)

ANSI-ASQ National Accreditation Board -ACLASS (ACLASS) 

National Voluntary Laboratory Accreditation Program (NVLAP) 

ISO-IEC Guide 65 Certification Body Accreditation: 

American Association for Laboratory Accreditation (A2LA)

American National Standards Institute (ANSI) 

3. OTHER ACTIVE MRAS 

The U.S also participates in MRAs with the European Union and European Free Trade Association (EFTA).  To date, 19 US laboratories have been recognised as notified bodies (NB) under the R&TTE Directive and 25 under the EMC Directive. Additionally, the U.S is implementing an MRA with Japan for recognition of certification bodies and four US CBs have been designated for recognition since APEC TEL 43. U.S. has also entered into MRA with Mexico since APEC TEL 43. 



	Vietnam
	Viet Nam reported that it has established independent regulatory authority for telecommunication under the name of Viet Nam Telecommunications Authority - VNTA. The new agency is formed by merging the former Authority of ICT Quality Control and Department of Telecommunications of Ministry of Information and Communications.

VNTA focus on supervising the fulfilment of commitments of telecommunications operators and telecommunication services providers; regulating telecommunications infrastructure, interconnection, telecommunications tariff, promotion, quality of ICT equipment and quality of services; allocating telecommunications numbers; dealing with disputes settlement related to telecommunications issues among telecommunications operators and services providers. VNTA regulates Certification Bodies for ICT sector.
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	NAME
	ECONOMY
	AGENCY
	E-MAIL

	
	Peter Chau
	Canada
	Industry Canada
	Peter.chau@ic.gc.ca 

	
	Efrain Guevara
	Canada
	Industry Canada
	Efrain.guevara@ic.gc.ca

	
	Monica Fu
	China
	CATR
	fuli@catr.cn

	
	TY Chan
	Hong Kong, China
	OFTA
	tychan@ofta.gov.hk

	
	Lawrence SM Kwan
	Hong Kong, 

China
	OFTA
	smkwan@ofta.gov.hk

	
	Kwok-Kei Sin
	Hong Kong, China
	OFTA
	kksin@ofta.gov.hk 

	
	Koichi Chida
	Japan
	MIC
	mailto:k2.chida@soumu.go.jp

	
	Yong Kyu Lee
	Korea
	Chung Ang University
	james@cau.ac.kr 

	
	Jong Hyun Paik
	Korea
	TTA, Korea
	jhpaik@tta.or.kr 

	
	Hee Siu Park
	Korea
	RAPA
	jules@rapa.or.kr

	
	Keum Cheol, Shin
	Korea
	RRA
	skcgl@kcc.go.kr

	
	William Lee
	Malaysia
	MCMC
	William@cmc.gov.my

	
	Lu Soon Hoe
	Malaysia
	MICC
	soonhoe@kpkk.gov.my

	
	Anozey Volgin 
	Russia
	Ministry of Telecom
	a.volgin@minsvyaz.ru

	
	Alexander  Pershor 
	Russia
	Ministry of Telecom
	a.pershor@minsvyaz.ru

	
	Melinda Tan
	Singapore
	IDA
	Melinda_tan@ida.gov.sg 

	
	Jr Chang Shie
	Chinese Taipei
	NCC
	jcchang@ncc.gov.tw

	
	Roger Sheng
	Chinese Taipei
	TAF
	roger@taftw.org.tw 

	
	Gin-Shian Lou
	Chinese Taipei
	NCC
	james@ncc.gov.tw

	
	Yuwarat Srisupawcng
	Thailand
	NBTC
	yuwarat.s@nbtc.go.th

	
	Pitchayanuch Chalachera
	Thailand
	NBTC
	Pitchayanuch@yahoo.com

	
	George Tannahill
	USA
	FCC
	george.tannahill@fcc.gov

	
	Ramona J Saar
	USA
	NIST
	Ramona.saar@nist.gov 

	
	Nguyen Minh Thang
	Vietnam
	VNTA-MIC
	nm_thang@mic.gov.vn 

	
	Do Xuan Binh
	Vietnam
	MIC
	dxbinh@mic.gov.vn
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2011/TEL44/MRATF
Proposed Outline for MRA ETR implementation

Purpose: Discussion

Input by: Canada, Chinese Taipei, Hong Kong, China, 

USA and Vietnam 

MRA Task Force Meeting

Kuala Lumpar, Malaysia

22-28 September 2011
Purpose

This contribution proposes the development of an outline document on the implementation of the MRA ETR (Equivalence of Technical Requirements), endorsed at TELMIN8.

Guidelines to implement MRA ETR

An Outline

Following the ministerial endorsement at the TELMIN 8 for implementation of the Mutual Recognition Arrangement for Equivalence of Technical Requirements (MRA-ETR) for telecommunications equipment, a set of guidelines is developed in this document to facilitate the implementation of MRA-ETR. For clarity, it should be read in conjunction with another document titled “Mutual Recognition Arrangement for Equivalence of Technical Requirements (MRA-ETR)”.  

Preparation (Input by HKC)
Before a member economy participates in the MRA-ETR, it has to ensure that the necessary preparatory work has been completed and the appropriate legal framework is in place. The following are some areas that a member economy should take note of in preparation for the implementation of MRA-ETR. 

· Legal readiness

Each Party may need to review its legislation and regulations to ensure that the Regulatory Authority (RA) is empowered to accept other Parties’ technical requirements as equivalent to its own. If amendments to the legislation and regulation are identified to be necessary, Parties are advised to undertake the relevant amendments as soon as practicable. Legislative process usually takes time. 

· Industry awareness

The industry players (e.g. CABs, manufacturers and vendors etc.) are the major stakeholders of the MRA-ETR. The RA of each Party should take suitable approaches (e.g. letter of notification, seminar and workshop etc.) to alert the relevant stakeholders to the launch of MRA-ETR and the implementation procedures. The industry players should also be well-informed of the requirements they have to meet when submitting a proposal seeking the recognition of equivalence of technical requirements. 

· Capacity building

While the MRA-CA is a scheme where the RA trusts and relies on the test results and/or certification of the recognized CABs, MRA-ETR will put a responsibility on the RA to verify whether the technical requirements of its own are equivalent to that of another Party upon receiving a proposal. 

In this regard, a RA has to review its establishment, expertise and resources to ensure it has the capacity, capability and competence to process the proposal and determine whether to accept or reject a request for recognition of equivalence of technical requirements. The RA of a Party may need to provide training to those technical staff who are assigned to evaluate the proposal. All the staff members concerned should be equipped to get familiar with the procedures and criteria for determining equivalence.

· Procedures and criteria for handling proposals

The RA of a Party should develop the necessary internal procedures and criteria to process proposals on equivalence of technical requirements. Three sets of procedures should be prepared in advance. Among them, one set is used to verify the proposal submitted by a requesting party. Another one set is required to prepare the submission of the vetted proposal and relevant documents / summary to the APEC TEL Chair and the Parties from whom the recognition of equivalence of technical requirements is sought. A third set of procedures is applied when reviewing the proposal received from a Party. All the procedures should be well documented and clearly communicated to all staff members concerned.

When developing the procedures, a Party should refer to Appendix A of the text titled “Mutual Recognition Arrangement for Equivalence of Technical Requirements”, which is available at the APEC TEL MRA webpage.

It should be noted that, upon receiving a proposal from a requesting party, the RA of a Party needs to check whether the requesting party is a resident or a registered business unit of its own economy, which is a pre-requisite to be satisfied before a proposal can be considered. 

· Mechanism for information dissemination 

A Party should work out procedures to ensure the timely and effective delivery of notifications to requesting Party and stakeholders of the outcome of review. Procedures should also be in place to update and make public the list of technical requirements deemed equivalent. 

A Party should also develop procedure to cater for the situation where a request for recognition of equivalence is declined. In such case, a formal notification should be issued to the requesting Party specifying the reasons of rejection.

· Approaches to handling changes in technical requirements

A Party should consider developing a mechanism to notify other Parties when its technical requirements recognized as equivalent are to be amended, replaced or withdrawn. 

Reciprocally, a Party should have procedures in place to cater for the situation when a technical requirement recognized as equivalent is amended or replaced by another Party. Appropriate measures should be devised in advance and activated as and when necessary to review the status of amended requirements and determine whether to continue or withdraw recognition.

· Designated contact 

A Party should designate a contact person with authority and resources to deal with enquiries from other Parties on technical requirements and issues related to MRA-ETR. 

· Designated webpage

A Party should develop a dedicated webpage for maintaining all information pertaining to its participation in the MRA-ETR.

Notification (Input by Chinese Taipei)
· The RA will notify the Tel Chair when it is ready to implement MRA ETR.

· In order for Implementation to begin, at least two economies would need to notify the MRA TF chair that they are ready to implement MRA ETR.

· For convenience to other RAs may refer to implement MRA ETR, the notification to the MRA TF chair must have following information on the RA’s web-site Page:
technical regulations and requirements that are similar to international standards (e.g. ETSI, FCC, 3GPP or IEEE) on its web-site page. The above regulations and requirements or standards had better include the ID of Scope of Testing requirement.

a designated contact person who can answer the inquiry from other RAs.

· To minimize the workload of the RA, the burden of providing above information had better be placed on the industries or stakeholders.  
Implementation (Jointly input by Canada and USA)
1. An economy that is interested in participating in the MRA ETR notifies the APECTEL MRA Task Force Chair that they are interested.  This notification is a general indication that an economy is willing to participate which includes reviewing requests/justifications of equivalent requirements and notifying all parties of their decision in a reasonable amount of time. 

a. The MRA Task Force Chair notifies the task force which economies are participating.

2. When an entity in Economy A identifies a standard that they believe is equivalent to a standard in another economy (possibly multiple economies) they prepare a detailed justification of why they think the standards are equivalent.

3. When the entity in economy A completes the justification they should submit it to the regulator in economy A.

a. If the regulator determines that the justification is incomplete or not valid the request should be returned to the submitting entity with a detailed explanation of the shortcomings.

4. The regulator in economy A should review the request and if they agree with the request, submit the request to all other economies identified in the request (which are participating in the MRA ETR) and also notify the MRA Task Force Chair.

5. The receiving economies should review the justification and notify all economies identified of their decision in a reasonable amount of time.

a. If an economy receiving a request from a regulator determines there is full equivalence go to item 6 below.

b. If an economy receiving a request from a regulator determines the equivalence justification is not acceptable or there is only partial equivalency then it is obligated to identify specific issues.

i. The receiving economies can ask for additional information or reject the request.  In either action specific issues shall be identified.

ii. If it is determined that there is only partial equivalency, then this MRA does not apply. Partial equivalency is subject to further study.

6. When the regulators in at least two economies agree that a standard is fully equivalent they should notify the MRA Task Force Chair.  The economies should also begin any internal procedures that are required within their economies to allow the equivalent standards use to be implemented domestically.  This may require public notice and comment or rule change that can take significant time.

a. When the equivalent standard has completed the internal processes and either standard may be used to test a product the regulator in the importing economy should notify the MRA Task Force Chair.

b. Labeling and other administrative requirements of the importing economy will have to be met before the equipment meeting the equivalent standard can be sold or used in that economy.

7. For requirements where equivalence has been determined and implemented and the standard is changed or modified, the regulatory authority in all parties to the MRA ETR should be immediately notified.

a. Full equivalency agreed to before the change or modification is no longer valid. It will be up to the parties concerned to review the requirement changes to determine if equivalence still exists and if any action needs to be taken.

b. When standards where equivalence is recognized are under consideration for modification, the regulatory authority in the importing economy should notify all applicable regulators and the MRA Task Force Chair as early as possible in the process.

Post Implementation (Input by Vietnam)
1. If there are changes of the technical requirement (TR), the RA whose the TR is changed (originating RA) shoud take internal assessment on how the TA is changed to proceed corresponding steps: 

a. If the TR is just changed in name, code or any type of referential information or in wording amendments without any changes in technical aspects: 

i. The originating RA should notify MRA Task Force Chair and relevant RA(s) by written announcement.

ii. The relevant RA(s) should forward the announcement to its domestic stakeholders.

b. If the TR is slightly changed in technical aspects and the originating RA believe is equivalent to the original TR:

i. The originating RA should notify MRA Task Force Chair and relevant RA(s) by written announcement with justification of why he think the TR is equivalent.

ii. The relevant RA(s) should review the justification and:

· Notify the MRA Task Force Chair and forward the announcement to its domestic stakeholders if he agree.

· Request further explanation or notify the MRA Task Force Chair if he do not agree.

c. If the TA is significantly changed and it is partially or not equivalent to original TA:

i. The originating RA should send the letter to MRA Task Force Chair and relevant RA(s) with justification of why he think the TR is not equivalent to terminate the MRA ETR.

ii. The relevant RA(s) should inform its domestic stakeholders the changes.

iii. The originating RA should make new proposal if he want to extend  the equivalency to the amended TR. The procedures are identified in the Implementation section. 

2. Expending the determined equivalency

a. If after equivalency is determined and new economies want to join this group of economies with their technical requirements, they should take the step 1, 2, 3, and 4 of Implementation section.

b. The RAs of the existing equivalency should take the step 5 of the Implementation section.

c. Only when all RAs of the existing equivalency agree that the TRs of new economies are fully equivalent and notify the MRA Task Force Chair, the expansion is determined. The RAs should inform their respective domestic stakeholders.
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Purpose

This contribution continues the discussion of developing a guideline document on market surveillance of telecommunications equipment that will capture the APEC TEL economies best practices in this area. This will allow for better and enhanced market surveillance collaboration among participating economies. 

The draft market surveillance guidelines contained in this contribution is based on Canada’s contribution presented at APEC TEL 41 May 2010 and the discussion that took place on that subject. 
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1.
General
It is the responsibility of manufacturers, importers, distributors and vendors to ensure that telecommunications equipment deployed in the marketplace of APEC TEL economies comply with applicable regulations.

This document provides guidelines for the development of market surveillance (MS) procedures that will allow Regulatory Authorities (RAs) and Certification Bodies (CBs) verify that the telecommunications equipment deployed in the marketplace is compliant. This document also analyzes the different factors that come to play in market surveillance. This document does not address issues or activities related to enforcement.

2.
Legislative provisions

Before adopting any MS procedures, Regulatory Authorities of APEC TEL economies should ensure that they have the legislative provisions in their Acts and Regulations to authorize them to carry out market surveillance activities, such as the right to take samples for testing and the right to enforce compliance with regulatory requirements.


3.
Definitions 

“Certificate holder”:  For the purpose of this document, Certificate holder includes holders of telecommunications equipment certificates issued by a recognized CB or an RA. Registration holder refers to the holder of the registration of telecommunications equipment.

“Certification”:  The procedure by which a recognized CB or the RA gives written assurance that a product, process or service conforms to specified requirements.

“Equipment”:  For the purpose of this document, equipment means a product with a unique model number.

“Telecommunications Equipment”:  For the purpose of this document, telecommunications equipment means radio equipment, broadcasting equipment, interference-causing equipment or terminal attachment equipment.

“Market Surveillance”:  as described in this document, is an activity conducted to assess the compliance of regulated equipment deployed in the marketplace with applicable regulated technical standards and markings during the entire life cycle of the equipment. 

 “Mutual Recognition Agreement/Arrangement (MRA)”:  The framework agreement that facilitates trade by streamlining conformity assessment procedures for a wide range of telecommunications equipment.  This is done by providing for the mutual recognition by the importing parties, of the competence of conformity assessment bodies and the acceptance of their test reports and certifications which show that a product conforms to the requirements of the importing party.
“Responsible Party”:  A generic term for an entity such as the certificate holder, manufacturer, testing laboratory, certification body, supplier, distributor, service provider or importer that is responsible for a given certified telecommunications equipment.  The responsible party is the party which responds to inquiries, provides test samples, test reports, and/or quality control data upon request by the RA.

“Specific Absorption Rate” or “SAR”:  A measure of the rate at which radio frequency (RF) energy is absorbed by the human body when exposed to a radio-frequency electromagnetic field. It is defined as the power absorbed per mass of tissue and has units of watts per kilogram (W/kg).

4.
Market Surveillance

Market surveillance is conducted to assess the compliance of regulated telecommunications equipment deployed in the marketplace with applicable technical standards and markings during the entire life cycle of the equipment. 

MS is also an essential tool in promoting the continued compliance of regulated equipment by: 

i. taking measures to check that products meet the established requirements;

ii. requiring actions to be taken to bring non-compliant products into compliance; and

iii. ensuring that sanctions are applied when necessary.

Market surveillance consists of three components: Targeting, Auditing, and Assessment of Compliance. 




Figure 4.0: The Three Components of Market Surveillance

4.1
Targeting

The criteria used to select equipment for assessment of compliance should be such that it maximizes the chances of finding non-compliant equipment. The following are some criteria which may be considered:

· Complaints from competitors;

· Complaints from users; 

· Information about the findings of other APEC TEL economies; 

· Products employing new technologies;

· Past history of compliance; 

· Popularity of a product (mass deployment);

· Price of the sample relative to the average price of similar technology;

· Potential harm/impact to network or people due to non-compliance.

4.2
Auditing

4.2.1 Types of audits

There are two types of audits that can be used for MS:

i. Physical audits, and

ii. Desk audits

Physical audits involve testing the equipment to verify compliance with the technical regulatory requirements of a specific Economy, while desk audits involve reviewing the equipment’s technical brief in order to verify the quality of work performed by a CAB (CB or testing laboratory). Desk audits do not require any testing facility, however if a non-compliance is found, a physical audit may be performed.

For physical audits a typical sample size is:

i. at least one product or five percent of equipment certified by each CB or RA; and

ii. at least one product or one percent of equipment certified by each CB or RA, which are subject to radio frequency exposure (SAR) requirements.  This one percent may be part of the overall 5 percent audited.

Targeting and auditing are typically conducted by CBs and by the RA of the Economy.  In cases where the RA has certified the equipment, it should follow the same market surveillance process as applied to recognized CBs.

4.2.1
Obtaining samples

There are various ways in which MS authorities can obtain samples. For example:

i. Samples can be obtained from the manufacturer or the certificate holder of the certified product and should be samples drawn at random from production.  Provision of samples upon request can be made a condition for the certification of the product.  Typically provision of samples and testing costs will be born by the party to which an equipment certificate has been granted.  

ii. In addition, RAs may audit samples obtained from the marketplace.  These samples will typically be purchased and tested at the expense of the party conducting the surveillance.

Regardless of the method used, samples should be selected from different production batches.
4.3
 Assessment of Compliance
Tests conducted need not cover all parameters but should as a minimum cover those which have potential to cause interference, network harm or which may exceed limits for radiofrequency exposure.  

4.3.1
Process

If the results of the audit indicate that the subject equipment is non-compliant, the CB, or RA if the RA has conducted the surveillance, should work with the responsible party with the aim of resolving the non-compliance. The responsible party may be required to submit additional information such as data from the manufacturer’s quality control program, as well as an action plan. It may be appropriate to test additional samples to confirm the non-compliance.  

4.3.2
Notification of Non-compliance to the RA 

The CB, in accordance with applicable procedures specified by the Economy, should notify the RA as soon as non-compliance is found.  If it is not resolved in accordance with applicable RA procedures, the RA may take further action to declare that the equipment is non-compliant and cannot be used or sold in its territory. 








Figure 4.3.2.1 Sequence flow from non-compliance identification to determination

5.
Market Surveillance of Products Sold on the Internet

This activity is outside the responsibility of recognized CBs. It should be conducted by RAs in each economy and can be especially useful for products sold over the Internet as buyers may not know the regulatory restrictions of some telecommunications equipment and it is often not clear where the equipment can be legally sold. Once an Internet site promoting the selling of a non-compliant product is identified, legal actions can be taken by the RAs of the economy where the Internet site is hosted. 

6.
Collaboration with Affected Parties

When as a result of performing market surveillance there is a finding of non-compliance, before taking any legal action, it is important to give information and advice to the affected parties, such as the manufacturer, importer or retailer. If the affected party is cooperative, a good practice would be to give the party the opportunity to correct the finding and avoid formal legal action as much as possible.

7.
Sharing Non-public Information

Any collaboration amongst APEC TEL economies in the area of market surveillance will very likely include the sharing of non-public information. Some examples of information, which may be non-public information, are:

-
MS test results

-
Product complaints

-
Design information

-
Data related to volume of products manufactured and distributed.
In order to permit the sharing and exchange of such information, the parties involved should protect the non-public information in a manner that is consistent with applicable legislation or regulations. The information exchanged should only be used by the parties for the purpose of market surveillance and not for any other purpose. Some APEC TEL economies may require entering into special arrangement (i.e. MoU) in order to allow for the sharing of non-public information. 
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Appendix C: Questionnaire on Market Surveillance of Telecommunications Equipment

Abstract

At the APEC TEL 40 MRA Task Force meeting, Canada proposed that a discussion on Market Surveillance of telecommunications equipment be added to the Task Force agenda as a regular item.  The goal of the discussions is to share and exchange information on procedures, share experience on activities, enhance and facilitate surveillance efforts in the APEC region, and to organize and disseminate information between participants.  It was agreed that market surveillance was necessary to ensure product compliance and to guarantee a fair and competitive market and that continued discussion as a regular agenda item would be of benefit to the Task Force.

Purpose

This contribution takes the form of a questionnaire for the purpose of collecting, sharing and exchanging information on market surveillance activities, conducted by APEC economies, in view of promoting collaboration in this area. The collected information will then be used to develop market surveillance guidelines for APEC TEL economies.

Proposed Questions:


1) Does your economy have in place a Market Surveillance (MS) program for telecommunications equipment?

Check one:
Yes




No



2) Would it be helpful for your economy if the APEC TEL MRA Task Force developed a market surveillance guideline document?

Check one:
Yes




No

3) Does your Regulatory Authority have the mandate to carry out market surveillance activities?

Check one:
Yes
Skip to 6



No


4) (If NO), is your Regulatory Authority interested in implementing a market surveillance program?

Check one:
Yes



No


5) Which Regulatory Authority in your economy is in charge of market surveillance of telecommunications equipment?

___________________________________________________________

___________________________________________________________

6) Does your Regulatory Authority have the legal authority to take action when non-compliant equipment is identified? 

Check one:
Yes



No



7) Does your economy test equipment for the purpose of market surveillance? 

Check one:
Yes



No



8) (If YES), what criteria do you use to select this equipment?

9) Do your market surveillance procedures specify a sample size (e.g. a percentage of the products deployed in the market) for the auditing of telecommunications equipment? 

Check one:
Yes



No 
skip to 11


10)  (If YES), what is the sample size?

11)  How often are audits conducted? 

12)  Does your economy test equipment for RF Exposure

Check one:
Yes



No 
skip to 14


13)  (If YES), what percentage of equipment is tested for specific absorption rate (SAR) compliance? 

14)  Once a piece of equipment is found non-compliant, do you select other samples of the same model to verify the non-compliance?  

Check one:
Yes



No 
skip to 16


15)  (If YES), how many more samples do you select?

16) Does the Regulatory Authority in charge of market surveillance have specific absorption rate (SAR) testing capabilities? 

Check one:
Yes
skip to 18


No 



17) (If NO):

a. Please identify the reasons.

______________________________________________

______________________________________________

______________________________________________

b. Who performs SAR testing during an audit?

______________________________________________

______________________________________________

______________________________________________

18)  Who covers the costs of SAR testing? 

19) Does the responsibility of the cost depend on the compliance of the device?

Check one:
Yes



No

20)  What are the enforcement actions taken in the case of non-compliance?

21)  If your economy does not perform market surveillance of telecommunications equipment, do Certification Bodies (CB) perform market surveillance instead? 

Check one:
Yes



No 
skip to 23


22)  (If YES), what is the procedure they follow?  What procedures do they follow when non-compliance is detected?

___________________________________________________________

___________________________________________________________

___________________________________________________________

___________________________________________________________

___________________________________________________________

___________________________________________________________

___________________________________________________________


23) Does your economy share market surveillance information with other economies? 

Yes



No 



24) Does your economy have interest in market surveillance activity exchange of information, including non conformity information? The European Community has some databases (CIRCA
 and ICSMS
) for registration of national market surveillance activities and their members can register equipment that has been tested to avoid duplication of work among EU countries.

Check one:
Yes



No



Appendix D: Responses to the Questionnaire on 

Market Surveillance of Telecommunications Equipment  

Introduction

At the last MRA Task Force Meeting in May 2010, the MRA TF approved a proposal from Canada to send a questionnaire to all the APEC economies regarding their market surveillance activities. The purpose of the questionnaire was to collect information on the current market surveillance practices in the area. The information gathered, will be used to develop a guideline or a best practices document for the APEC economies.

Purpose

The purpose of this contribution is to report on the responses to the questionnaire mentioned above.

Report on Market Surveillance Activities of APECTEL economies

The questionnaire, on which this report is based, was divided into four market surveillance (MS) aspects for telecommunications equipment:

1) Overall MS Framework

2) Testing

3) Enforcement

4) Collaboration

The following table shows the responses from the different economies:

	
	Overall MS Framework
	Testing
	Enforcement
	Collaboration

	1- Canada


	1) It has a MS program for telecommunications equipment in place.

2) It is interested in developing a MS guideline document

3) The RA (Industry Canada) has the mandate to carry out MS activities 

4) The RA has legal authority to take action when non-compliant equipment is identified.
	1) Testing samples criteria 

· past history of compliance (manufacturers or CBs)

· whether the product comes from a new applicant;

· whether the product is based upon new technology;

· popularity of the technology (mass deployment);

· price of the sample relative to the average price of similar technology;

· potential harm/impact to network or people in case of non-compliance.

2)
Sample size

It has been raised this year from 2% of products certified in a given year to a minimum of 5% with a minimum of 1% for SAR. Certification and, as a consequence, testing for MS are done by the Regulator laboratory and also by Certification Bodies (CBs). These CBs will also audit a minimum of 5% of the total amount of products they certify in a given year, including 1% for SAR.

3) Frequency of audits

Audits are conducted continually throughout the year, with the total cumulative goal of 5% and 1% minimum for SAR of the number of products certified/registered by the entity.

4)Verification of non-compliance

In the case a non-compliant equipment is found, a minimum of 5 additional samples are evaluated if it is a SAR non-compliance. For other non-compliance conditions, a decision is made on a case by case basis.

5) SAR testing, testing facilities and cost of testing

1% of the equipment is tested for SAR. The RA in charge of MS has specific SAR testing facilities. The cost of the testing of all MS is covered by the entity that runs the tests (i.e. either the RA or CB). The responsibility of the cost does not depend on the compliance of the device.
	Notification: In the case of non-compliance, Industry Canada takes enforcement actions:

1) Notifies affected stakeholders and tries to resolve non-compliance.

2) Issues Public notice to al affected parties  (including the general public) when a wireless device is determined to be non-compliant with RF exposure requirements and the responsible parties have not taken sufficient action (such as a voluntary recall, for example) within 15 days of Industry Canada’s written notification to these parties.
Enforcement Actions:

Include issuance of tickets; charges; injunctions; suspension or revocation of licenses and forfeiture of equipment. Injunctions, issued by the Federal Court, are initiated by IC inspectors contacting the Department of Justice through an affidavit including a report of non-compliance. They can be used to stop the infraction. When receiving an injunction responsible parts are legally obligated to honor it. An injunction can be also accompanied by the suspension (temporary) or revocation (permanent) of a radio authorization (given by the Minister of Industry). A revocation is applied when either the infraction continued, it is deliberate or harms others; or if a suspension did not change the situation, or if the infraction is part o a criminal activity. Forfeiture and equipment seize are done, through entry warrant due to infractions to the Acts and regulations.
	Present Collaboration

Canada shares some MS information with other economies. Databases of non-compliant products are not shared yet.

Future Collaboration

Canada is interested in the exchange of MS information, including non conformity information.

	2- China
	1) It has a MS program for telecommunications equipment in place.

2) It is interested in developing a MS guideline document.

3) The RA has the mandate to carry out MS activities.

4) The RA has legal authority to take action when non-compliant equipment is identified.


	1) Testing samples criteria

China conducts testing for the purpose of MS in accordance with relevant laws and regulations.

2) Sample size

China’s MS procedures do not specify a sample size.

3) Frequency of Audits

Audits are conducted randomly.

4) Verification of non-compliance

In the case a non-compliant equipment is found, normally one more sample of the same model is tested to verify compliance.

5) SAR testing, testing facilities and cost of testing

China tests equipment for RF exposure but does not have an established percentage of testing for SAR. The RA in charge of MS has specific SAR testing facilities.

There is no answer regarding who covers the costs for SAR testing in China, however, the responsibility of the cost does not depend on the compliance of the device.
	Enforcement actions are taken in accordance with relevant laws and regulations.


	No answer for present and future collaboration

	3- Hong Kong- China
	1) It does not have a MS program for telecommunications equipment.

2) It is interested in developing a MS guideline document.

3) The RA has the mandate to carry out MS activities.

4)  The RA has legal authority to take action when non-compliant equipment are identified.
	There is currently no market surveillance scheme in force. However, subject to the request of the Regulatory Authority, OFTA, foreign certification bodies (FCBs) recognized under the APEC TEL MRA shall perform post-certification surveillance activities for products certified by them. Local certification bodies recognized by OFTA act on complaints and carry out tests on certified products which are suspected to cause interference with licensed services or don’t comply with relevant standards. OFTA will also hire third party testing services to do compliance testing of samples of certain telecommunications equipment or equipment modules on an ad hoc basis against relevant standards. OFTA will use the test results to facilitate regulatory considerations, such as determining whether the equipment concerned should be exempted from licensing or governed by a new licensing regime.

Hong Kong did not answer if the regulator has test facilities to test SAR.
	Enforcement actions such as raid operation will be conducted from time to time to seize illegal telecommunications equipment, which do not comply with technical specifications, particularly the band plan of Hong Kong or equipment that are being used without valid license. As to the equipment manufactured to standards prescribed by the Telecommunications Authority (TA), but subsequently found to be non-compliant, the manufacturers or vendors will be warned and requested to resolve the compliance problem, and perhaps recall the products. If the equipment concerned is a certified one, the certification body responsible for certifying the product is also required to follow up with the manufacturer/vendor. Most often, OFTA would not take enforcement actions against manufacturers/vendors concerned, unless they do not resolve the problem to OFTA’s satisfaction by a specified date.
	Present Collaboration

As MS is not mandatory in Hong Kong, presently, the country does not share any information regarding MS with other economies. 

Future Collaboration

Hong Kong is interested in sharing MS information with other economies although it may not have the relevant information to exchange with.



	4- Indonesia
	1) Indonesia does not have in place a MS program for telecommunications equipment.

2) Indonesia is interested in developing a MS guideline document.

3) The RA does not have the mandate to carry out MS activities but it is interested in implementing a MS program.

4) The Directorate General of Post and Telecommunications of Indonesia is in charge of the MS of telecommunications equipment

5) The RA does not have legal authority to take action when non-compliant equipment is identified.
	1) Indonesia does not test equipment either for MS purposes. However, every 3 years, type approval certificate holder must submit the extension of its certificate.

2) Indonesia does not test equipment for RF exposure.

3) Once a piece of equipment is found non-compliant, Indonesia selects two more samples of the same model to verify the non-compliance.

4) The RA in charge of market surveillance does not have SAR testing capabilities because it does not have test equipment available.
	1) CBs do not do MS procedures.

2) In the case of non-compliance of a product, this one, is not allowed to circulate in the market.
	Present Collaboration

Indonesia does not share MS information with other economies.

Future Collaboration

It is interested in performing in the future MS activity exchange of information, including non conformity information.

	5- Malaysia
	1) It does not have a MS program for telecommunications equipment.

2) It is interested in developing a MS guideline document.

3) The RA has the mandate to carry out MS activities.

4)    The RA has legal authority to take action when non-compliant equipment is identified.
	Malaysia does not test equipment for MS purposes but it test equipment for RF exposure. However, it does not test equipment for SAR compliance, being the reason that the Regulatory Authority does not have any kind of testing facilities and local CBs do not have SAR testing capabilities.
	Enforcement is based on complaints. Action taken for non-compliance ranges from: 1) request for correctional measures from the supplier/manufacturer, to 

2) cancellation of certification or 3) recall of equipment. Further, legal action would include fine not more than RM300 000 (~US$90 000) or a jail term of not more than 3 years or both.
	Present Collaboration

Presently, the country does not share any information regarding MS with other economies.

Future Collaboration

Malaysia is interested in sharing MS information with other economies.



	6- Philippines
	1) It does not have a MS program for telecommunications equipment.

2) It is interested in developing a MS guideline document.

3) The RA has the mandate to carry out MS activities.

4) The RA has legal authority to take action when non-compliant equipment is identified.


	Presently, Philippines does not conduct testing for the purpose of MS. 

The Philippines does not test equipment for RF exposure and the reason is that the country does not have test equipment and knowledgeable personnel to do SAR testing.
	N/A
	No answer for present and future collaboration

	7- Singapore
	1) Singapore has a MS program for telecommunications equipment in place.

2) It is neutral with respect to developing a MS guideline document.

3) The RA, IDA Singapore has the mandate to carry out MS activities.

4) The RA has legal authority to take action when non-compliant equipment is identified.
	1) Testing samples criteria 

Singapore conducts testing for the purpose of MS.

2) Sample size

Procedures for MS do not specify a sample size, as MS is done based on complaints and random check.

3)Frequency of audits 

Audits are conducted randomly.

4) Testing for RF exposure

This testing is required and performed in Singapore, but not by the RA.

5) SAR testing, testing facilities and cost of testing

Only mobile phones are tested for SAR. If an equipment is found non-compliant, no more samples of that model is being tested.

IDA, the RA does not have testing facilities. All testing is done by private CABs recognized by IDA. It is mandatory for every equipment supplier to provide IDA with the relevant technical specifications of the equipment to be registered for evaluation. Thus, it is the duty of the suppliers to send their equipment for testing.

The cost of the test, which does not depend on the compliance of the equipment, is covered by the corresponding manufacturer, dealer or supplier.
	Enforcement actions range from warning, financial penalty to suspension and/or cancellation of licenses.

Post market surveillance is one of the obligations CABs recognized by IDA have to comply with. When non-compliance is found by CABs, they must immediately inform IDA.

	Present Collaboration

There is no specific arrangement right now.

Future Collaboration

Singapore said the future collaboration will depend on circumstances that it did not clarify.

	8- Thailand
	1) Thailand did not answer if it has or not a MS program for telecommunications equipment.

2) It is interested in developing a MS guideline document.

3) The RA has the mandate to carry out MS activities.

4) The RA has legal authority to take action when non-compliant equipment is identified.
	Presently, Thailand does not conduct testing for the purpose of MS. 

Thailand does not test equipment for RF exposure.

The RA of Thailand does not have specific absorption rate (SAR) testing capabilities being the reason, lack of resources.

The responsibility of the cost of testing depends on the compliance of the device.
	The enforcement actions are taken according to present laws:

- Suspension of relevant licenses

- Fines

- Taking legal action
	Thailand does not share information regarding MS and it is not interested in doing so in the future.

	9- USA


	1) It has a MS program for telecommunications equipment in place.

2) It is interested in developing a MS guideline document

3) The RA (FCC) has the mandate to carry out MS activities 

4) The RA has legal authority to take action when non-compliant equipment is identified.


	1) Testing samples criteria 

The US conducts MS testing and the criteria for selecting samples are a variety of methods, including but not limited to: 

• random samples, 

• sample requests based on paper review of applications, 

• customer complaints, 

• past experience with applicant, 

CB’s are also required to perform market surveillance.  CBs are given guidance but leeway to setup their own procedures.

2) Sample size
The US does not have a sample size specified in its MS procedures.
3) Frequency of Audits

Audits are conducted throughout the year as time and budget permits.

4) Verification of non-compliance

 In the case a non-compliant equipment is found, generally, a second sample is not requested, but it is an option.  In some cases grantees will indicate a failing sample is malfunctioning and request to have another sample tested.

5) SAR testing, testing facilities and cost of testing

The goal is to test for SAR, 1 to 2% of devices granted annually and perform a paper audit of 20%.

The RA in charge of MS is the FCC, it has specific SAR testing facilities. For the products the FCC tests, the FCC covers the cost of testing and the responsibility of the cost does not depend on the compliance of the device.
	Enforcement actions are taken on a case by case basis. They may include but are not limited to making the responsible parties fix the problem, stopping the marketing of the product, confiscating equipment, monetary sanctions, etc.

CB’s perform market surveillance in addition to the regulator.  The guidelines for CB market surveillance are online at www.fcc.gov/labhelp
in FCC Knowledge database publication number 610077.
	Present Collaboration

The USA shares MS information with other economies.

Future Collaboration

The USA is interested in the exchange of MS information, including non conformity information.

	10- VIETNAM


	1) It has a MS program for telecommunications equipment.

2) It is interested in developing a MS guideline document.

3) The RA has the mandate to carry out MS activities.

4)  The RA has legal authority to take action when non-compliant equipment are identified
	1) Testing samples criteria 

Vietnam tests equipment for the purpose of market surveillance.

The criteria used to select equipment for MS purposes are based on:

-  Point-check basic, and

-  Complaints from consumers or requests from competent State agencies

2) Sample size

Procedures for MS do not specify a sample size.

3) Frequency of Audits

Audits will be for validation of certificates every 12 months. 

 4) Verification of non-compliance

Test equipment for RF Exposure is performed (example: equivalent testing required to BTS equipments (power density or field intensity). 

 5) SAR testing, testing facilities and cost of testing

SAR compliance testing is not required.

The responsibility of the cost of testing depends on the compliance of the device.
	1) Enforcement actions range from

 - CAB to withdraw the certificate

- Distributor to recall products

2) Certification Bodies (CB) do not perform MS of telecommunications equipment.
	Vietnam shares information regarding MS and it is interested in keeping doing so in the future.


ANNEX D

44th APEC TEL WORKING GROUP MEETING

SECURITY AND PROSPERITY STEERING GROUP MEETING

REPORT

27 September 2011

Kuala Lumpur, Malaysia

-----------------------------------------------------------------------

1. OPENING

The Convener opened the meeting and welcomed all economies to the Security and Prosperity Group (SPSG) meeting.  Economy representatives introduced themselves.   SPSG members reviewed and adopted the agenda.  

2. HOST ECONOMY BRIEFINGS – Malaysia’s Approach to Cybersecurity

Megat Muazzam, Manager, Emergency Response from MyCERT provided a briefing on MyCERT’s activities.  MyCERT was first introduced in 1997 and was incorporated into Cyber Security Malaysia in 2000.  MyCERT provides key services to its constituency.  These services include Cyber 999, a help center for reporting security incidents, coordination center, and public advisories.  The team is virtually available 24-7.  Malaysia provided an overview of trends that MyCERT has captured from 1997 2011.  The number of incidents has significantly increased for a variety of reasons.  MyCERT typically focused on 9 general types of reported incidents, which are all available on the MyCERT website.  

MyCERT maintains a Malware Research Center (MRC), which conducts research and analysis and distributes alerts and advisories.  The MRC also produces tools, including a malware sandbox.  

MyCERT maintains LabahNet, which is a research network, a honeynet project to monitor the network.  

MyCERT conducts cyber exercises and CERT training to test and improve incident response handling procedures and to strengthen cooperation. 

MyCERT has a technical coordination center to coordinate and handle security incidents received and also participates in a number of international organizations.  

MyCERT is planning a number of future projects including a National Malware Removal Project in collaboration with ISPs to clean up infected computers and an Integrated Incident Coordination System in coordination with law enforcing agencies. 

Saravanan Kulanthaivelu, Malaysian Communications and Multimedia Commission, provided a briefing on Malaysia’s public/private sector partnerships.  

Malaysia has a number of cyber laws, including the Computer Crimes Act 1997; the Copyright Act; the Telemedicine Act; and, the Communications and Multimedia Act.  Malaysia has a national strategy and a national security vision that focuses on ensuring that critical national information infrastructure (CNII) is secure, resilient and self reliant.  The national cyber security policy has eight policy thrusts.  Malaysia maintains the SKMM Network Security Center, which supports the 10th national policy objective, and provides early warning to all relevant stakeholders and recommends the threat level for Malaysian network.  The watch and coordination center monitors all ISP traffic from the 7 major ISPS to share relevant information as fast as possible.  In the future, Malaysia plans to extend this beyond the telecommunications sector to other sectors.  

Malaysia has an Internet banking taskforce, including 14 banks, that focuses on anti-phishing activities.

Malaysia conducts national cyber crisis drills (X-MAYA).  This is an annual event that changes every year, but focuses on CNII.  The focus is to test effectiveness of response efforts, with a focus on communications, and the public and private sector leads from each CNII participate.  Each year, more organizations participate.  

Malaysia also provided a case study on an Anonymous attack from Malaysia, “Operation Malaysia,” that impacted government websites over the summer. 

3. UPDATES ON APEC TEL ACTIVITY AND SPSG HOUSEKEEPING 

The Convener asked that the SPSG provide an update to the Convener regarding current participants in the SPSG so that a new SPSG distribution list can be developed.  

The Convener reminded the SPSG members that there is still an opening for an SPSG Deputy Convener and asked that economies consider serving in this role 

The Convener suggested that economies provide input regarding topics o interest for future SPSG meetings so that the agenda can be developed accordingly and any relevant guests can be invited to participate.  

4. NEW PROJECT PROPOSALS FOR TEL 44

Regarding the Online Protection Policies for Children proposal, Vietnam indicated that they would work intercessionally to further develop their proposal.  This work will include consultations with Japan as well as the OECD given previous work on the topic.  Based on the consultations, Vietnam plans to revise their project proposal and put forward an updated proposal at TEL 45.  
Regarding the CSIRT Capacity Building and Collaboration, the United States provided an overview of the objectives for the proposed workshop.  The workshop will include two components, focusing on capacity building and collaboration.  Thailand and Vietnam will serve as co-sponsors for the workshop to be held at TEL 45.    

5. WORKSHOP REPORT, TRAINING AND WORKSHOP ON DNSSEC

Malaysia provided an update on the hands-on DNS SEC training on the fundamental concepts of DNS SEC that was held on September 21st and 22nd.  Thailand and Malaysia participated and provided very positive feedback including acknowledgement of their plans to deploy DNS SEC.  Malaysia plans to reach additional constituents through training.  

Malaysia provided an update on the DNS SEC workshop that was held, that included participation from a number of subject matter experts.  Malaysia plans to continue work in this area to promote additional awareness and to consider development of guidelines and best practices.  

6. EFFORTS TO COMBAT CYBERCRIME, FIRST MEETING OF CYBERCRIME EXPERTS GROUP
The United States provided an overview of the outcomes of the First meeting of the Cybercrime Experts Group.  The United States was elected as Chair and Malaysia was elected as Vice-Chair for this meeting.  Going forward the host economy will serve as the Vice Chair.  The Experts Group adopted a Mission Statement: The SPSG Experts’ Group on Cybercrime will further the APEC leaders’ statements and the goals of the SPSG to promote cybersecurity by strengthening the capacity of member economies to detect, investigate and prosecute cybercrime, and to promote and improve cooperation among member economies in the fight against cyber crime.
The agenda and specific focus area for future Experts Group Meetings will be developed with the TEL host economy (Vice Chair) and the TEL host economy will have a greater influence in the focus of that particular meeting.  Themes that may be addressed include: legislative drafting, investigative training, computer forensics, and recovery of criminal evidence.  Future meetings are intended to be operational in nature and focus on training.  The United States plans to work with Vietnam to develop the focus area for the next Experts Group meeting, which will be held as a two-day workshop just prior to TEL 45 in Vietnam, and welcomes input and training from other interested economies as well.  Funding is available to support economies’ participation in future Experts Group meetings.  Following each Experts Group meeting, the Experts Group will report activities and outcomes to the SPSG.       

The Convener reinforced the importance of having the appropriate subject matter experts from the law enforcement community participate in future Experts Group meetings.  
7. REGULATORY ROUNDTABLE, SOCIAL MEDIA AND CYBERSECURITY ISSUES

Malaysia provided an update on the Regulatory Roundtable focused on Social Media and Cybersecurity issues, which was incorporated into the First Meeting of Cybercrime Experts Group.  The Roundtable included a presentation from Malaysia on specific “cybercrime challenges and conundrums” and discussed social media as a platform for current challenges.  The Roundtable held a brief discussion on the differences in the level of sensitivity in the regulation of content and mentioned the possibility of inviting social network providers to engage in future potential related discussions within the TEL. 

8. CYBERSECURITY AWARENESS RAISING ACTIVITIES

The Convener facilitated a discussion among SPSG participants regarding current SPSG plans to carry forward ongoing cybersecurity awareness raising efforts. SPSG agreed to hold another APEC TEL Cybersecurity Awareness Day on October 29th, as was done in 2010.  In addition, as proposed by Japan and Korea, the SPSG plans to hold a virtual poster display on the APEC TEL website, using electronic versions of posters that were submitted by economies last year and invites all economies to submit updated posters as well.  Two other suggestions are under consideration by the SPSG, including: developing a Facebook page that economies can join as proposed by Chinese Taipei; and having ministers sign a proclamation recognizing the importance of cybersecurity awareness and the APEC TEL awareness day as proposed by the United States.  The SPSG plans to develop a cybersecurity awareness page on the APEC TEL website where all of this related material may be posted or linked and will work with the Secretariat to implement these plans. 

Cybersecurity Awareness Raising Activities

Australia provided an update on their current cybersecurity activities. 

The Department of Prime Minister and Cabinet discussed the following topics:  progress on implementation of the ICode; current activities of CERT Australia, including an information sharing platform, inclusive of sector exchanges that are underway and the promulgation of alerts and advisories; National Cybersecurity Awareness week, that reached 500 partners and 350 schools as well as distribution of the “Protecting Yourself Online” guide; the development of a new White Paper that is under development by the Department of Prime Minister and Cabinet that intendeds to look across all aspects of cyber and a focus on the “person” and how the average Australian will have confidence in the online market, including attention to consumer protection, cybersecurity, cybercrimes, and cyberdefense (the discussion paper is currently publicly available).  The White Paper is expected to be released in the first part of 2012.  

The United States provided an update on efforts related to Cybersecurity Awareness Month and their Cybersecurity Awareness Campaign.  October is Cybersecurity Awareness Month in the United States and plans are currently underway for this year’s activities. The overall theme is “our Shared Responsibility” as in previous years.  DHS plans to highlight four distinct weekly cybersecurity themes throughout the month and will include related events. In addition to Awareness month, the United States is conducting a year-round cybersecurity awareness Campaign, “Stop.Think.Connect” that was launched in October 2010.  The United States highlighted overarching goals and objectives of the Campaign and discussed related activities, including: Friends of the Campaign Program, Cyber Citizen Forums, Cyber Awareness Coalition, and a Public Service Announcement Challenge.  Materials are available on the DHS website. 

9. PROJECT UPDATES 

9.1. Handheld Mobile Device Security, Malaysia

Malaysia provided an update on this project that began in 2008.  Malaysia developed a questionnaire and best practices document, which was circulated to TEL for review and comment.  Malaysia recommended holding another workshop to continue this effort, which will provide an opportunity to update the information in the best practices document based on developments over the last few years.  It is suggested to hold a workshop on this topic during TEL 45 to reinvigorate the work and address any gaps in information.  

9.2. Cyber Security Voluntary Internet Service Provider Codes of Practice, Australia 

Australia provided an update on this project.  The work has resulted in three key outputs: survey of APEC economies; workshop at APEC TEL 41 to assess results of survey and drafted code of practice; a strategic plan to implement code of practice.  All materials related to this effort will be circulated to APEC TEL economies and posted to the APEC TEL website and the project will be considered complete.  

9.3. Cybersecurity Policy Developments in the APEC Region, United States

The United States provided an update on this project.  Following the workshop that was held at TEL 43, the United States will develop a stock-take to evaluate how APEC economies have implemented the TSSOE domestically and will also conduct a review of how the work of the SPSG supports the goals of the TSSOE.  This work will be undertaken intercessionally and the United States plans to provide outcomes of this intercessional work at TEL 45.  A determination can them be made about further related activities.

9.4. APEC Training Program for Preventative Education on ICT Misuse, Korea

Korea provided an update on this project, focusing in detail on the 3rd pilot training program held in Thailand.  The offline training of trainers targeting 10 telecenter champions was completed; the second phase of offline training targeting 40 telecenter champions was completed; and the overall overall evaluation by participants was completed and sessions were found to be useful to participants.  The online training targeted 3000 end users.  The Skills Manner Accountability Responsibilities Technology (SMART) focused on two groups: community people and in school groups.  Telecenter champions developed/augmented the emodule for the end user.  Additional training is to be held in October and November 2011.  Finally, the next pilot is to be held in Malaysia in 2012.

9.5. Submarine Cable Protection Information Sharing Workshop, Australia

Australia has completed the deliverables related to this project and the final report and any other related materials will be circulated to APEC TEL economies and posted to the APEC TEL website.  The project will then be considered complete.  Australia also recommends that economies submit the work to submarine cable owners and operators. 
9.6. International PKI and e-Authentication Training Program, Chinese Taipei

Chinese Taipei has conducted this work since 2006 and 7 training programs have been held.  This year, the 7-day training program was held in Chinese Taipei from August 31st to September 6th.  The report on this work is now available and can be used to advance awareness. 

9.7. Deployment of Disaster Information Distribution System and Service Model based on NGO Exemplar Platform, Chinese Taipei (public/private partnership activity)
Chinese Taipei provided an update on this project, which has worked to address disaster information distribution among segments of the government by non-governmental organizations (NGOs).  In particular, the scope of the study is how the experience of Chinese Taipei NGOs aggregate and distribute relief related information, build partnership between civil organizations and emergency operation centers, and build a disaster prevention and relief information system.  The work has produced a simple disaster information platform online (this is a simple disaster information platform online and allows one place for updates); has worked with the National Fire Agency to implement the training of volunteers in the Information Volunteer Program (support human resources training of volunteers in 4 topic areas); has developed Standard operating procedures to manage data.  

Outputs from project include: Information volunteers contribute to program through updates, relating information to the public; SOP of disaster procedures; Exemplar platform; and, a Seminar – focusing on natural catastrophes and invites SME from APEC to brief on these issues. 

Finally, this effort provided support to Japan in responding to the earthquake.  

10. COLLABORATION WITH OECD-WPISP

The OECD-WPISP Chair provided a briefing on current OECD efforts that are relevant to the SPSG.  

First, the Chair noted the OECD meeting and related work on how best to ensure continued growth and innovation of the Internet Economy through the development of Policy Making Principles for an Open Internet.  The meeting promoted the development of broadband and the related positive impacts of the internet on economy.  A communiqué of principles was drafted.  The OECD hopes to have the Policy Making Principles for an Open Internet adopted as a Council recommendation.  

Second, the Chair discussed the Protection of Children Online (protection of children as users).  The final OECD report was published in May 2011 – it was drafted through several forums to include the joint APEC/OECD symposium.  The SPSG should review the recommendation and consider adoption.  

Finally, the OECD is also doing work on the management of Digital Identity and has developed guidance document for policy makers.  Draft guidance for policy makers will be forthcoming in November 2011.
Possible OECD-APEC areas for future work include: 

· comparing ISP initiatives to counter botnets and sharing the experience of APEC economies (look at commonalities/differences and discuss policy challenges; 
· improving the evidence base with a focus on indicators.  A joint experts group meeting will be held in 2012. 
· National cybersecurity strategies – the OECD is conducting a comparative analysis and this could align with the APEC work on cybersecurity policy developments.  
These areas of interest may be further elaborated intercessionally and discussed at TEL 45. 
The Convener reinforced the importance of collaboration with OECD/WPISP and emphasized the desire for continued collaboration with the SPSG.   

11. COLLABORATION WITH AP-CERT

The Chair of AP-CERT provided a virtual briefing on current AP CERT activities and new strategic vision.  In addition, the Chair of AP-CERT suggested possible areas of collaboration with the SPSG.  AP-CERT includes 27 teams from 18 economies in AP NIC.  The Chair shared their new vision statement: APECERT will work to help create a Safe, Clean and Reliable cyber space in the Asia Pacific Region through global collaboration.  The Chair highlighted current areas of focus including: cleaning up infected machines, networks, and systems and how to measure success of related programs (clean); increase training, education and information sharing (safe); and communication channels/exercises (stable).

The Chair highlighted a number of areas for future collaboration with TEL: Support and collaborate in cyber activities within SPSG; Share CSIRT views on threat, awareness and remediation; seek support in clean-up activities; and propose a global dialogue of clean up norm setting within APEC.  As activities in AP-CERT progress, more specific collaboration with SPSG can be identified and the SPSG expects further discussion at TEL 45. 

The Convener reinforced the importance of collaboration with AP-CERT and emphasized the desire for continued collaboration with the SPSG.   

12. ECONOMY REPORTS

12.1. Andres Waldraff, Ministry of IT and Communications, Colombia

Columbia provided a detailed overview on their current efforts to develop and promote IT infrastructure and use in Columbia – Vive Digital (Live digitally), promoting mass use of the internet.  This included their identified five engines of prosperity, the principles for their plan, and related implementation actions.  The four parts of the plan include: All citizens reach at least connectivity; Access to latest technology; Reach large supply of locally created applications; and, Reduce digital gap through training and awareness. 

12.2. Koki Yoshida, National Information Security Center (NISC), Japan 
Japan provided lessons learned from the Japan Earthquake, including a focus on cross-sector cyber exercise to identify challenges.  Japan also highlighted their new Information Technology Annual Plan “Information Security 2011”.  This new Plan builds on the 2010 Master Plan for information Security and seeks to incorporate the changing environment around information security due to the earthquake, new attacks (defacement, SMS usage), innovation, and globalization.  

12.3. Zhao Hui, Development on Cybersecurity in China, CNCERT
China provided an overview of the cybersecurity situation in China in 2011.  China highlighted a number of the current challenges that the CNCERT is facing (government websites are compromised, financial websites are targeted, DDOS is getting more complicated).  CNCERT is also focusing on international collaboration with a number of partners including regional CERTs and international organizations. 

12.4. Jordana Siegel, International Strategy for Cyberspace, United States 

The United States stated that a new International Strategy was signed and released by President Obama in May 2011.  The International Strategy lays out the President’s vision for the future of the Internet, and sets an agenda for partnering with other nations and peoples to achieve that vision.  The International Strategy outlines US policy priorities for international engagement regarding cyberspace issues, including in particular cybersecurity.  The strategy is publicly available at Error! Hyperlink reference not valid.

HYPERLINK "http://www.whitehouse.gov"
www.whitehouse.gov
13. FINAL APPROVAL OF NEW PROJECT PROPOSALS

The SPSG approved the United States proposal for CSIRT Capacity Building and Collaboration, which will include a workshop at TEL 45.   

14. ADJOURN

The Convener thanked all economies for participating and commended the significant work underway in the SPSG.  The Convener then adjourned the meeting. 
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