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Executive Summary

The 26th meeting of the APEC Counter-Terrorism Task Force (CTTF) was held in Moscow, Russia, on February 7-8, 2012.  
During the first of two CTTF meeting of 2012 (CTTF-1), CTTF members approved the 2012 CTTF Work Plan, discussed potential mechanisms for improving the evaluation of CTTF capacity building initiatives, discussed APEC Senior Officials’ and Ministers’ endorsement of the APEC Counter-Terrorism and Secure Trade Strategy, reviewed possible new initiatives, and discussed planned or implemented projects in the areas of secure travel, secure supply chains, secure finance, and secure infrastructure.

CTTF-1 also featured a Policy Dialogue on Supply Chain Security, in which CTTF members were joined by representatives from the World Customs Organization, the United Nations Counter-Terrorism Committee Executive Directorate, the APEC Sub-Committee on Customs Procedures, the APEC Business Mobility Group, and the APEC Transportation Working Group’s Maritime Security Experts Group.  The presentations and discussion focused on identifying security gaps and vulnerabilities in the regional and global supply chain, as well as employing risk assessment tools to effectively address security challenges.

CTTF members also received a presentation from the APEC Communications and Public Affairs Unit and received updates on relevant activities in other international fora.

The next CTTF meeting will be held in Kazan, Russia on May 30-31 2012.

Summary Report

APEC Counter-Terrorism Task Force Meeting

February 7-8, 2012

The 26th meeting of the APEC Counter-Terrorism Task Force (CTTF) was held in Moscow, Russia on February 7-8, 2012.  Participants from 18 member economies attended, in addition to representatives from the UN Counter-Terrorism Committee Executive Directorate (CTED), the World Customs Organization (WCO), and the Chair of the APEC Transportation Working Group’s Maritime Security Experts Group (MEG-SEC).
 The meeting was chaired by CTTF Chair Anne Witkowsky of the United States.

OPENING REMARKS AND APEC SECRETARIAT BUSINESS

The Chair welcomed CTTF members and guest experts to the first CTTF meeting of 2012.  She noted  the amount of work that was accomplished intersessionally since the last meeting in San Francisco, observing that intersessional progress will be key in 2012 due to the compressed CTTF meeting schedule.

The APEC Secretariat reviewed ongoing tasks as well as CTTF business that was completed intersessionally.  Intersessional work included the adoption of a set of recommendations for improving the format of the Counter-Terrorism Action Plan (CTAP) Summary Report and the approval for APEC funding of the Viet Nam-led CTTF workshop on air cargo security.  The Secretariat notified members that it had not received a response from Colombia regarding additional information on its request for CTTF guest status.  The Secretariat also provided information on the approval process for APEC funded projects.

The Chair reviewed portions of the 2011 APEC Leaders’ and Ministers’ Statements that are related to the CTTF’s work.  Relevant statements included APEC Ministers’ endorsement of the APEC Consolidated Counter-Terrorism and Secure Trade Strategy as well as Leaders’ and Ministers’ endorsement of the APEC Travel Facilitation Initiative.

counter-terrorism action plans

The Secretariat presented the revised 2011 CTAP Summary Report, which was developed using the revised format approved by CTTF members.  The CTAP Summary Report was compiled from the CTAPs submitted by 16 members in 2011.  The Secretariat noted several recommendations for improving the CTAP Summary Report, including having members add more specific information to their CTAP submissions.  Members set a February 29 deadline for approval of the CTAP Summary Report.

The United States provided an update on the 2012 CTAP template, which was revised to reflect new APEC Leaders’ and Ministers’ commitments from 2011.  Members agreed that the United States would consider the additional recommendations made by the Secretariat and circulate a revised 2012 CTAP template for intersessional approval.

The Chair noted that, due to the 2012 CTTF meeting schedule, the deadline for submitting CTAPs in 2012 will be different than in past years.  The Chair suggested an intersessional deadline of October 1 for CTAP submissions, but welcomed members who are able to complete their CTAPs by the next meeting in Kazan to report their updates to the group.  Russia encouraged all members to keep their CTAPs updated and noted the need to avoid duplication between the CTAP updates and the progress report on implementation of the Counter-Terrorism and Secure Trade Strategy.  The Chair urged all members who had not done so to submit their CTAPs.
CAPACITY BUILDING EVALUATION

CTTF members engaged in a discussion on improving the evaluation of CTTF capacity building projects.  The APEC Project Management Unit (PMU) provided an update on a planned pilot program to assess the collective impact of APEC capacity building initiatives.  The pilot program is in its early stages and will include two phases: an information gathering process to assess the availability of key documentation, and an in-depth assessment of selected projects to determine whether capacity building outcomes have been achieved.  

CTED provided a presentation on the process of evaluating capacity building initiatives, noting the key challenge of obtaining valid, reliable, and timely information and the need to clearly identify what the organization wants to measure.  CTED described a measurement framework containing the steps in a comprehensive evaluation mechanism.  These steps start with an overarching strategic plan and include specific action plans, measurement of inputs and activities, measurement of outputs, and an assessment of whether outcomes meet the organization’s objectives and goals.  CTED described how the UN incorporates several of these steps into its own evaluation process.

The United States suggested a series of principles that could be used in the construction of a CTTF capacity building evaluation mechanism.  The Chair noted that the CTAP provides a reasonable process for identifying capacity building gaps and that many CTTF capacity building initiatives contain a performance evaluation at their conclusion; the CTTF does not, however, have an effective process for evaluating the impact of its capacity building programs.  MEG-SEC similarly noted that post-workshop evaluations do not provide information on impact in the months and years following a workshop.  Australia suggested that, while monitoring and evaluation have great importance, it is necessary to keep any such process simple and efficient to prevent it from interfering with the CTTF’s core work.

Mexico proposed the establishment of a Friends of the Chair group to examine the issue and develop a more specific proposal that could be shared with CTTF members at the next meeting.  The United States and Russia expressed support for Mexico’s proposal.  The Chair indicated such a group would be established and asked members to indicate their interest in joining it.
CTTF Work Plan

Members reviewed the revised 2012 CTTF Work Plan.  Russia asked for clarification on the section on coordinating with international organizations, noting that the Financial Action Task Force (FATF) merits inclusion because the Asia/Pacific Group on Money Laundering (APG), a FATF-style regional body, was mentioned twice.  Members agreed to replace the first mention of APG with FATF and approved the 2012 Work Plan with this revision.

Countering Terrorist Finance

Malaysia and the United States updated members on the CTTF workshop on the misuse of Non-Profit Organizations (NPOs) for terrorist financing, which was implemented in Kuala Lumpur on January 30-31, 2012.  

Australia presented a proposal for a program of work focused on preventing Designated Non-Financial Businesses and Professions (DNFBPs) from being misused for terrorist financing, which would be implemented in consultation with several international bodies and the Small and Medium Enterprises Working Group.  Members approved the proposal.  Australia also presented a proposal for a follow-on project related to anti-money laundering and improving governance in Southeast Asia, which was approved by CTTF members.

Russia provided a presentation on the use of e-money systems as a mechanism for terrorist financing, including a discussion of how Russia overhauled its federal law to increase oversight of these systems. 

Transportation Security

The United States provided an update on the CTTF-approved Land Transportation/Bus Security Workshop, which is planned for later this year in the Philippines.  The United States also introduced three concepts for new CTTF projects: a joint CTTF-TPTWG workshop on canine screening and aviation security, a joint CTTF-TPTWG workshop on low cost/no cost aviation security and checkpoint optimization capabilities, and a joint Business Mobility Group (BMG)-CTTF project to develop characteristics for “Trusted Traveler” programs.  These projects will be formally circulated for CTTF approval once they have been approved by the lead APEC sub-fora.

Vietnam presented its concept note for the 3rd APEC workshop on air cargo security, which was circulated to CTTF members intersessionally.  The workshop is cosponsored by Australia, Singapore, and the United States and will be held in Vietnam.  The United States and Canada expressed support for Vietnam’s leadership in this area.  UN CTED suggested including the International Civil Aviation Organization and the World Customs Organization in the event, because the two recently agreed to work together to strengthen air cargo security.  CTTF members unanimously endorsed Vietnam’s concept note.

Food Defense

The United States updated CTTF members on its food defense program of work, including two regional food defense events, which were implemented in Bangkok since the last CTTF meeting.

Tourism/Major Event Security

Canada shared its best practices document developed following the CTTF Major Event Security Workshop held in Vancouver last September, and also presented a “think piece” concerning next steps in this area.  The think piece identifies gaps in Major Event Security capabilities and offers several possibilities for future work for CTTF members to consider.  Members agreed to provide comments on the paper intersessionally.

Russia provided two presentations related to Tourism and Major Event Security.  The first presentation focused on security efforts in preparation for the 2014 Winter Olympics in Sochi, including a description of the interagency working group Russia set up to oversee security.  The second presentation described measures to ensure security in places with high tourist concentrations.  Russia indicated it plans to present a concept to the APEC Tourism Working Group at its next meeting in July, and encouraged members that were active during the joint CTTF-TWG dialogue in San Francisco to come forward with their thoughts and ideas.

Supply Chain Security

The United States presented a concept for a multi-year APEC project on Trade Recovery Communications Mechanisms.  The project would be a joint initiative between the CTTF, BMG, and Sub-Committee on Customs Procedures (SCCP).  Members supported the proposed concept and agreed to review the project intersessionally to allow it to meet the necessary APEC multi-year project deadlines.

Other Areas

Russia provided a presentation on the nexus between extremist and terrorist groups and organized crime, focusing on how radicalization can result in activities that negatively impact the economy, such as document fraud and drug trafficking.  China noted that extremism and radicalization can be sensitive areas and suggested the CTTF focus on trade-related issues. 

Russia also provided a presentation on the prevention of radicalization among the youth, including counter-measures Russia has taken to prevent radicalization.

IMPLEMENTATION OF THE APEC COUNTER-TERRORISM AND SECURE TRADE STRATEGY

Policy Dialogue on Supply Chain Security

CTTF members were joined by the WCO, CTED, and the Chairs of the SCCP, BMG, and MEG-SEC for a policy dialogue on supply chain security.

The CTTF Chair noted the importance and cross-cutting nature of this work area.  The Chairs of the SCCP, BMG, and MEG-SEC provided presentations to members regarding the ongoing work in their sub-fora related to supply chain security.  The WCO also shared its relevant activities with members.  The United States provided a briefing on its recently released National Strategy for Global Supply Chain Security, and Russia offered a summary of its approach to transportation security issues.

Several members spoke of the importance of the supply chain to their economies and expressed support for APEC’s role in this area.  MEG-SEC noted the convergence of principles within APEC about supply chain security, as reflected in last September’s Secure Trade in the APEC Region (STAR) Conference and the APEC Counter-Terrorism and Secure Trade Strategy.  The WCO also noted APEC’s leadership in this area and observed that it can serve as an example to other regions.  

The BMG identified several similarities between the movement of goods and people – including the need to distinguish between high- and low-risk travellers and goods – and suggested that some of the risk assessment tools developed in the customs and immigration areas could be used to strengthen supply chain security.  MEG-SEC emphasized that risk assessment tools can be simple and still be effective, citing the MEG-SEC’s Port Security Risk Assessment Tool (PSRAT) as an example.  CTED underscored the need for reliable advance information in order to assess risk and suggested that a useful first step for APEC would be to determine where supply chain security gaps exist.

The Chair suggested that the CTAPs could be used to identify gaps in supply chain security, noting that the CTAP template could be adjusted if the necessary information was not already included.  Russia and Indonesia supported this idea that the CTAPs should be analysed thoroughly from the perspective of supply chain security to see where vulnerabilities exist.  CTED and the WCO also discussed the possibility of distributing questionnaires to solicit information on vulnerabilities.  The SCCP noted that, given the sensitive nature of this information, receiving specific data on gaps and vulnerabilities can be difficult.

Members agreed to continue thinking about how to incorporate elements of supply chain security into APEC’s work, particularly regarding the identification of gaps and the dissemination and use of risk assessment tools.

The Chair noted that Secure Supply Chains is one of the key cross-cutting activity areas identified in the APEC Counter-Terrorism and Secure Trade Strategy, and also provided an update to members and guests on APEC’s ongoing work in the other three cross-cutting activity areas:  Secure Finance, Secure Travel, and Secure Infrastructure.  The United States shared an update on implementation of the APEC Travel Facilitation Initiative.

ACTIVITIES IN OTHER INTERNATIONAL FORA
Canada and Viet Nam shared information on the ASEAN Regional Forum (ARF) Inter-Sessional Meeting on Counter Terrorism and Transnational Crime, which will be held in Viet Nam in March.  Russia noted its plans to participate in the meeting and indicated it would be seeking ARF support for an updated cyber security ministerial statement.

The WCO informed members about its ongoing work, including an initiative to combat corruption among customs officers.

CTED provided an update on major initiatives carried out since the last CTTF meeting, including a cash courier workshop that took place in Kuala Lumpur and a UN Counter-Terrorism Committee visit to Mexico to assess progress in implementing UN Security Council Resolutions 1373 and 1624.

APEC COMMUNICATIONS AND PUBLIC AFFAIRS

The APEC Communications and Public Affairs Unit (CPAU) provided a presentation on the social networking and media outreach capabilities it can provide to APEC sub-fora.  The CPAU’s outreach tools have been used by many APEC working groups, including in the past by the CTTF to publicize the Secure Trade in the APEC Region (STAR) Conference.

2013-2014 CTTF CHAIR AND VICE CHAIR

The CTTF Chair reminded members that the current two-year term of the CTTF Chair and Vice-Chair will expire at the end of 2012.  The Chair and Vice-Chair both encouraged members to consult with their capitals and notify the Chair or the Secretariat if they are interested in seeking either position. 

NEXT MEETING AND CLOSING REMARKS

Russia shared plans for the next CTTF meeting, which is planned for May 30-31 in Kazan, Russia.

The Chair thanked all members for their active participation and the Secretariat for its support.  

� The member economies present at the meeting included Australia, Brunei Darussalam, Canada, Chile, China, Indonesia, Japan, Republic of Korea, Malaysia, Mexico, New Zealand, Papua New Guinea, Russia, Singapore, Chinese Taipei, Thailand, The United States, and Viet Nam.
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