Chair’s Report

The 45th APEC Telecommunications and 

Information Working Group Meeting

(5th - 11th April 2012, Da Nang, Viet Nam)

Introduction
The 45th APEC Telecommunications and Information Working Group (TEL) meeting was held in Da Nang, Viet Nam from 5 to 11 April 2012. The meeting was attended by eighteen (18) member economies (Australia; Brunei Darussalam; Canada; Chile; China; Hong Kong, China; Indonesia; Japan; Republic of Korea; Malaysia; New Zealand; Philippines; Russia; Singapore; Chinese Taipei; Thailand; the United States of America; and Viet Nam). Mr. Alan L. Deniega, Program Director of the APEC Secretariat, and representatives from APCC, APNIC, INTUG, ISOC and OECD also attended the meeting.

Mr. Kenji Tanaka from Japan chaired the meeting with the Vice-Chair, Ms. Noor Sulyna Abdullah from Malaysia.
The meeting was preceded by a number of workshops and meetings, as follows:
	5 Apr.

(Thursday)
	MRA TF

	
	Industry Roundtable

	
	Regulatory Roundtable

	6 Apr.

(Friday)
	MRA TF

	
	CSIRT Capacity Building and Collaboration Seminar

	
	Workshop on Application of Ubiquitous ICT for Customised Management in Emergency Situations

	7 Apr.

(Saturday)
	Workshop on Telecom Competition Policy in APEC Economies

	
	Workshop on Security of Mobile Devices

	
	Workshop on Application of Ubiquitous ICT for Customised Management in Emergency Situations

	
	Workshop on ICT Applications for People with Special Needs

	
	MRA TF


1. Welcome and Opening Ceremony
The first plenary meeting of TEL45 was opened officially on the morning of Monday, 9 April 2012.
At the opening ceremony, the Honorable Mr. Nguyen Thanh Hung, Guest of Honor and Vice Minister of Information and Communications of Viet Nam, welcomed all delegates to the meeting. He said that APEC TEL was recognized as a very effective and productive working group that could support and benefit its member economies in catching up with the rapid development of ICT. He pointed out that we were witnessing a new stage of development in the ICT sector: according to ITU’s statistics up to 2011, the number of mobile subscribers in the world has reached nearly 6 billion, of which 2.9 billion was in the Asia-Pacific Region, or nearly half of global mobile subscribers. He added that by the end of 2011, the number of 3G mobile subscribers has reached nearly 1.2 billion. The Vice Minister said that there would be more challenges in promoting mobile applications and mobile security, and that in this regard, APEC TEL will play a more important role in sharing information and exchanging views and experience on a wide range of regulatory issues, because safe computing networks and stable and reliable telecommunications infrastructure will form the essential foundation for developing a digital economy. Lastly, the Vice Minister appreciated the active contributions and cooperation among the APEC economies, and the hard work of the APEC Secretariat and the local secretariat. 

The Honorable Mr. Phung Tan Viet, Guest of Honor and Vice Chairman of People’s Committee of Da Nang city, addressed the meeting and said that the ICT and telecommunication sectors continue to play very important roles in development of economies all over the world, including Viet Nam. In his remarks, Mr. Viet explained that Da Nang city has been accelerating ICT application and development, especially the development of ICT infrastructure, in order to establish connectivity in Viet Nam. Da Nang, he said, was one of the most important points of the national backbone network and the ICT sector; this city maintained an average growth rate of 27% in the last three years. Da Nang places priority on the development of high-tech industry such as telecommunications, information technology and e-commerce. He also mentioned that many international conferences were held in Da Nang, which is known as a favorable location for business. He said TEL45 is a good opportunity to promote cooperation among economies in the ICT sector. He expressed hope that during this meeting, the delegates would continuously discuss how to further strengthen cooperation, positively share information and valuable experiences, and create a stronger conviction on the role of ICT in the development of Da Nang, especially through software technology, in the coming years. Lastly, he thanked TELWG for choosing Da Nang as the venue and organizer for TEL45.  
On behalf of TELWG, Mr. Kenji Tanaka, the TEL Chair, expressed his appreciation to Viet Nam for hosting TEL45. He said that he had learned a lot about ICT conditions in Viet Nam from Mr. Hung’s remarks. He also mentioned that the remarks of Mr. Viet made us aware of the remarkable development of Da Nang and its well-established ICT infrastructure. He also expressed TEL’s appreciation for the hosts’ preparations for an enjoyable visit to Hoi An, a beautiful and historical city, and thanked again the Guests of Honor, Mr. Nguyen Thanh Hung and Mr. Phung Tan Viet for their presence. He said that with the continued support from the host economy Viet Nam, TEL45 would be a great success. 
2. Opening Address
In his opening address, Mr. Kenji Tanaka welcomed delegates to the first plenary meeting of TEL45. 
He referred to recent APEC meetings which were held after TEL44 in Malaysia last September, mentioning that cooperation with other APEC groups could serve as a driving force of TEL’s activities as the Committee on Trade and Investments (CTI) has indicated its interest to cooperate with the TEL on a certain trade issue. In order to keep TEL’s activities productive and to further contribute to APEC effectively, he urged all members to consider implementing efficient project management.
He reminded the meeting of TEL’s schedule for this year: TEL46 will be held in Russia in this summer, and Russia also offered to host TELMIN9 in August 2012. He mentioned that TEL has to report its activities since TELMIN8 to Ministers at TELMIN9, and support Russia in the drafting process of TELMIN9 declaration. TEL also has to review and update the TEL Strategic Action Plan 2010-2015, by reflecting the elements of the TELMIN9 declaration.
Lastly, he introduced the new Program Director from the APEC Secretariat, Mr. Alan L. Deniega, to members and welcomed him to TEL.

3. Adoption of Agenda
The TEL Chair opened the floor for comments on the proposed agenda for the plenary (2012/TEL45/PLEN001). There were no comments from members and the agenda was adopted as proposed.
4. Report on APEC Developments
4.1 APEC 2012 Priorities

The APEC Secretariat informed the meeting that the key APEC developments document (2012/TEL45/PLEN/28) has been uploaded to the TEL45 website, and proceeded to outline the four priorities of APEC 2012 and the major considerations of the host economy that went behind its crafting. The Secretariat also mentioned a pertinent portion of the 2011 ABAC Report to Economic Leaders (“Employing People and Ideas for Sustained Growth in the Asia-Pacific”), which mentioned the role of ICT in promoting micro- and small businesses’ entry into the global markets, and that this is hampered by the high costs of broadband. The report said that there is lack of awareness about the benefits of broadband, but at the same time there is a need to increase competition in the telecoms market to decrease the high costs of broadband; the ABAC report recommended that economies establish a policy environment based on the Digital Prosperity Checklist.
4.2 Key Outcomes of SOM1 Meetings 

The APEC Secretariat reported on the outcomes of SOM1 held in Moscow in February 2012, noting in particular that at SCE and SCE-COW, it was agreed that all ECOTECH forums must conduct a strategic planning exercise. The template was endorsed at SCE3 in 2011, as “a tool designed to aid in the strategic planning process”. This was developed by a consultant commissioned by the Executive Director of the APEC Secretariat and funded by the APEC Technical Assistance and Training Facility (TATF). An update should be provided in 2013 at SCE2, and the final strategic plan should be submitted before CSOM in 2013, for presentation at SCE-COW in 2014. The Secretariat also updated TELWG about the present number of groups in APEC under SOM, including the new groups under CTI and SCE.
4.3 Project Management Update
The Secretariat provided a project management update, and underlined the schedules in project session 2 and 3 for this year. It was also mentioned that the endorsement process be carefully considered, as non-submission of a project proponent of the monitoring report and the completion report have consequences not only for the proponent’s agency, but also for the TELWG itself.
4.4 Independent Assessment
The Secretariat introduced the consultant for the TEL independent assessment, Ms. Monica Duhem, and requested for the cooperation of TEL members in answering the survey questionnaires that will be circulated, and during the interviews that she will conduct during TEL45.

5. Presentations by Economies of their Recent Regulatory and Policy Developments
Economies (Australia; Brunei Darussalam; Canada; China; Hong Kong, China; Indonesia; Japan; Malaysia; New Zealand; Philippines; Chinese Taipei; the United States of America and Viet Nam) presented a brief update of regulatory and policy developments. The representative from OECD also made a presentation at this point of the meeting, as a statement by observer and guests, because he will be unable to attend the closing plenary. (2012/TEL45/PLEN/013)
6. Discussion on TELMIN9 issues 
At the first plenary in the morning of 9 April, the meeting had a preliminary discussion about the TEL ministerial meeting in Russia which is scheduled in August. As APEC 2012 host economy, Russia officially informed the meeting that they were planning to host the 9th Ministerial Meeting on Telecommunications and Information (TELMIN9) in St. Petersburg from 7 to 8 August 2012. Russia also said that they will be glad to welcome member economies’ active participation in TELMIN9. The meeting achieved a general consensus to support Russia’s plan of holding TELMIN9. Since TELMIN9 is scheduled within Ramadan period, it was suggested for Russia to give special consideration to this matter.
Russia made a presentation about the structure and the strategic goals of the TELMIN9 Declaration, the first draft of which had been prepared and distributed by Russia prior to TEL45, and shared their idea with the members. To support and facilitate the drafting process of the Declaration, Australia suggested establishing a working group, following the previous positive experiences of TELMIN8 in Okinawa, Japan. Canada supported this proposal.
In order to report on the progress of TEL’s activities since TELMIN8 to Ministers, the TEL Chair suggested reviewing TEL’s activities along the action items in the TEL Strategic Action Plan 2010-2015, which was endorsed by Ministers at TELMIN8 and which provides a well-defined roadmap of actions. He introduced a review sheet for evaluating TEL’s activities for each action item of the Action Plan, and the Convenors were requested to lead the review activities of their respective Steering Groups. 

During the TEL45 meeting, an ad hoc HOD meeting was organized by the TEL Chair. HODs exchanged views on issues for TELMIN9 and agreed with a basic idea for TELMIN9 program and the drafting process and schedule of the TELMIN9 Declaration, including the structure of a correspondence group.
At the last plenary meeting in the morning of 11 April, the meeting continued discussing TELMIN9 issues and agreed to the establishment of a Correspondence Group for Drafting TELMIN9 Declaration and the drafting schedule. The Correspondence Group will not only support the drafting work on the Declaration, but also coordinate with the review work of the TEL Strategic Action Plan so as to align the two documents. It was confirmed that members are to appoint ONE focal point in its economy who can commit to this process as his economy’s representative. Russia informed the meeting that Mr. Andrey Mukhanov, Director General for the Department of International Cooperation, Ministry of Telecom and Mass Communications of the Russian Federation, will serve as rapporteur of the Correspondence Group and coordinate the drafting work of the Declaration, taking into account the comments and inputs from the member economies.
The drafting schedule of the Correspondence Group was introduced, and agreed upon as follows:
	Deadline
	Action

	27th April (Fri)
	Comments from member economies

	18th May (Fri)
	2nd draft

	4th June (Mon)
	Comments on the 2nd draft

	25th June (Mon)
	Final draft

	9th July (Mon)
	Comments on the final draft (if any)

	16th July (Mon)
	Final draft (rev.1)

	During TEL46 (30th – 31st July)
	Drafting Session during TEL46

	TELSOM2 (3rd – 4th August)
	Finalizing the draft declaration


Since several member economies needed some time for their internal consultations on the Declaration, it was agreed to prepare the final draft by 25 June. Nevertheless, the final draft could be further reviewed if there are any comments on it. The draft declaration will be developed inter-sessionally and during TEL46, and then finalized at TELSOM2.
7. Steering Group Meeting Reports
At the last plenary meeting, the reports of Development Steering Group (DSG), Liberalization Steering Group (LSG) and Security and Prosperity Steering Group (SPSG) were presented by their respective Convenors.

7.1 Development Steering Group Meeting (DSG)

The DSG Convenor, Ms. Sudaporn Vimolseth from Thailand, presented the summary report of the DSG meeting (ANNEX A) and requested for the endorsement of two projects seeking APEC funds and for the approval of one self-funded project, as follows:
· Workshop on broadband network development for green growth, proposed by China (APEC fund seeking project)

· Enhance the project management competency of supporting on provision of broadband Internet access in rural and remote areas, proposed by Viet Nam (APEC fund seeking project)

· The Information Integration on Disaster Prevention & Relief in the Asia-Pacific Region Forum, proposed by Chinese Taipei (self-funded project)
The Convenor also requested for holding the following workshop/seminar at TEL46:

· ½-day Workshop on Application of Ubiquitous ICT for Customised Management in Emergency Situations (Russia)
· ½-day The Information Integration on Disaster Prevention & Relief in the Asia-Pacific Region Forum (Chinese Taipei)

7.2 Liberalization Steering Group Meeting (LSG)

The LSG Convenor, Mr. Shoji Mihara from Japan, presented the summary report of the LSG meeting (ANNEX B) and requested for the endorsement of one project seeking APEC funding, and for approval of one self-funded project, as follows:

· Classification of ICT Services in the Digital Economy, proposed by Viet Nam (APEC fund seeking project)

· Workshop on the Transparency of Internet Broadband Access Speeds, proposed by Singapore (self-funded project)
The Convenor also requested for holding the following workshop/seminar at TEL46:

· ½-day Workshop on the Transparency of Internet Broadband Access Speeds (Singapore)
· ½-day Industry Roundtable (Russia and INTUG)
Since the Chair of the MRA Task Force (MRATF), Mr. Peter Chau from Canada, could not attend the plenary meeting, the Convenor presented the summary report of the MRATF (ANNEX C) in lieu of Mr. Chau, and requested for two half-day MRATF sessions and two half-day MRATF Drafting or Training sessions at TEL46.

The Convenor also informed the meeting that since Ms. Melinda Tan from Singapore, the former MRATF Chair, could no longer serve as the MRATF Chair due to internal transfer, Mr. Chau has kindly taken up MRATF Chair. With this development, Mr. Saneh Saiwong from Thailand was nominated for MRATF Vice Chair. The meeting endorsed the nomination.
7.3 Security and Prosperity Steering Group (SPSG)

The SPSG Convenor, Ms. Jordana Siegel from the United States of America, presented the summary report of the SPSG meeting (ANNEX D) and requested for the approval of one self-funded project.

· Comparing approaches to Botnet prevention, identification, and mitigation, proposed by the United States of America (self-funded project)
The Convenor also requested for the holding of the following workshop/seminar at TEL46:

· 1-day Workshop on Comparing approaches to Botnet prevention, identification, and mitigation (the United States of America)
8. Discussion / Approval of New Project Proposals / Priority Setting
The following three (3) concept notes seeking APEC funding and three (3) self-funded project proposals were endorsed/approved at the plenary:  
	Title
	Funding
	Rank
	Steering Group
	Proposing Economy

	Enhance competence in implementing ICT universal services programs/projects in APEC
	APEC (ASF)
	1
	DSG
	Viet Nam

	Workshop on broadband network development for green growth
	APEC (ASF)
	2
	DSG
	China

	Classification of ICT Services in the Digital Economy
	APEC (OA)
	3
	LSG
	Viet Nam

	Workshop on the Transparency of Internet Broadband Access Speeds
	Self
	n/a
	LSG
	Singapore

	The Information Integration on Disaster Prevention & Relief  in the  Asia-Pacific Region Forum
	Self
	n/a
	DSG
	Chinese Taipei

	Comparing approaches to Botnet prevention, identification, and mitigation
	Self
	n/a
	SPSG
	USA


The APEC Secretariat informed members that all concept notes seeking APEC funding for session 2 will have to be prioritized by the TEL. Also, the APEC Secretariat advised that all APEC funding projects were required to submit a conclusion report by the deadline, otherwise the working group will be unable to submit new project proposals for APEC funding to BMC. At the same time, self-funded projects are encouraged to also have a final report at its conclusion, which could be uploaded on the APEC website upon the project overseers’ request.
The endorsed concept notes and the ranking by the TEL will be submitted to the BMC by 18 April. Self-funded project proposals that have been approved at the plenary meeting need not to be ranked/prioritized and can be implemented immediately.

9. Discussion of Future Meetings 
Russia, as the host economy for TEL46 and TELMIN9, informed TELWG that TEL46 was scheduled to be held in St. Petersburg from 28 July to 3 August 2012. However, considering the schedule of TELMIN9 on 7- 8 August just after TEL46 and the lengthy period of travel for the delegates to attend TEL46 and TELMIN9, Russia agreed to shorten the TEL46 meeting dates. Russia announced the revised tentative schedule of the meetings as follows:

· TEL46 … 30 July - 3 August 2012
· TELSOM2 … 3 - 4 August 2012

· Three Party Dialogue … 6 August 2012 (TBD)
· TELMIN9 … 7 - 8 August 2012

As for the TELMIN9 program, including the topic and agenda of Three Party Dialogue, Russia asked for comments from members; the details will be prepared by Russia after its internal consultation. Russia made a presentation about St. Petersburg and welcomed the participation of all economies.
The draft program for TEL46 was discussed and agreed as follows:

	
	Morning
	Noon
	Afternoon
	Evening

	Day 1
30 July(Mon)
	Declaration Drafting Session
	
	Declaration Drafting Session
	HOD meeting

	
	MRA TF
	
	MRATF Drafting or Training Session
	

	
	Workshop on Comparing approaches to Botnet prevention, identification, and mitigation(SPSG)
	
	Workshop on Comparing approaches to Botnet prevention, identification, and mitigation(SPSG)
	

	
	Industry Roundtable
	
	Workshop on Application of Ubiquitous ICT for Customised Management in Emergency  Situations (DSG)
	

	Day 2

31 July(Tue)
	Declaration Drafting Session
	Excomm Meeting
	Strategic Action Plan Review Session
	[Networking            Night]

	
	MRATF Drafting or Training Session
	
	MRA TF
	

	
	The Information Integration on Disaster Prevention & Relief  in the Asia-Pacific Region Forum (DSG)
	
	Workshop on the Transparency of Internet Broadband Access Speeds (LSG)
	

	Day 3

1 August(Wed)
	Plenary I
	
	DSG
	[Welcome Dinner]

	
	
	
	LSG
	

	Day 4

2 August(Thu)
	DSG
	
	LSG
	

	
	SPSG
	
	SPSG
	

	Day 5

3 August(Fri)
	Plenary II
	
	(TELSOM2)
	 

	4 August(Sat)
	(TELSOM2)
	
	(TELSOM2)
	


With regard to TEL47, it was tentatively agreed during the last couple of meetings that it will be held in the USA. However, the USA regrettably informed TELWG that it was not feasible for the USA to host TEL47 due to the government policy on the hosting of APEC meetings as reflected in the SOM policy on the scheduling of sub-fora operations.
Given this development, Indonesia, the host economy of APEC 2013, kindly offered to host TEL47 in the first half of 2013. Indonesia expressed their willingness to host TEL47 and would keep communicating with the TEL Chair on detailed schedule.
The TEL Chair expressed his appreciation to Indonesia and to future host economies, and encouraged other member economies, especially those who had not hosted TEL meetings for a long time, to consider hosting the TEL meetings beyond TEL47. He mentioned that taking into account the SOM’ policy on the scheduling of sub-fora operations, he will also discuss future hostings of TELWG meetings with APEC host economies. The APEC Secretariat informed the group that the TEL Chair has communicated with the SCE Chair on this issue, which conveyed the view of TELWG that it would be productive for the TELWG to hold its two meetings in a year in different economies.
10. Statements by Observers and Guests 
Representatives from APCC, APNIC, INTUG and ISOC gave brief updates (2012/TEL45/PLEN/21-22) on their activities and expressed their desire for continued cooperation with the TEL.

11. Document Classification
The Secretariat informed the members that the document classification list has been uploaded and that unless informed otherwise, the documents except the document list itself will be for public release. It was also mentioned that TEL members are requested to upload the documents and their revisions by 20 April, for the Secretariat’s documentation.

12. Other Business 
At the first plenary, an information paper was introduced by Russia, named ‘Chokepoints of ICT-infrastructure and policies on the way towards a Trusted Internet (Web 3.0)’. This document was a draft concept note of a multi-year project to be submitted to CTI and ECSG. According to the suggestion at CTI2 in the beginning of April, Russia sought comments from TEL members on this proposal. Therefore, three Steering Groups held discussions on the proposal in their respective meetings during TEL45, and provided general comments at the last plenary, as well as in their reports (see ANNEX A, B and D). The TEL Chair suggested member economies to send additional and official comments, if any, to Russia by 27 April.
Since TEL45 was the last meeting for the current convenorship of the three Steering Groups, it was necessary to select new Convenors and Deputy Convenors whose term will start from TEL46. Taking into account the geographical balance and experiences in TEL’s activities, the TEL Chair received nominations from interested economies through informal dialogues with HODs. The new convenorships for the next two-year term was approved at the last plenary meeting as follows:
	
	Convenor
	Deputy Convenor 1
	Deputy Convenor 2

	DSG
	Mr. Yu Zhicheng
(China)
	Mr. Wallace Koh Hoe Aik
(Brunei)
	vacant

	LSG
	vacant
	Ms. Evelyn Goh
(Singapore)
	Mr. Nguyen Quy Quyen
(Viet Nam)

	SPSG
	Ms. Jordana Siegel
(USA)
	Ms. Sabeena Oberoi
(Australia)
	Mr. Thongchai Sangsiri
(Thailand)


Since there was no nomination for LSG Convenor at TEL45, the TEL Chair asked Ms. Evelyn Goh from Singapore to convene the LSG meeting at TEL46 on ad hoc basis. 
The TEL Chair also touched upon the issue of the next TEL Vice-Chair. Considering his tenure of TEL Chair is to finished by TEL47, the TEL Chair suggested  members to start considering this matter, and indicated his idea to have informal communication with HODs.
13. Adjournment
In his closing remarks, the TEL Chair summarized the major outcomes of the meeting during TEL45 and mentioned that he welcomes the continuous support and contribution from all TEL members as TELWG proceeds toward TEL46 and TELMIN9.
Mr. Kenji Tanaka, the TEL Chair, declared the meeting closed by expressing his gratitude to the host economy, Viet Nam, especially for the warm hospitality and the excellent meeting arrangements, and by wishing to see all TELWG participants again in St. Petersburg. 

45th APEC TEL WORKING GROUP MEETING
ICT DEVELOPMENT STEERING GROUP (DSG)
April 9 – 10, 2012
Da Nang City, Viet Nam
…………………………………..
Attendance and Goals
The DSG Meeting was held on the two half day (afternoon of April 9 and morning of 10). The meeting was convened by Convener Mrs. Sudaporn Vimolseth (Thailand), and Deputy Convener Mr. Yu Zhicheng (China). 59 Participants attended the meeting.
1. OPENING
1.1 Opening and welcome speech from Convener 

Convener welcomed all the delegates and thanked Viet Nam for hosting APECTEL 45 meeting in a beautiful venue with warm hospitality. 
1.2 Review and Adoption of Agenda

The draft agenda was reviewed and adopted by all the participants. In the agenda, there were information exchanges about Broadband Services and IPv6 deployment status, seven current project reports, two workshop outcomes, and three new project proposals, one discussion paper, Message to TELMIN9, and review/update of DSG Project Matrix and APEC TEL strategic action plan. 
2. INFORMATION SHARING
Report on Status of Universal Access via Broadband Services including IPv6 status for reaching the goal in 2015, Each Economy
Viet Nam

Viet Nam reported about Internet resource management and its IPv6 deployment status in Viet Nam, “.vn” cctld, Internet numbers like IP address, Autonomous Number (asn), is national information resources. Viet Nam is one of the countries with largest numbers of IPv4 in Asia, approximately 15.5 million addresses. Since the Asia – Pacific region has stepped into the IPv4 exhausted period, the Ministry of Information and Communications (MIC) has issued policies to promote IPv6 deployment in Vietnam with following milestones: 
· May 6, 2008: MIC issued directives No. 03 to request ISPs and other entities to focus on IPv6 deployment. 
· January 6, 2009: Viet Nam National IPv6 Task Force was formed to take the task of research, plans and schedule for implementing the transition to IPv6 in Vietnam.
· March 29, 2011: the National IPv6 Action Plan in Vietnam was issued with three phases:- preparation (2011, 2012); implementation (2013 – 2015) and Accomplishment (2016 - to 2019) at which the operation of Internet in Viet Nam generally can be IPv6-based.

For IPv6 deployment, Viet Nam has IPv6 support in some critical infrastructure such as “vn” DNS servers which has supported IPv6 query since 2008; while Viet Nam National Internet eXchange (VNIX) has supported IPv6 since 2007. 

Viet Nam informed that On May 31 and June 1, 2012, the national IPv6 event will be held by VNIPv6TF and VNNIC – the internet management entity. The attendees and speakers will come from ISPs, Governmental entities, domestic and oversea vendors, transit providers, APNIC, ISOC, NIRs and IPv6TF from oversea to share information and experience related to “IPv6 – TECHNOLOGY AND APPLICATION”.
Philippines 

Philippines reported that there were approximately less than 7 million broadband subscribers by mid-2011; however, this still only represented less than 7% of its population. In Philippines, broadband Internet is usually available to consumers through 3 methods: cable, DSL and wireless. Cable Internet and DSL services are offered through usually starting at 256 Kbit/sec. While wireless fixed broadband is provided at different speeds ranging from 384 Kbit/sec, 512 Kbit/sec, and 4-5 Mbit/sec. 
Broadband Internet is widely available at public Internet cafes of around 6,000 nationwide and offices, especially in major cities. 

For IPv6, the Philippines government is fully committed in the awareness campaign on how important migration to IPv6 is. The Commission on Information and Communications Technology (CICT) spearheaded the drafting of the Executive Order No. 893 entitled “Promoting the Deployment and Use of Internet Protocol Version 6 (IPv6) and its Implementing Rules and Regulations (IRR)”. Executive Order (E.O.) No. 893 is directed among others all government agencies to purchase only equipment and devices that are IPv6 ready. The EO created a technical working group composed of representatives from the government and the private sector to oversee the transition to IPv6. In the year 2011, EO 893’s IRR as CICT’s Memorandum Circular No. 1 series of 2011 was issued.  

An activity promoting the use of IPV6 is being scheduled in this April in the middle part of the country, wherein possible collaboration among training providers, equipment manufacturers or software developers, an international certification body, and the government is expected to happen. The celebration of the World IPv6 Day in Philippines in 2012 is preparing.
          APNIC

APNIC updated APEC member economies on the current status of IPv6 deployment in the Asia Pacific region. The presentation offered statistical data in relation to IPv6 deployment in three categories. The first category presented a graph of IPv4 and IPv6 address delegations by APNIC over the past 10 years, statistical graphs of IPv6 prefix announcement in the global routing table, and counts of AS Numbers announcing IPv6 prefix.  The second category provided a projection of IPv4 address free pool exhaustion at other RIRs, and the third category included a graph showing average figure of IPv6 readiness of end users within APEC 21 member economies. Based on this data we can concluded that there is healthy growth of IPv6 distribution and prefix announcement, and there is continuous pressure on IPv4 address free pool exhaustion as the European region will most likely reach the final block of IPv4 addresses in 2013 followed by the America region in 2014. However, the data does raise some concerns, as IPv6 availability for end users does not look positive, as an average of 0.5 precent of end users currently have end-to-end IPv6 accessibility.  This indicates that access networks in the AP region are not yet ready to provide IPv6 access to end users. 

The presentation shared statistical data illustrating that the Internet is a catalyst for job creation and growth. Prediction for Internet access via mobile connections will reach 2,134 million users and via fixed connections will reach 573 million users by 2015.  The region needs to be prepared with a scalable solution to cope with such huge demand of IP addresses. The current best solution for this demand is IPv6. The presentation revisited the TELMIN8 Okinawa declaration that emphasized the importance of IPv6 deployment in order to achieve universal broadband access in the APEC region. The presentation stated the importance of enabling end-to-end IPv6 accessibility is critical, and it can be achieved through the Internet multi-stakeholder approach. It also emphasized that the importance of leadership from policy makers and regulators to support IPv6 deployment in each economy.  

The presentation concluded by emphasizing that APNIC is prepared to provide support through IPv6 skill training, consultation, and other forms of outreach activities and looks forward to our continuing collaboration with the APEC TEL forum.
3. CURRENT PROJECTS REPORT
3.1 APEC e-Government Research Center at Waseda University, Japan
Japan re-summarized the objectives of this project that this project aims to monitor and evaluate “e-APEC” activities; support Government CIO projects for networking and workshops as core resources; establish APEC “e-University Networks” as centers of excellence in Human Resource Development (HRD) for e-Government through distance learning courses / system by using the latest technologies such as IPv6 and Next Generation Networks (NGN);also support “ICT applications for Ageing and handicapped people; implement ICT training and research programs to address the needs on the new environment and digital society; assist activities of the International Academy of CIO on data bank /seminars; promote partnership and interactive collaboration among academic institutions, the government and the industry in supporting HRD requirements in the new economy
Japan updated the project progress to member economies that during October 2011 to March 2012, there were a wide spectrum of activities done by the center such as 5 presentations at conferences/Forums/Workshops, 10 meetings and trainings, 2 journal publications, and publications in Nikkei news paper.
3.2 APII Test Bed Project, Korea

APII Testbed Project, the Korea-Japan APII Testbed (10Gbps, NIA-NICT), has been well maintained and used for various research activities including e-culture, e-learning, and network measurement etc. 

Korea reported that the project overseer could not attend in this APEC TEL meeting; therefore, there is no progress report. The progress will be report again in APEC TEL 46. 
3.3 APII Test Test Bed Project, Japan

Japan reported that this project aims to speed up the development of a new Testbed, the APII New Generation Internet in the Asia-Pacific region. The project assists researchers and engineers in promoting the development and deployment of the New Generation Internet by using a real Testbed infrastructure, by sharing facilities, equipment, and knowledge among the APII New Generation Internet network operation teams, and by fostering cooperation among their institutions. 

Recent APII Testbed activities are (1) APII Workshop 2011, (2) SC11 Demo, (3) Snow Festival Experiments, and (4) APAN33 Future Internet Testbed Workshop.

Japan also informed about the upcoming events as follows:
· APII Workshop in Tokyo / Japan (June 12, 2012 as planned)
· Interop Tokyo 2012 in Chiba / Japan (June 13-15,  2012)
· FIT WG Workshop in APAN 34 Colombo, Sri Lanka (August 25–29, 2012)
3.4 Study Workshop on Best Practices Transfer of Green ICT for Sustainable Growth, Thailand

Thailand reported that this project, proposed by Thailand’s NSTDA Academy, has been approved since APEC TEL42 with 7 co-sponsoring economies namely Brunei Darussalam, Canada, Japan, New Zealand, Philippines, Chinese Taipei and Viet Nam. In March 2011, a preparation for an online survey for Green ICT awareness in APEC region had started and officially launched later on in July same year. During September 22-23, a workshop on Best Practices Transfer of Green ICT for Sustainable Growth was held back to back with TEL44 in Kuala Lumpur to present a preliminary survey feedback and to collect more advanced inputs from APEC members who have already taken on the road of Green ICT implementation in their economies well in advance. At the workshop, more than 60 delegates plus 8 resource persons from 6 member economies turned up. 

Results from the online survey and the Best Practices Transfer workshop have shown that APEC Economies are already aware of how inevitable Green ICT is to our daily business. Even though there is not much collaboration going on between individual economies, the good news is if we were to look for best practices in the area in APEC economies, we can always find experts from Korea, Chinese Taipei, and Australia who are already in the front line of Green ICT Vanguards. The study also urges DSG members to keep the Green ICT alive from now on in a form of regular information and good practices sharing at the minimum, or perhaps start reducing carbon footprint in our meeting.                  Full final report can be found on the project website 

 http://www.NSTDAacademy.com/APECgreenICT from May 2012 onwards.
3.5 Enabling Information Communications Technology Investment for Growth and Recovery, USA

USA reported that there is no progress of this project during the time being. Therefore, Convener requested USA to pass the message to inform Project Overseer and/or responsible person to report the progress or the result of the project at the TEL 46
3.6 Demand Based Policy Approaches to Foster Universal Broadband Access, Chile

Chile reported that this project, approved in 2009, seeks to develop a study in order to identify among the APEC economies, public policies (instruments, incentives, measures, etc) to foster universal access to broadband. In the study, the survey represents an important tool for governments, policy makers or regulators to foster Broadband access and bridge the Digital Divide, as a complement to the supply based instruments, and focused on encouraging investment on broadband and roll out of this network.

After gathering information among APEC member economies on demand side instruments to foster broadband access or any other instrument intended to solve the problem of affordability of the broadband services, a report will be elaborated in order to identify dimension of the problem, instruments developed, and impact in the case where there are any information available. 

With only 4 feedbacks from economies, the project could not go so advanced. According to this matter, Convenor suggested Chile to inform PO to send official progress report and mention this issue as the obstacle to the success of the project. 
3.7 Innovative value-added service of ICT Cloud Computing Applied to tele-health management platform, Chinese Taipei

This self funded project was approved in APEC TEL 44 in Kuala Lumpur co-sponsored by Japan, Singapore and Thailand, echoes TELMIN8 Okinawa Declaration, encouraging member economies to incorporate emerging ICTs into health and medical practices. It aims to examine the business model of the cloud-based application service (taking tele-health as an example), its economic impacts and the policy issues involved in providing such the service.

Chinese Taipei reported that in the “Prove of Service” (POS) phase, they approached Ton Yen Hospital to cooperate this project as the provider of physical examination and professional health managers, since it is the one who provides employee physical examination for most companies in Hsin-chu Science Park. The Industrial Technology Research Institute (ITRI) is responsible for all the technological and integration, Chung Hua Telecom is in charge of ICT service operation and cloud database. The 21st century foundation is the one responsible for the preparation of law making and policy regulating, through the efforts and cooperation of the aforementioned parties, the platform will be operated smoothly and successfully. 

The ITRI, as a solution provider transfers the technology to Chunghwa Telecom and maintain the partnership during the prove of service and business (POS and POB). Moreover, ITRI also need to design a set of class to teach the health managers to use the platform system.

After the technology transferred, Chunghwa Telecom add cloud computing technology on this platform system, and then provide the platform to Ton Yen Hospital to be able to provide this new service to customers under the technical support by Chunghwa Telecom and ITRI. 

As a result, up to this stage, Chinese Taipei proposed some lessons learnt as follows:
· Since this is the new concept service and content, it requires the professional training for health managers and service team. They lack of the related knowledge and skill of ICT or cloud computing. Moreover, they treat this service as a cure not prevention. 
· The success of this service requires top management support in terms of supporting policy and resourcefulness. It also requires a good business model and relationship among all partners and stakeholders. 

In conclusion, using cloud technology providing a platform in any field might be a trend in coming century. However, the experience of Chinese Taipei shows that it is necessary and important to teach, train, or educate what concept is going to be used and implemented. Moreover, since this is the cooperative service among partners, the communication and support from top management take a key role to create a good business model to back up the success of the service.
4. WORKSHOP OUTCOMES
4.1 ICT applications for people with special needs (seniors and people with disabilities),  
 Japan and Singapore

This project, co-overseer by Japan and Singapore, already got approval for APEC funding with eleven co-sponsors namely Australia, Canada, China, Indonesia, Peru, Philippines, Russia, Chinese Taipei, Thailand, USA, and Vietnam. The main goal of this project is to create an effective platform for knowledge exchange on innovative development for assist ICT applications for elderly and disabled people. The project is developed in compliance with the declaration of the TELMIN8. 

The workshop was organized by Japan and Singapore in order to acquire, summarize and assess the experience in the APEC economies with regard to ICT applications for people with special needs. The half day workshop was arranged in the afternoon of April 7 with a participation of 30 delegates from various economies. 

A total of 9 presentations were made by speakers from Japan, Singapore, Thailand, USA, Chinese Taipei, and Viet Nam to share experience and case studies of their economies in usage and development of ICT applications for people with special needs comprising senior citizens and Persons With Disabilities (PWDs).

Related to government initiatives, Mr. Shinya Tahata (MIC, Japan) shared about Japan’s government activities to deal with aging society in terms of policy and Research and Development. Dr Hsiao Naiyi (TEG, Chinese Taipei) shared on E-Government (EG) Programs for people with disabilities especially the case of EG Programs for People with Visual Disabilities (PVD). He informed that Chinese Taipei will propose a new self funded project in APEC TEL 46 held in Russia. The topic will be on Information integration on disaster prevention and relief.

Ms Wong Shiow Pyng (IDA, Singapore) shared about Singapore’s landscape of ICT usage and its digital inclusion effort. Dr. Wantanee (NECTAC, Thailand) shared about Thailand initiatives in establishing of Thai Telecommunication Relay Services (TTRS) which aimed to be a multimedia contact center for persons with hearing impairment and persons with speech impairment to communicate to those hearing people in society. The TTRS is an initiative to promote inclusive society in Thailand.   

In parts of regulations, Mr Richard Lerner (International Bureau Federal Communications Commission, USA) shared about Twenty-First Century Communications and Video Accessibility Act (Pub. L. 111-260, Pub. L. 111-265). Ms Hoang and Dr Phan from (MIC, Viet Nam) shared on the various Telecommunications/ICTs Policies and Regulations pertaining to the assistance of the disabled in Vietnam. They also shared some of the challenges faced by the people with visual disabilities (PVDs) in Vietnam in utilizing existing hardware and software that can assist them and proposed some measures to encourage PVDs to use ICT.

In term of innovative product, Mr Tokushige (Terra Motors, Japan) introduced the e-scooters that are integrated with the latest technology such as near field control, smart phone integration control. E-scooter is useful to the elderly in helping them find the best escape route in times of disaster, as well as be able to move about safely for their daily errands.

As part of the project, Singapore and Waseda University carried out a survey to understand the society’s perception of the elderly’s preferences in using ICT and social networking services. Some findings were shared, and the similarities suggested that universal solutions can be implemented. Secondly, accessibility/usability issues can be solved by the evolution of innovation. Moving forward, joint survey with international comparison will be carried out for presenting at the Tokyo workshop and member economies are welcome to join this survey. 

Prof. Dr. Obi also informed about the APEC-OECD Joint Workshop which will be held in September 12th - 14th 2012 at Waseda University in Tokyo, Japan. Topics include: ICT for a Silver Innovation/ Economy (Ageing Society) and People with Special Needs (Disability). This International Workshop is a project led by the OECD and APEC which aims to assist governments by collecting evidence on current practices that make aging society with increasing people with disabilities more productive by supporting and stimulating innovation to anticipate and respond to the emerging new needs. He also invited the participants to attend the workshop.
4.2 Application of ubiquitous Information and Communications Technologies (ICT) for customised management in emergency situations, Russia

The workshop was planned to acquire, summarize and assess the to date experience in the APEC economies with regard to ICT use in emergency situations. About 30 participants attended the workshop during the half - two days (the afternoon session of April 6 and the morning session of April 7). There are 6 speakers/experts from 4 economies to share information and knowledge. 

Speakers from China, Chinese Taipei, Russia and Vietnam made reports about experience of their economies in usage of ubiquitous ICT for emergency management. Dr. William Saryan (Deputy Chief Engineer, Federal State Unitary Enterprise Radio Research and Development Institute (FUSE NIIR), Russia) proposed a new conception of personal security in man-made environment during disasters. He also reported on requirements that must be fulfilled to implement the concept. Mr. Dow-Hong Leu, Vice President Enterprise Business Group, Chungwha Telecom (Chinese Taipei) introduced an emergency communication platform, which facilitated messages exchange between people during/after disaster, developed by Chunghwa Telecom. Mr. Nikolay Suschenko (ICT Engineer, FSUE NIIR, Russia) followed the report of Dr. Saryan and gave more technical details toward the proposed concept. In particular, a new service-oriented approach to efficiency estimation of emergency management systems was proposed. Mr. Dawei Zhang (Vice Director of R&D Center, China National Electronics Import & Export Corporation) told about emergency management in China and other economies, emergency management systems, emergency response equipment, application examples and engineering states. Mr. Tran The Phuong (Viet Nam Telecommunications Authority) highlighted the basic emergency threats in Vietnam and shared the experience in disaster preparedness, prevention and mitigation. Mr. Alexander Lutokhin made an addition to the two previous reports of Russian Federation and made a report on user terminals with sensor features to be used in emergency management as part of concept of personal security in man-made environment during disasters.

In the workshop, Russia also demonstrated its new model of individualized emergency management system. Different types of emergencies were simulated (fire and a gas outburst) and utilization of different types of user terminals (phones, set top boxes and terminals for blind persons) for emergency management were demonstrated. There were a number of questions from the floor during the demonstration concerning price of equipment, legal base, commercial prospects, and integration with other emergency management systems. Finally, the moderator proposed the summary of findings in this symposium as following:
· The concept of personal security in man-made environment during disasters promoted by Russia can complement the existing emergency management infrastructure deployed in APEC economies.
· A number of steps on standardization, legal base, technical and system solutions should be done to overcome the chokepoints.
· The experience of China, Chinese Taipei, Russia and Vietnam is worth to be shared with other economies and should be included to the collection of best practices and guidelines.
Since this project will be proceeded until the end of this year, in next APEC TEL meeting, Russia aims to promote this project to policy makers and for the disabled in emergency situations. Convenor also proposed Russia to demonstrate the whole system and equipment of the project in the workshop / symposium in next APEC TEL46
5. NEW WORKSHOP/ NEW PROJECT PROPOSALS 

5.1 Enhance project management competency to promote the provision of ICT universal services in rural and remote areas, Viet Nam


This fifteen-month project with co-sponsors by USA, Brunei Darussalam, and Japan was proposed to seek APEC Funding for USD 40,000. The purpose of this project is to timely help APEC member economies facing the challenges and difficulties in not only managing and implementing effectively the ICT universal projects, but also determining ICT universal policies. 

Viet Nam proposed four key activities to accomplish the project goals. 
(1) Investigate and survey the beneficiaries via questionnaires in following topics:

· The development of ICT universal services in rural and remote areas (as public access points and at households); The policy of ICT universal services in rural and remote areas by 2015;

· Implementation and management of universal ICT projects, challenges and difficulties in providing universal ICT services of member economies. 

· Success factors and failure reasons of universal ICT projects, experience and lessons from member economies.

Issues and challenges identified will be addressed at the workshop, based on survey results.

(2) Study and program tool kit for reference in implementing ICT universal projects in member economies. 

(3) Organize the workshop in order to:

· Enhance the project management competency of regulators, national coordinators, program officials, project managers and officials;

· Share the experiences in project management at project level and national level

Workshop was scheduled by Tel47. 
(4) Publish toolkit of project of ICT universal services in rural areas.

Toolkit of findings/recommendations will be circulated by Tel48.

5.2 Workshop on broadband network development for green growth, PRC

This project with five co-sponsors namely Hong Kong, Japan, Malaysia, Chinese Taipei, and Thailand was proposed to seek APEC Funding for USD 55,000. The project aligned with the 18th APEC Economic Leader’s Meeting held in 2010, in which the leaders of APEC declared to “accelerate innovative growth by promoting broadband infrastructure development, enhancing information and communication technologies (ICTs) utilization, and adopting policies and regulations to foster innovation and use of ICTs”. At the 8th APEC Telecommunications and Information Ministerial Meeting, the ministers also declared: “comprehensive efforts made by APEC economies to further develop their ICT infrastructure and to achieve the goal of universal access to broadband in the APEC region by 2015”. 

In responding to the instructions of APEC leaders, China proposed this project with following main objectives: 
· To provide a platform for APEC members to discuss issues related policies and strategies on promoting the development of broadband and its integration with traditional industry to reform and upgrade the economic structure including favourable regulatory policies, technological innovation and standardization, financing for massive broadband deployment and applications development, etc. 
· To analyse the status of broadband network development and the important role it plays in promoting green growth in APEC economies, main problems and challenges the economies are facing in promoting broadband network development for green growth.
· To provide advices for developing economies, to promote technology and policy capacity building in developing economies in a view to bridge the digital divide and achieve balanced development in the region.

Activities/methodologies to accomplish these goals are spitted into two phases:
· Phase 1: Project Content Design:- Establish an expert group on "Broadband Network Development for Green Growth" to carry out studies and analysis on the status of broadband network development for green growth in APEC economies and examine the main problems.
· Phase 2: Workshop Organization and Implementation:- set two half-day workshops to be held at TEL 47 in 2013

Through this workshop, policy makers, regulators, private sector and academia both from developed economies and developing economies will be able to use this opportunity to share their experiences and explore possible solutions, innovative application models and opportunities for cooperation.
5.3 The Information Integration on Disaster Prevention & Relief in the Asia-Pacific Region Forum”, Chinese Taipei

 This self-funded project with co-sponsors by China, Japan, Singapore and Thailand, is proposed to extend the results of the previous project of Chinese Taipei “Deployment of Disaster Information Distribution System and Service Model based on the NGO Exemplar Platform” which was approved since APEC TEL 41 and presented the project conclusion in APEC TEL 44. 

As natural disasters hit our member economies quite severely in recent years, Chinese Taipei proposed to organize a workshop forum in APEC TEL 46 in hopes of disseminating the project results and of strengthening the experience exchange of disaster prevention and relief among the member economies. 

The objectives of this project / workshop forum are as follows:

· to learn how member economies utilize information technologies to integrate disaster-related information.
· to create a platform for the economies to communicate best practices of disaster information integration 

· to generate best-practice references, and to help governments produce better information integration mechanism.

Chinese Taipei also invited the representatives from member economies to discuss and share their experiences in dealing with the catastrophes during the workshop forum. Then all member economies can learn valued experiences and know-how of pre-emptive alarming and rescue activities, as well as the follow-up development. The workshop forum is tentatively set as the half-day long and held in APEC TEL 46 in Russia. 


In this regards, delegates from Japan and Prof.Dr.Toshio Obi from Waseda University suggested Chinese Taipei to include the issue about aging and disabled people as part of the agenda of the workshop in APEC TEL 46. The Convenor also agreed to this suggestion. 

6. Discussion Paper

Chokepoints of ICT infrastructure and policies on the way towards a Trusted Internet (Web 3.0), Russia


This four and a half year project (Q4, 2012 – Q1, 2017) was proposed to seek APEC fund for USD 500,000. In order to develop a Trusted Internet initiative within APEC, the purpose of this project is to analyze chokepoints within existing ICT-infrastructure, and the policies (both existing and required) that could move APEC economies towards a more secure Trusted Internet (Web 3.0). This multi-year project aims to:

· shape common approaches towards building ICT-infrastructure to promote cross-border data/information flows, including the creation of trust in the Internet;

· provide participants in the workshops with information on best global and national practices already adopted or under development, with a view to ensuring trust in the Internet;

· improve understanding among businessmen and officials that ensuring quality of trust in the Internet is a multi-faceted issue, and that it is necessary to elaborate formalized criteria for implementing necessary ICT-infrastructures;

· encourage APEC economies to introduce policies aimed at developing modern information and communication technologies and to minimize barriers in trade and investment, including within global value chains;

· encourage business to develop trusted ICT-services and to attract a wide range of users, individuals and legal entities from different countries to use such services in order to reduce logistical and time costs (that are typical for paper-based cross-border circulation of documents); 

· expand communication opportunities provided by the Internet though the further development of existing trusted services, thus protecting the rights of users


In this project, five workshops will be held in Russia as the proponent and in other economies hosting the APEC Forum and the APEC-TEL Working Group. The project results will be published together with recommendations for APEC economies on developing policies to build ICT-infrastructure in order to promote cross-border data/ information flows, and to build trust in the Internet.


There was some discussion from the floor. Since the proposal was not so clear about the objective, methodology and outcome. Delegate from USA questioned how Russia define and measure “Trust” and for whom. The Convenor raised a question why this project has to take multi year, about 5 year. 


In this regard, ISOC provided information on the present global initiatives with the internet development specifically in the areas relating to building trust and security; which are conducted as open, collaborative and consensus basis. ISOC therefore, welcomes the invitation and opportunity to engage on this matter to better understand the Russian proposal. 


APEC TEL Secretariat shared information that this project was set up in Moscow. In that agenda, it discussed on the portfolio of the steering group. He knew that Russia would like to gain advice and experts from APEC TEL members. 


Convenor made the conclusion by asking Russia to revise the proposal by getting comment and suggestion from this meeting and other steering groups, and propose or report again to upper level-CTI, since this project was not for the working group level to approve. 

7. MESSAGE TO TELMIN9 

Convenor requested for comment or suggestion for TELMIN9 Declaration. In this regard, APNIC, as a APEC TEL Guest, thank you for Russia’s effort in preparing the first draft of the TELMIN9 Declaration, and shared information that during this APEC TEL meeting, USA, Australia and Canada recommended to establish a working group to draft the TELMIN9 Declaration. They have observed the process of the drafting process of the TELMIN8 Declaration lead by the Japan MIC and the working group in 2010, and it was a very effective process. There was some space for APEC guests to contribute by providing observation and thoughts from the industry point of view. 

In regard with the current version of draft TELMIN9 Declaration, APNIC suggested to add a few words to reflect the current situation in Paragraph 12. The proposed revision was shown in the underlined brackets below.

“12. We acknowledge the efforts made by APEC economies to develop the ICT infrastructure. We reaffirm the goal of achieving ubiquitous access to broadband in the APEC region by 2015, contained in the Okinawa Declaration, 2010. <Given the rapid growth of both fixed and mobile communication devices requiring unique internet addresses in all APEC economies> we welcome TEL’s <continuous> efforts on the progress in transition to IPv6. We consider it necessary to continue TEL activity towards implementing this goal.”
8. PROJECTS INPUT TO TEL STRATEGIC ACTION PLAN 2010-2015 

Convenor informed that the summary table of strategic action plan for the year 2010 – 2015 was uploaded in the APEC TEL 45 website. She requested delegates to review the summary table and send email before finalizing.

9. REVIEW/UPDATE OF DSG PROJECTS MATRIX


Convenor also informed the meeting to review DSG projects matrix which was already uploaded on the APEC TEL 45 website, any correction or addition were appreciated before proposing as the reference to all DSG project proposal. 

10. OTHER BUSINESS


Convener concluded to the meeting that DSG had three new project proposals: - two projects seeking APEC Fund and one self-funded project.
(1) Seeking APEC Fund of USD 40,000 : Enhance project management competency to promote the provision of ICT Universal Services in rural and remote areas, Viet Nam
(2) Seeking APEC Fund of USD 55,000 : Workshop on broadband network development for green growth, PRC
(3) Self-Funded of USD 25,000: The Information Integration on Disaster Prevention & Relief in the Asia-Pacific Region Forum”, Chinese Taipei

For Workshop / Seminar at TEL46 there will be two half day workshop forums: 

· a half day workshop on The Information Integration on Disaster Prevention & Relief in the Asia-Pacific Region Forum, by Chinese Taipei;
· a half day workshop on Application of ubiquitous Information and Communications Technologies (ICT) for customized management in emergency situations, Russia

11. CLOSING

Convener thanked all participants for their cooperation and contributions of proposing the new project both self funded and seeking APEC Fund to support TEL Strategic Action Plan and Leader’s Declaration. This makes DSG meeting effective and successful and thank Vietnam again of hosting this wonderful meeting.  

APEC TEL 45 Liberalization Steering Group (LSG) Report

April 9 – 10, 2012, Da Nang, Viet Nam
--------------------------------------------------------------------------------------------
The LSG meeting was held in the afternoon of April 9 and the morning of April 10. The meeting was convened by Convenor, Mr. Shoji MIHARA, from Japan and Deputy Convenor, Ms. Evelyn GOH, from Singapore.

LSG session I
1. Opening

The Convenor and Deputy Convenor welcomed and thanked the delegates for attending the meeting.  They also expressed their gratitude and congratulations to Viet Nam, host economy of APEC TEL 45, for the excellent organization and warm hospitality provided. 
The Convenor shared with the meeting a brief overview of the active discussions at the various workshops held back-to-back with APEC TEL 45.  The Convenor emphasized the importance of LSG’s role in making substantive contributions to TEL through the steady implementation of the TELMIN Declarations and the TEL Strategic Action Plan, which would lead to greater regional economic integration in APEC.  The Convenor also shared with the meeting that regional economic integration is one of the key themes in this year’s TELMIN 9 in St. Petersburg, Russia.  LSG is required to contribute to the TELMIN 9 and also review TEL Strategic Action Plan. The Deputy Convenor also encouraged all delegates to consider how LSG could contribute to the TEL Strategic Action Plan and the upcoming TELMIN 9.
The LSG draft agenda was reviewed and adopted by all economies. The Convenor also welcomed Russia to briefly introduce the concept note of the project "Chokepoints of ICT infrastructure and policies on the way towards a Trusted Internet (Web 3.0)" in the LSG meeting session 2 so that LSG, as one of the three steering groups, could provide valuable inputs to Plenary 2.
2. Overview of the TEL44 LSG Report
The meeting noted the Convenor’s briefing on the TEL 44 LSG Report which contained the following items:

· Workshop Outcomes and Project Updates
· MRA Task Force Meeting Report 
· Information exchange 
· TELMIN’s declarations and TEL Strategic Action Plan
· Next Meeting and Future Work 
3. Workshop Outcomes and Project Updates
3.1. Workshop on Telecom  Competition Policy in APEC Economies
Workshop on Enhancing Consumer Protection in Telecom Services (Singapore)
Mr. Mike ONG from Singapore informed the meeting that the report of the Workshop on enhancing consumer protection in telecom services which was held in APEC TEL 44 in Kuala Lumpur, Malaysia, was earlier circulated to member economies intersessionally for comments and so far Singapore had not received any comments. The report is available on the APEC TEL website for LSG’s consideration.

Mr. Mike ONG went on to report that the Workshop on Telecom Competition Policy in APEC Economies was successfully held in the morning of Saturday, 7 April 2012. There were a total of six speakers from five economies (Hong Kong China; Japan; Malaysia; Chinese Taipei; Singapore) and the INTUG. The workshop was well attended by more than 30 delegates. 
The objective of the workshop was to promote and facilitate the development of free and open telecom markets in the APEC region through the sharing of regulatory measures that help introduce a level playing field for all market players.  This is in line with the TEL’s Strategic Action Plan to encourage competition and investment in the market. Participants at the workshop discussed the approach to help foster economic growth and promote further innovation of technology and consumer welfare. Key findings from the survey indicated that a number of economies had put in place various policies and regulations to deal with undesirable anti-competitive practices, however, more could be done to stimulate better pricing for consumers, such as in the area of international mobile roaming charges as suggested by INTUG.  The economies also welcomed the collaborations with other international organizations.
Mr. Mike ONG informed the meeting that the report of the workshop would be prepared intersessionally and submitted at the next TEL meeting. He also welcomed further contribution by member economies on their domestic telecom competition frameworks, for inclusion in the APEC Telecom Competition Policy Guide.
Mr. Mike ONG took the opportunity to once again expressed Singapore’s appreciation to the speakers, co-sponsors and participants of the workshop.
3.2. Regulatory Roundtable (Viet Nam)
A Regulatory Roundtable was held in the afternoon of 5 April, moderated by Mr. Shoji Mihara, LSG Convenor, and Dr. Tran Nhat Le from Viet Nam Telecommunications Authority. The forum focused on “Mobile Number Portability” and there were a total of nine speakers from eight economies, namely, China, Hong Kong, Japan, Korea, Malaysia, Chinese Taipei, Thailand, Viet Nam and Syniverse Technology. 

Mr. Tran The Phuong from Viet Nam provided an overview of this topic. He highlighted that the discussion on Mobile Number Portability is in line with the Okinawa Declaration and TEL Strategic Action Plan. The system is one of the critical telecommunication policies to offer customers a free choice of service providers and to promote fair competition in the mobile market, he added.
He also updated on the outcome of the forum including the discussions relating to the needs of the system, factors of success, situation of implementation and some case studies each economy are facing today as well as the future policy challenges. 
3.3. Industry Roundtable (INTUG)
Mr. Paul Brislen form INTUG updated on the outcome of the Industry Roundtable. The forum was held in the morning of 5 April and the theme was the “Digital Divide” which has been one of the hot topics in the APEC region. 
There were two sessions in the forum and the participants shared the various views of each region to address the rural broadband issues and how best to tackle the problem including the recovery of the national disaster.
He updated on the outcome of the both sessions in which there were six speakers (Viet Nam Data Communication; Verizon; ISOC; NTT Docomo; INTUG; Vietnam Public Utility Telecommunication Service Fund).
He expressed his appreciation to all member economies for being invited to APEC TEL 45. The LSG Convenor said that Industry Roundtable was very useful for all economies and welcomed the valuable contribution made by INTUG.
4. MRA Task Force Meeting Report
Mr Peter CHAU from Canada, as the new Chairman of the MRA Task Force, updated the meeting on the key outcomes of the Task Force which met on 5 to 6 April 2012.  The Meeting was attended by 30 delegates from 13 economies: Brunei, Canada, China, Hong Kong China, Japan, Korea, Malaysia, Russia, Singapore, Chinese Taipei, Thailand, USA, and Viet Nam.
Mr Peter Chau informed the meeting that there were 13 contributions at the start of MRA Task Force meeting and proceeded to brief the MRA updates provided by economies at the meeting as well as regional MRAs. On Project E (MRA for Equivalence of Technical Requirements (MRA-ETR)), Mr Peter CHAU reported that there were 3 contributions from Canada and Chinese Taipei and member economies were of the view that the principles should be clear in the Guidelines document, namely the need for a faster turnaround time on re-establishment of equivalence, economies reserve the right to review justification for new participating economies, central repository for storing common information, and that partial equivalence and administrative requirements are not covered.  The draft would be circulated to economies in 2-weeks’ time for comments and would be finalised at the next TEL meeting. 

Mr Peter CHAU informed that there were currently no new project proposals to be submitted to TEL for approval.  

Due to the departure of Ms Melinda TAN from Singapore and Mr Peter CHAU (former Vice-Chair) assuming the Chairmanship of the MRA Task Force, Mr Saneh Saiwong from the National Broadcasting and Telecommunications Commission of Thailand was nominated to be the next Vice-Chair.  The nomination would be submitted to TEL Chair for endorsement at the Plenary.

The next MRA Task Force meeting would be held in the first two days of APEC TEL 46 to address the following issues:

· Finalize the Guidelines for implementing the MRA-ETR;
· Develop a plan and strategy for obtaining qualitative and quantitative data and information from Economies on the benefits of the MRA-CA;
· Discuss and document the Best Practices for implementing market surveillance;
· Project Management approach for implementing MRA’s;
· Follow-up on any training need of Members.
The Convenor expressed his sincere appreciation to Mr. Peter CHAU for his excellent contribution to the MRA Task Force meeting.  The LSG noted the report from the MRA Task Force.
5. LSG Contribution to TELMIN 9 and review of TEL Strategic Action Plan 2010-2015

The Convenor highlighted that LSG should contribute to TELMIN 9 through reviewing the TEL Strategic Action Plan. In the Plenary 1 meeting, TEL Chair had asked the three SG Convenors to complete the "Review and Follow-up of APEC TEL Strategic Action Plan 2010-2015" which was prepared by the TEL Chair’s Office. 

The Convenor sought member economies’ assistance to update LSG’s contribution to the TEL Strategic Action Plan.

6. TELMIN’s declarations and TEL Strategic Action Plan
6.1. Mobile Market Policy and Regulation (Viet Nam)
The presentation from Viet Nam covered the current status of mobile market, frequency spectrum allocation and future mobile market policy. 

Ms. Le Thi Thanh Hoa explained that mobile subscribers had started to increase rapidly since 2005 compared to the fixed subscribers, and currently the number of subscribers exceeds the population of Viet Nam. She also gave an overview of the mobile market structure including 2G and 3G market share and pointed out both the advantages and shortages of the current mobile market in Viet Nam.

She outlined the six mobile key policies including the promotion of fair competition and the reduction of state-owned capitals to private companies. 

She mentioned that in Viet Nam, the relevant regulations have been reviewed to ensure fair competition of mobile market. Two projects are being implemented by the VNTA (Viet Nam Telecommunications Authority – a newly established telecommunications regulator by merging Telecommunications Department and ICT Quality Control Authority) to foster the sustainable development of mobile market, those are online mobile subscribers’ data collecting system (with the aim of strengthening the effective usage of mobile numbers) and modern QoS measuring system (to enhance the compliance with mobile quality services standard). Mobile number portability is also under feasible study.
6.2. Development of the Wireless Telecommunication Market in China (China)
The topics of the presentation delivered by Mr. Yang Tianyi from China were focused on the "overall situation of the wireless communication market" and "solutions to problems of data traffic". 

He gave an overview of the current situation of mobile market in China. In China, mobile phone subscribers have been increasing steadily and have reached 986 million in 2011. 13% of whole mobile phone subscribers are 3G subscribers. The number of 3G base stations has reached about 814 thousand. With regard to NGN, he highlighted that TD-LTE Large Scale Field Trial has entered to Phase 2, where the number of pilot cities would increase from 6 to 9.

"To solve the loss of the relevance of data traffic growth and revenue growth, operators need to improve the profitability of mobile traffic through enhancing the carrying capacity of network, providing more services and upgrading traffic levels", he added.

He introduced the strategy of China Telecom as a part of solutions to address the data traffic increasing. In the smart pipe strategy of China Telecom, he highlighted the CDMA WiFi corporate development and color pipe project. 
6.3. Current measures to meet with the increase of mobile service traffic (Japan)
Mr. Wataru AIKAWA from Japan made a short presentation on the current measures to meet with the increase of mobile service traffic in Japan. First, he gave an overview of the trend of mobile service traffic in Japan, which has constantly been increasing year by year. He proceeded to introduce some examples of traffic interruption caused by congestion of radio transmission lines in the base stations or overload for core network facilities.

He referred to the current situation of allocating frequency bands. In Japan, it is under consideration to allocate the new frequency bands to mobile telecommunication carriers, which could be one of the solutions to reduce the crowded data traffic. He introduced the recent efforts of private mobile carriers in Japan who try to develop the Wi-Fi access points or advance the mobile core network infrastructures.

He concluded by saying that it might be crucial to address this issue from the two aspects: approaches for radio facilities and for core mobile network facilities.
6.4. Next Generation Wireless Broadband Network (Singapore)
Mr. Mike ONG from Singapore provided an overview of the Next Generation Wireless Broadband Network in Singapore. Singapore embarked on the Wireless@SG programme in 2006 to provide free Wifi hotspots in high human traffic public areas.  

Currently, there were more than 7,500 Wifi hotspots around the country, including the Central Business District, shopping belts and residential town centres. Consumer usage has also been increasing with an average of 15.1 hours per user per month today. To further stimulate demand and entrepreneurial services under the programme, Singapore had enhanced the Wireless@SG programme in 2009, including providing higher access speeds, Seamless and Secure Access (SSA), Connect@SG and introducing other uses such as cashless payment, advertising and wireless surveillance. 

Mr Mike ONG highlighted that the end goals was to establish wireless broadband zones in public access areas across Singapore and create a vibrant, sustainable and diversified wireless broadband ecosystem. 

6.5. Mobile Communications in Chinese Taipei (Chinese Taipei)
Mr. Ming-Jen WU from Chinese Taipei made a presentation on the mobile market in Chinese Taipei. He started the presentation by briefing on the trend of deregulation in the mobile market.

He then outlined the change of market structure. He indicated the revenue from mobile market has rapidly been increasing from 22% to 57% of total telecommunications market share over the past decade. Also, subscribers of mobile services especially mobile broadband have steadily been increasing in Chinese Taipei.

He introduced the digital convergence policy initiative on mobile communications which was approved in Sep 2010. It aims to complete 21 million subscribers of broadband in the mobile market by 2015 through various strategies, such as reviewing and preparing the spectrum regular and planning to allocate 4G spectrum resources.

Finally, he highlighted that NCC would accelerate the issuance of 4G licenses though 2G networks, whose licenses are going to expire in Chinese Taipei. 900MHz and 1800MHz bands were already approved and would be allocated after retrieving the spectrum for 2G.
The Convenor mentioned that the allocation of scarce spectrum resources are one of the controversial issues we should address.

6.6. Regulatory Policy on Mobile Broadband (US)
Mr. Richard LERNER from the United States gave an overview of the mobile internet market in the US. Mobile ecommerce sales surged to $6.7 billion in 2011 and it is estimated to hit $31 billion by 2015 in the US. "Every company knows it needs to have a mobile strategy, and that's becoming true around the world", he added.
He highlighted that regulatory certainty and predictability promotes investment which would be a benefit for our economies. He introduced some areas that FCC has focused to promote investment, including the strengthening incentives for investment in mobile infrastructure. 

"President Obama has set a goal of deploying 4G services to cover 98% of the U.S. population within 5 years" he mentioned. In the US, six carriers have begun rolling out 4G and it is estimated that investments in 4G mobile broadband networks would add up to 151 billion in GDP growth over the next four years, creating 770,000 new jobs.
He also gave an overview of the two next major spectrum policy innovations: incentive auctions and long-range unlicensed spectrum. "Addressing the spectrum crunch will require all stakeholders to work together and we must also focus on empowering consumers" he added.
LSG session Ⅱ
7. Information Exchange
LSG reaffirms the importance of Bogor Goal and discuss the current approaches to achieve free and open trade and investment in the APEC region no later than the year 2020.
7.1. Integration and Development (Viet Nam)
Mr. Nguyen Quy QUYEN from Viet Nam updated the meeting on FTA policy including the domestic regulatory frameworks in Viet Nam. "Viet Nam intends to enhance the cooperation between APEC member economies based on mutual benefits for supporting to the socio-economic development of Viet Nam", he explained.
Then, he introduced the current status of FTAs/RTAs signed and under negotiations. He highlighted that Viet Nam and Chile had signed FTA in Good in 2011.

He also overviewed the current situation of commitment in Viet Nam on basic telecom and value-added telecom services as well as interconnection, co-location, independent telecommunications regulator and universal services. He highlighted that Viet Nam had not yet signed any FTA/RTA with negative listing approach, but this new approach has been under consideration.
7.2. Outline of Trade Principles for ICT services (Japan)
Mr. Naoki ISHII from Japan updated the meeting on Japan’s effort to achieve the free and open trade and investment, which is one of the key APEC's common goals. He outlined the Japan-US Trade Principles for Information and Communications Technology Services which was published this January. 

He introduced some elements from the twelve ICT Principles of Japan and explained respectively: “cross-border information flows”, “open networks, network access and use”, “interconnection”, “unbundling of network elements” and “local infrastructure and local presence”. 

He pointed out that every principle is important with the object of ensuring the competition and promoting the technical innovation in the telecommunication market and facilitating free and open trade in the sector.

The whole text is available on the MIC website.
7.3. Competition Policy and New Zealand’s Broadband Initiative (New Zealand)

Ms. Nicola TRELOAR from New Zealand updated the meeting on broadband initiatives, namely the Ultra Fast Broadband Initiative (UFB) and Rural Broadband Initiative (RBI).  The UFB aimed to connect 75% of the population to fibre to the premises, with speeds of at least 100Mbps by 2015.  The RBI, on the other hand, aimed to improve broadband coverage so that 97% of the New Zealand households and enterprises can access broadband services of at least 5Mbps or better by 2019.

The New Zealand government conducted open and transparent partner selection and bidding processes for both the UFB and RBI to evaluate and appoint suitable industry partners and proposals. Open access principle was also established for both initiatives to ensure equality of access by service suppliers and allow consumers to switch easily between service suppliers. 

Ms. Nicola TREOLAR also informed the competition requirements also restricted investment to fibre companies that are not controlled by shareholders who also operate retail telecommunications businesses. Telecom New Zealand submitted a tender which would require structural separation of the company into two businesses.  As its tender was successful, Telecom New Zealand broke into two separate companies on 1 December 2011.

The current status of the UFB has been deployed in 14 out of 33 candidate areas.  A number of retail providers have also begun to offer broadband packages.  In addition, five new wireless towers have been built under the RBI as well as over 40 towers were upgraded. 

7.4. Update on Trade Regulation and Efforts to Promote Free and Open Trade Framework (US)
Mr Richard LERNER from USA updated the meeting that the US Trade Representative released the 2012 Trade Policy Agenda and 2011 Annual Report in March 2012.  The Trade Policy Agenda outlined President Obama Administration’s key trade goals for 2012, which included implementation of trade agreements with Korea, Columbia and Panama, conclusion of negotiations for the Trans-Pacific Partnership (TPP), enhanced efforts to comply with World Trade Organization (WTO) commitments, and strengthen international trade relationships.

Mr Richard LERNER reported that the United States-Korea Free Trade Agreement, which was US’ most commercially significant agreement in 16 years, entered into force in March 2012. In addition, the TPP was targeted to be finalised by 2012 and has the potential to serve as a model for future agreements. The 9 TPP countries will decide on the entry of additional countries interested in joining the negotiations. 

The WTO welcomed several new members this year, most notably Russia. The Obama Administration will work with Congress to secure legislation authorizing extension of permanent normal trade relations status to Russia. Legislation is necessary to make available to US companies and workers the many WTO commitments that we secured for improved access to Russia. 

The US hosted the APEC Summit in Honolulu in 2011. The Leaders agreed to take steps to facilitate increased trade in the region, implement an action plan to make conducting business in the region cheaper and faster, and launch negotiations to expand the product scope and membership of WTO Information Technology Agreement. The US will continue to work with APEC members to further facilitate trade and improve regulatory environment.
7.5. LSG’s views on Chokepoints of ICT infrastructure and policies on the way towards a Trusted Internet (Web 3.0) (Russia)
The LSG Convenor informed the meeting that the TEL Chair has requested the three steering groups to provide inputs to Russia’s multi-year proposal on “Chokepoints of ICT infrastructure and policies on the way towards a Trusted Internet (Web 3.0)” under the APEC Committee on Trade and Investment (CTI). Russia presented the proposal to LSG which seeks to establish a trans-border space of trust with compatible standards and harmonized legal norms. Russia sought to receive comments on the proposal by 27 April 2011 and would incorporate the suggestions of APEC economies where appropriate.

Mr. Alan DENIAGA from the APEC Secretariat informed the meeting that multi-year projects would require higher standards with 11 co-sponsors and the concept note would be submitted to CTI. A number of economies sought clarifications from Russia, in particular, on why Web 3.0 was proposed to resolve the issues specified in the proposal and   whether APEC was the appropriate forum to discuss Web 3.0. The premise of the proposal also seemed to indicate that the current Web framework was inadequate to ensure systems of trust.  This might not be accurate as the current framework already has a wide range of measures in place or in development. Another economy also requested for more clarity on the project deliverables and how the success of this project would be measured as well as the concrete benefits to APEC economies. Russia noted the comments and will work towards incorporating the comments in its revised project proposal. 

Ms. Duangthip CHOMPRANG from Internet Society Asia (ISOC) requested for the floor to share her views at the meeting. With concurrence from the LSG Convenor, she said that ISOC and many other organizations within the industry are already involved in the internet development work specifically in the areas of building trust and security on the internet and various other efforts including developing internet standard, etc. She also highlighted that from a technical point of view, it would be useful for Russia to be more specific in the project as the definition of Web 3.0 is very subjective. She highlighted that the Internet is also developed based on the consensus of all stakeholders and internet users. Russia informed that they would consider the ISOC’s request and were amenable to change the term “Web 3.0”.
8. Next Meeting and Future Work
8.1. Next Regulatory Roundtable and Industry Roundtable

The Convenor informed that the next Regulatory Roundtable would be held at TEL 47, however as the venue has yet to be decided, the theme of the Regulatory Roundtable should be discussed in consultation with the host economy. 
8.2. New project proposal and priority setting for the next TEL meeting

There was one APEC funded project proposal from Viet Nam and one self-funded project proposal from Singapore that were submitted for LSG’s consideration:
· Proposal on “Classification of ICT Services in the Digital Economy” by Viet Nam. This project is designed to achieve the following key objectives:

· To familiarize APEC officials with the various classifications of telecommunications, audio-visual and IT services;

· To raise awareness among APEC officials on methodology for ICT services classification in digital economy;

· To provide a common platform for discussion on the impact of the classification on domestic policy making, regulations, trade and investment negotiation.
For the purpose of these objectives, project activities would include the data collection, data analysis and organizing a training workshop (2 days at APEC TEL 47). The final report which contains the guidelines on how to classify ICT services would be prepared as outcomes of the project. The LSG Convenor informed that Viet Nam would require two co-sponsors before the project can be submitted to the TEL for endorsement.
Some economies raised queries on the project, including the purpose of the project, funding, the need to seek external experts from APEC economies and appropriateness of APEC TEL to deal with services beyond telecoms. Following an informal discussion on the project, Viet Nam informed the meeting that they would refine the project proposal and keep the objective of the project simply to capacity building and information sharing. Viet Nam would remove the drafting of guidelines as a project outcome, limit the use of APEC funds to invite WTO experts and hold the workshop back to back with TEL meetings.

The project received support from Japan and Singapore as co-sponsors and would be submitted to Plenary II for endorsement.
· Proposal for “Workshop on Transparency of Internet Broadband Access Speeds” by Singapore. This project is designed to achieve the following key objectives:
· To promote transparency on Internet broadband access speeds that end users can expect and to enable end users to make informed choices on broadband plans;

· To facilitate information and best practice sharing through a survey of APEC economies’ regulatory framework and requirements for ISPs; and 
· A 1/2-day capacity building workshop to be held at APEC TEL 46.
Mr. Mike ONG from Singapore delivered a short presentation on the self-funded project which had received support from 3 economies as co-sponsors. He addressed the scope and importance of the project as well as the relevance to TELMIN’s directions in the Okinawa Declaration and Strategic Action Plan 2010-2015.

The project received further support from three economies as co-sponsors and was subsequently endorsed by LSG.  The project would be submitted to Plenary II for endorsement.  As host of TEL 46, Russia was requested to provide logistical assistance in preparing for this 1/2-day workshop.  

9. Other Business
The LSG Convenor took the opportunity to again inform the meeting on the leadership changes to the MRA Task Force.  Following the departure of Ms Melinda TAN from Singapore and Mr Peter CHAU (former Vice-Chair) assuming the Chairmanship of the MRA, Mr Saneh Saiwong from the National Broadcasting and Telecommunications Commission of Thailand has been nominated to be the next Vice-Chair.  The nomination would be submitted to TEL Chair for endorsement at the Plenary.
10. Closing Remarks from the LSG Convenor and Deputy Convenor
The Convenor said that LSG has provided a good opportunity for all member economies to share the information with each other such as domestic regulations, frameworks and future challenges. The Convenor also highlighted that the contributions of LSG to TEL and urged all economies to update the template for the review of the TEL Strategic Action Plan. The Convenor emphasized that LSG had to continue to take steps to further contribute to TEL and encouraged economies to consider how further consider inputs to the Declaration of TELMIN9. 

Deputy Convenor noted that some of the LSG projects were missing from the TEL Strategic Action Plan review document and that she will provide the relevant inputs for incorporation. The Convenor and Deputy Convenor thanked all delegates for their cooperation towards the success of the LSG meeting and again thanked the host economy Viet Nam, closing the session at noon.
APEC TEL 45 MRA Task Force Meeting Report

Da Nang, Vietnam, 5-6 April 2012

1 Welcome and Introduction

1.1 The MRA Task Force (MRATF) met over five sessions at TEL 45. The morning session of April 5 and afternoon session of April 6 were dedicated to the formal agenda items while the two other sessions were dedicated to the drafting and editing of the Implementation Guidelines document for the MRA on Equivalence of Technical Requirements (MRA-ETR). The fifth session was a training session for those who were new to the task force and wanted a tutorial on the technical details of the MRA for Conformity Assessment.

1.2 The Meeting was attended by 30 delegates from 13 economies, the APEC Secretariat and 3 industry organizations. The full list of delegates is attached as in Attachment 1.
1.3 The Meeting was chaired by Mr. Peter Chau from Canada as the new Chairman of the task force due to the departure of previous Chair, Ms. Melinda Tan of Singapore. A new Vice-chair was nominated at the meeting.
1.4 The Task Force Chair welcomed all delegates to the meeting. As there were new members to this meeting, the Chair invited all members to introduce themselves.
1.5 There were 13 contributions at the start of the meeting. All documents were uploaded to the APEC TEL website under MRATF. The Task Force chair assigned the contributions to the appropriate Agenda items of the draft agenda and the meeting adopted the draft agenda for the APEC TEL 45 MRA Task Force Meeting with no further amendment.
2 Economies’ Update

2.1 Hong Kong – At present, Hong Kong, China has implemented Mutual Recognition Arrangement for Conformity Assessment (MRA-CA) of Telecommunications Equipment with 5 APEC Economies - Australia, Canada, Singapore, Chinese Taipei and USA for the Phase I procedures. In addition, Hong Kong, China has implemented MRA-CA with Canada and USA for the Phase II procedures. Hong Kong, China is ready to partner with any APEC member economies to implement MRA-CA Phase I / II procedures.

2.2 Canada – Canada informed that it has designated 13 Canadian testing laboratories to test to the technical requirements of six participating economies, and has recognized 51 foreign testing laboratories from APEC economies to test to Canadian requirements. Canada has designated two Canadian certification bodies to certify to the technical requirements of three participating economies, and has recognized 18 foreign certification bodies from APEC economies to certify to Canadian requirements. Canada is currently in the final stages of negotiation of MRAs with Mexico and Israel. Although similar in concept and operation, both MRAs are outside the APEC TEL MRA. At this meeting Canada exchanged letters with Vietnam to begin the implementation of the MRA-CA Phase I.
2.3 US - The US is participating with nine APEC economies in phase I: Australia, Canada, Chinese Taipei, Hong Kong, Japan (not APEC MRA), Mexico (not APEC MRA) Singapore, South Korea and Vietnam. The US Phase I MRA with Mexico is now in the confidence building and information exchange process to make it operational. The US is participating in phase II with four APEC economies: Canada, Hong Kong, Japan and Singapore. The FCC has recognized Phase I CABs approx. 307 in total, with approx. 152 in APEC economies. FCC has recognized Phase II CABs of 33 total, 5 in APEC economies.  

2.4 Thailand – As of August 31, 2011, Thailand’s Telecom regulator (NTBC) can accept test reports from qualified foreign labs. This is a government to industry initiative and is unilateral in nature (not quite an MRA) at this point in time. 

2.5 Korea – Korea has implemented MRA Phase I with Canada(‘97), USA(‘05), Vietnam('06) and Chile('08) under the APEC-TEL MRA and is currently complying with the MRA. MRA with Vietnam was modified in part to expand the scope of equipments covered within the context of MRA on 2 Aug, 2011 and currently in the process of designating MRA testing lab.  Starting on Jan 1st, 2013, every piece of wireless communication equipment that is used within the range of 20cm apart from the human body will have to be certified for the Specific Absorption Rate (SAR) limit. This will include cordless phones, 13 types of devices have been newly supplemented. 
2.6 Chinese Taipei - Chinese Taipei is implementing MRA Phase I with 5 economies – Australia, Canada, Hong Kong, Singapore, and US, and MRA Phase II with one economy – Canada.  Under MRA Phase I, Chinese Taipei has recognized 25 CABs from other economies and designated 14 CABs that has been recognized by other economies. Under Phase II, Chinese Taipei has recognized one CAB from Canada and one Chinese Taipei CAB recognized by Canada.
2.7 Vietnam – At this TEL 45 meeting, Vietnam exchanged letters with Canada to begin the implementation of MRA Phase I.  Vietnam also has an MRA Phase I with the US from whom Vietnam has recognised 22 testing labs. At this meeting Vietnam will be exchanging letters with Canada to begin the implementation of the MRA-CA Phase I.
2.8 The updates provided by economies were given in Attachment 2.
3 Case Studies on the use of MRA on Conformity Assessment by industry

3.1 There were no contributions or discussion at this meeting. The TF Chair reiterated the need to continue to seek industry input on quantitative and qualitative data to support our MRA work. 

4
Task Force Projects

4.1
Project E – MRA for Equivalence of Technical Requirements (MRA-ETR)


There were three contributions related to this agenda item. Contribution Document 35 and 36 (both from TAF - Taiwan Accreditation Foundation of Chinese Taipei) described the structure of APLAC (Asia-Pacific Laboratory Cooperation) and how it could play a role in the implementation of the MRA ETR for economies that may not have the expertise or resources in handling ETR requests.


Another contribution was Document 6 - Canadian Comments on Draft Proposal for Guidelines for the Implementation of MRA ETR. This contribution is based on the draft text from TEL 44 of the Guideline for the implementation of MRA-ETR. It was agreed that this document was to be discussed at the MRA-ETR drafting session starting in the afternoon.   

Document 6 (in Attachment 3) was thoroughly reviewed and discussed in the two drafting sessions on April 6 and 7.  Members were generally of the view that the following principles should be clear in the Guidelines document:

·  Need for a faster turnaround on re-establishment of equivalence (once a technical standard changes)

·  Economy reserves right to review justification for new economy joining an existing MRA-ETR.

·  Some notion of a central repository for storing common information i.e. Equivalency decisions, etc.

·  Scope statement should be clear that Partial equivalence and administrative requirements are not covered.

A final draft will be circulated to economies in 2-weeks time. Economy comments will be expected in one month`s time (i.e. by end of May) as we plan on completing the document at the next meeting in TEL 45.

4.2
Project F - Stock-take of MRA implementation and benefits 

There were no contributions at this meeting. The Chair reminded all members that this topic is important in justifying the implementation of MRAs for any economy. 


Mike Violette of Washington Laboratories shared with the group regarding the recent implementation of the US-Japan MRA (however, not an APEC TEL MRA) that conformity assessment activities have increased greatly and that US manufacturer industry welcomes this MRA much more than what was anticipated at the beginning.


Economies are strongly encouraged to make contributions on this subject for both MRA-CA and MRA-ETR at the next meeting.

6
Training

At the request of new participants at this meeting, the fifth session on Apr 7 was used as a training opportunity to present the MRA-CA and its technical details to them. The session was well received by all who attended (12 attendees).

7
Review of projects for TEL approval

Currently, there were no project proposals from the Task Force to be submitted to the TEL for approval.  The Chair reminded that for any new project proposals, members should follow the required procedures for the submission of the project proposals and obtaining the APEC funding. Detail could be found from the relevant documents at the APEC main website. Economies should observe the required procedures in formulating and submitting their project proposals. 

8
Update on the Development of Regional MRAs

8.1
Inter-American Telecommunication Commission (CITEL) MRA
The next CITEL PCC.I meeting will be held in Buenos Aires, Argentina on May 16-19, 2012. Thus there are no new updates for this meeting. However, it should be noted that the three NAFTA countries, who are also part of APEC - Canada, United States and Mexico, have made great progress towards the implementation of an MRA:
·   The Minister of International Trade of Canada, Honourable Ed Fast and Mexico’s Secretary of Economy, Bruno Ferrari, signed the Canada-Mexico MRA for Conformity Assessment of Telecommunications Equipment on November 11, 2011, at the Joint Meeting of Trade Ministers of APEC in Honolulu, Hawaii.

·   The Canada-Mexico MRA has been tabled in the Canadian House of Commons for ratification. The MRA is expected to enter into force by end of April 2012.

·   A tri-lateral MRA Stakeholders Meeting between Canada, the United States and Mexico was held in January 25th, 2012. This is the first in a series of meetings as part of the confidence building plan of the two recently signed Canada-Mexico and US-Mexico MRAs. The next training session is tentatively planned for end of June – early July 2012.

8.2
The ASEAN Telecommunications Regulatory Council MRA (ATRC MRA)

Brunei informed (via Contribution document 39) the meeting that the 13th ATRC MRA Joint Sectoral Committee (ATRC MRA JSC) Meeting was held on 5 March, in Bangkok. An Action plan was developed based on an initiative to ensure the affordability of ICT products in the ASEAN region. A work plan with emphasis on actions for introducing the ‘MRA on Standard Equivalence pertaining to Electromagnetic Compatibility and Electrical Safety’ (MRA-SE) was presented.
9. Web based information management

The MRA web page information is now available at www.apec.org facilitating the user to go to find up-to-date regulations and contact information for multiple economies at one web location for efficient implementation and operation of the MRA.  Members were invited to check whether their MRA webpages can be accessed via the APEC TEL MRA webpage at www.apec.org and, if found necessary, provide the correct URL linkages to their websites to the Chair.

Hong Kong sent an email detailing the new website name changing from “OFTA” to “OFCA” reflecting the name change recently in the economy.

10.
Market Surveillance

10.1 Canada presented (Contribution document 8) on Market Surveillance and Conformity Assessment issues. It shared with APEC TEL members the findings on Market Surveillance audits as well as non-conformities by Conformity Assessment Bodies (CABs) in Canada, and initiated discussion on how to deal with non-conformant CABs recognized under the terms of the APEC TEL Mutual Recognition Arrangement.

The existing MS Guideline focused on equipment non-compliance and does not address how to deal with CABs who do not comply with their obligations as part of the over MRA process.

10.2 The FCC of US presented its process and procedures on TCB (Telecommunication Certification Bodies) Market Surveillance. In addition to outlining the process details and statistics of the audits in 2010/2011, FCC presented the challenges and difficulties in ensuring that TCBs conduct timely and effective MS activities. 

At the end of this discussion, it was generally agreed that the MRA-TF should have a common approach in dealing with non-compliant or delinquent CABs. The approach could be documented in the current Market Surveillance Guideline document that was started at TEL 42.

11
Joint Committee

11.1The Chair said that all along for this Agenda item, there was a provision for Economies to form a Joint Committee to meet on an as needed basis to deal with implementation issues of MRA-CA and other matters that might occur from time to time. The Chair had not received any such request so far. He anticipated that for implementation of MRA-ETR, Economies might have to form such Joint Committee in future.

The Chair then proceeded to discuss Contribution document 2 - APEC TEL MRA-CA Implementation Management (as in Attachment 4) to share Canada’s experience in project-managing an MRA implementation. It was mentioned that given we have now some experience in implementing the APEC TEL MRA-CA, it is a good time to try to document the steps that should be followed to establish milestones, and timeline for the implementation of the MRA-CA between two economies. The goal is to introduce more predictability in future MRA implementation.  

The US commented that they also use some form of similar project management scheme and agreed in principle of its effectiveness.

In the end, it was decided that economies need more time to review the information and the subject will be re-visited at next TEL meeting. It is possible that the information could be added to the existing MRA-CA Implementation Guide.

12. Any other business

12.1 Due to the sudden departure of the current Chair, Ms. Melinda Tan of Singapore and having Mr. Peter Chau of Canada, who was the Vice-Chair, to take up the Chairman role starting in TEL 45, the TF needed to identify a new Vice-Chair to assist the Chair in advancing and managing the TF agenda and intercessional activities.

12.2
At the end of the TF meeting, there was one nomination. Mr. Saneh Saiwong, currently the acting Director of the Telecom Standards Division at the Office of the National Broadcasting and Telecommunications Commission of Thailand agreed to be the nominee for the Vice-Chair position. The TF Chair will submit the nomination to the TEL Chair for endorsement at the final plenary.
12.3 The MRATF would like to contribute to the TELMIN09 Declaration to encourage economies to implement the MRA-CA and MRA-ETR. Economies are welcome to input to the Chair or through their HoDs after TEL45.

13
Way Forward

In summary, the following issues would be discussed at the future APEC TEL MRA TF meetings:

· Finalize the Guidelines for implementing the MRA-ETR;

· Develop a plan and strategy for obtaining qualitative and quantitative data and information from Economies on the benefits of the MRA-CA;

· Discuss and document the Best Practices for implementing market surveillance;

· Project Management approach for implementing MRA’s

· Follow-up on any training need of Members

14
Date and Venue of Next Meeting

14.1
As usual, it was proposed that the next MRA Task Force meeting be held in the first two days of TEL 46.  As the MRATF would need to undertake the tasks of completing the drafting of guidelines of MRA-ETR, best practice guideline for market surveillance and survey of MRA-CA and might also hold training workshop for economies, it is proposed that the TEL 46 host would provide the following arrangements.

	
	Activity
	Venue/facilities

	Day 1 Morning
	MRATF Session 1
	Conventional APEC arrangement

	Day1 Afternoon
	MRATF Drafting or Training Session
	Conventional APEC arrangement or informal room for up to 25 people with projector

	Day 2 Morning
	MRATF Drafting or Training Session
	Conventional APEC arrangement or informal room for up to 25 people with projector 

	Day 2 Afternoon
	MRATF Session 2
	Conventional APEC arrangement


14.2
Although the MRATF meetings and drafting/training sessions will mainly be convened in two days, a room is requested to accommodate sub-working committees to discuss and follow-up on issues of MRA in the afternoon of Day 3.

Attachment 1

Update of MRA Activities and Changes to Technical Regulations

	
	

	Canada
	Technical regulations (Annex I of the MRA): 

Since the last meeting of this Task Force on September 21st, 2011, Industry Canada has amended the following Procedures for Conformity Assessment Bodies, and technical requirements for radio and terminal equipment.

· Procedures for Conformity Assessment Bodies:

1. CB-01: Requirements for Certification Bodies

Issue 4, October 2011
Note: CB-01 Issue 4 is now applicable to both Canadian and Foreign CBs. It supersedes “REC-CB: Procedure for the Recognition of Foreign Certification Bodies by Industry Canada”.
2. CB-02: Recognition Criteria, and Administrative and Operational Requirements

Applicable to Certification Bodies for the Certification of Radio Apparatus to Industry Canada’s Standards and Specifications

Issue 6, October 2011

3. DES-CB: Procedure for the Designation of Canadian Certification Bodies (CB) by Industry Canada
Issue 3, October 2011
4. DES-LAB(E): Procedure for Designation and Recognition of Canadian Testing Laboratories by Industry Canada

Issue 5, October 2011
· Technical Requirements for radio equipment:

 

1. RSS-111 - Broadband Public Safety Equipment Operating in the Band 4940-4990 MHz
Issue 4, January 2012 
2. RSS-182: Maritime Radio Transmitters and Receivers in the Band 156-162.5 MHz
Issue 5, January 2012
3. RSS-288: Global Maritime Distress and Safety System (GMDSS). This standard was renumbered from RSS-188 to reflect the numbering convention for licence-exempt equipment; RSS-288 is currently listed under Radio Scope 1.

Issue 1, January 2012
4. RSS-188 was removed from Radio Scope 4, and renumbered as RSS-288.

Industry Canada is in the process of publishing amendments to the following technical requirements of the Compliance Specification (CS-03) for terminal equipment:

1. CS-03, Part II - Requirements for Terminal Equipment Intended for Connection to 1.544 Mbps (DS-1) Digital Facilities
2. CS-03, Part VI - Requirements for ISDN Terminal Equipment
3. CS-03, Part VII - Requirements for Limited Distance Modems and Digital Subrate Terminal Equipment
Canada’s MRA implementation update:
Canada continues to implement Phase I and Phase II of the APEC TEL MRA on conformity assessment for telecommunications equipment:

· Under Phase I, Canada has designated 13 Canadian testing laboratories to test to the technical requirements of six participating economies, and has recognized 51 foreign testing laboratories from APEC economies to test to Canadian requirements. For information on Phase I, please visit the following websites:
http://strategis.ic.gc.ca/epic/internet/inceb-bhst.nsf/en/tt00065e.html, and
http://strategis.ic.gc.ca/epic/internet/inceb-bhst.nsf/en/tt00064e.html
· Under Phase II, Canada has designated 2 Canadian certification bodies to certify to the technical requirements of three participating economies, and has recognized 19 foreign certification bodies from APEC economies to certify to Canadian requirements. For information on Phase II, please visit the following web sites:
http://strategis.ic.gc.ca/epic/internet/inceb-bhst.nsf/en/tt00068e.html, and 
http://strategis.ic.gc.ca/epic/internet/inceb-bhst.nsf/en/tt00067e.html




	Annex 2

List of local CABs recognised by APEC Economies under Phase II of APEC TEL MRA

Certification Body

APEC Economy

1

Intertek Testing Services Hong Kong Ltd.
USA

List of CABs recognised by Hong Kong, China under Phase II of APEC TEL MRA
Certification Body

APEC Economy

1.

Nemko Canada Inc.
Canada

2

Bay Area Compliance Laboratories Corp.
USA

3

SIEMIC, Inc.

USA


	

	Chinese Taipei
	In Chinese Taipei, National Communications Commission (NCC) is the Regulatory /Designating Authority under the APEC TEL MRA. NCC receives and processes the applications for designation from Chinese Taipei testing laboratories and Chinese Taipei certification bodies that wish to be recognized by other economies under the APEC TEL MRA.  

The guidance NCC provides to Chinese Taipei conformity assessment bodies on both the general and specific requirements for applying can be found at the following URL: http://www.ncc.gov.tw/english/gradation.aspx?site_content_sn=8
The Chinese Taipei is taking part in with 5 economies in Phase I and 1 economy in Phase II. 

Under MRA Phase I, Chinese Taipei has recognized 25 CABs from other economies and designated 14 CABs that has been recognized by other economies.

The details of Phase I and Phase II of the APEC TEL MRA that Chinese Taipei has implemented are noted in the tables below.  

I. CHINESE TAIPEI TESTING LABS RECOGNIZED BY OTHER ECONOMIES

Economies – Phase I

# of Chinese Taipei Lab Locations Recognized

Australia

8
Canada

9
Hong Kong

3
Singapore

6
USA

8
II. OTHER ECONOMIES TESTING LABS RECOGNIZED BY CHINESE TAIPEI
Economies – Phase I

# of Other Economies Lab Locations Recognized
Australia

1
Canada

5
Singapore

2
USA

17
III. OTHER ECONOMY CERTIFICATION BODY RECOGNIZED BY CHINESE TAIPEI
Economies – Phase II

# of Other Economy Certification Body Recognized
Canada

1
IV. CHINESE TAIPEI CERTIFICATION BODY RECOGNIZED BY OTHER ECONOMIES

Economies – Phase II

# of Chinese Taipei Certification Body Recognized
Canada

1
With respect to EMC Testing scope of TTE, the NCC accepts the test report to CNS 13438 C6357 issued by the Bureau of Standards, Metrology & Inspection (BSMI) or its recognized testing laboratories (including foreign MRA CABs). The list of approved EMC laboratories recognized by the BSMI is available at the BSMI website.
Under the MRA, the BSMI has recognized 98 EMC testing laboratories in APEC economies including Australia, Canada, Singapore and the US.

The details about the BSMI has implemented the MRA with the economies are noted in the tables below.

LIST OF EMC TESTING LABORATORIES RECOGNIZED BY THE BSMI UNDER THE MRA WITH OTHER ECONOMIES
Economies

# of Other Economies EMC laboratories Recognized
Australia

1
Canada

7
Singapore

1
USA

89
There were some technical specifications under development since last APEC TEL meeting. The specifications are Mobile Telecommunication Terminal Equipment Technical Specifications (PLMN01, PLMN02, PLMN08 and PLMN09). The specifications include that the adapter may be used for connecting from a USB Micro-B receptacle/plug to any specific connector and the detachable cable with USB standard A connector to any specific connector where the mobile telephone does not have a Micro-USB interface. They will be uploaded on NCC’s website when they are amended.

NOTE:   For the list of foreign CABs recognized by Chinese Taipei under the APEC TEL MRA, please refer to the following URL: http://www.ncc.gov.tw/english/content.aspx?site_content_sn=97&is_history=0


	Korea
	1. Change of full name of Korean Designating Authority
RRA, which is the Regulating Authority of Broadcasting and Communications Equipments in Korea, officially changed its full name from Radio Research Agency to National Radio Research Agency on 19th Aug. 2011. (Its acronym, RRA has not been changed.)
2. Separation of EMC and Electrical Safety regulation
In Korea, broadcasting & communications equipments and electrical safety equipments were under control of two different regulators, KCC(Korea Communications Commission) and MKE(Ministry of Knowledge and Economics) respectively on the basis of manufacture good. However, from July 1st, 2012, regulation of EMC will be controlled by KCC and regulation for electrical safety will be controlled by MKE on the basis of regulation(not manufacture good basis). The main purpose of this revision is to avoid repetitive restriction of certification by products. Therefore, KCC will be newly in charge of 293 kinds of electrical products for EMC regulation, and MKE will take a role in regulating 184 kinds of broadcasting & communications products for electrical safety regulation. 
3. Supplement to the certification required equipments for SAR(Specific Absorption Rate)
So far, SAR was only applied for mobile phones. However, from Jan 1st, 2013, every wireless communication equipment that is used within the range of 20cm apart from the human body, has to get certification for SAR. Therefore, including cordless phone, 13 types of devices has been newly supplemented. 
4. APEC-TEL MRA Implementation
Korea signed and has implemented MRA Phase 1 with Canada(‘97), USA(‘05), Vietnam('06) and Chile('08) under the APEC-TEL MRA and is currently complying with the MRA. MRA with Vietnam was modified in part to expand the scope of equipments covered within the context of MRA on the 2nd. Aug. 2011 and currently in the process of designating MRA testing lab. 
(1) Change in the scope of equipments covered by MRA with Vietnam(‘11. 8. 2)
Before revision
After revision
wired communications devices
the whole range of Broadcasting and communications equipment 
(2) Current status of testing labs recognized by MRA
- There has been changed a little in the number of testing labs designated by APEC MRA since the APEC-TEL 44 meeting. The details are as follows.
► Korea's testing labs recognized by other economies, in accordance with APEC-TEL MRA 
Phase Ⅰ
 Economy
Number of labs 
 USA
30 (+3) 
 Canada
5 (+1) 
► Other economies' testing labs recognized by RRA, in accordance with APEC-TEL MRA Phase Ⅰ
 Economy
Number of labs 
 USA
78 (+3) 
 Canada
12 (+1) 
5. Changes in legislation and technical requirements
Since APEC TEL 44 meeting, current technical requirements is as below 
Title
Act No.
Date of revision
(date of entry into force)
Law
Radio Waves Act
No.11037
2011. 8. 4
(2012. 2. 5)
Enforcement Degree of Radio Waves Act
Presidential Decree No.23082
2011. 8. 19
(2011. 8. 19)
Public
Notification
Conformity Assessment
Public Notification on 
Conformity Assessment for Broadcasting and Communications Equipment
RRA Public Notification 2012-9
2012. 3. 19.
Technical Requirements
Rules on Radio Equipment
KCC Public Notification 2012-6
2012. 1. 31. 
Technical requirements for Electromagnetic Immunity
RRA Public Notification 2011-25
2011. 12. 23
(2012. 3. 24)
Technical requirements for Electromagnetic Interference
RRA Public Notification 2011-24
2011. 12. 23
(2012. 3. 24)
Technical requirements for electrical safety of broadcasting and communications equipment
RRA Public Notification 2011-27
2011. 12. 23
(2012. 1. 1)
6. Additional issue
From March 15, 2012, Free Trade Agreement(FTA) between Republic of Korea and USA has come into effect. As a preparation stage of MRA phase 2 between ROK and USA for broadcasting and communications, ROK is required to modify related laws and regulations until March 15, 2013. 
※ For more information, refer to RRA website(www.rra.go.kr)
(Contact point : Keum-Cheol Shin(Assistant Director, RRA) +82-2-710-6616, skcgl@kcc.go.kr


	USA
	US FCC Update

Recent FCC updates/high profile issues include: 

-White Space (WS) Rules - WS rulemaking (FCC 10-174) is related to the use of frequencies in the digital TV bands in areas where TV stations aren’t operating.

http://www.fcc.gov/encyclopedia/white-space-database-administration 
· Established 10 private database administrators to identify list of available channels and allow users to register white space devices in areas where they won’t interfere with TV stations.

· One administrator approved (DA11-2043)

· Second administrator pending (DA11-1956)

· Wireless microphones registration database under development by FCC.

DA 11-1661 Signal Jammer Citations http://fjallfoss.fcc.gov/edocs_public/attachmatch/DA-11-1661A1.pdf 

DA 12-20 Mobile phone/Cellular Rulemaking.

http://transition.fcc.gov/Daily_Releases/Daily_Business/2012/db0215/FCC-12-20A1.pdf 

Market Surveillance:


FCC discussing market surveillance issues with other economies.


FCC focus on TCB’s to test


FCC blocking non responsive grantees


TCB improvements from 2010 surveillance


FCC continues to monitor and adjust process as needed.
Equipment Authorization information available at the FCC Knowledge Database: www.fcc.gov/labhelp or www.fcc.gov. 

Web addresses for Equipment Authorization:

· https://apps.fcc.gov/eas  - FCC issued grant filing page

· https://apps.fcc.gov/tcb  - TCB issued grant filing page

FCC running out of grantee codes so rulemaking required to increase code size from three to five characters.

The US is participating with nine APEC economies in phase I: Australia, Canada, Chinese Taipei, Hong Kong, Japan (not APEC MRA), Mexico (not APEC MRA) Singapore, South Korea and Vietnam.

The US Phase I MRA with Mexico is now in the confidence building and information exchange process to make it operational.

The US is participating in phase II with four APEC economies: Canada, Hong Kong, Japan and Singapore.

FCC Recognized Phase I CABs ~307 total, ~152 in APEC economies.

FCC Recognized Phase II CABs 33 total, 5 in APEC economies.  

Devices Certified in 2011 = 13455 (13242 by TCBs, 213 by FCC)

98+ % of equipment requiring Certification is approved by Phase II CABs

Products Certified in 2011 by APEC Phase II CABs 467


	Vietnam
	1. Technical regulations

· New technical regulations on conformity assessment: 
· Circular No. 30/2011/TT-BTTTT dated 31/10/2011 promulgating Regulation on certification and declaration of conformity for information and communication products

· Circular No. 31/2011/TT-BTTTT dated 31/10/2011 on promulgating list of information and communication products subject to do declaration of conformity

· Circular No. 32/2011/TT-BTTTT dated 31/10/2011 on promulgating list of information and communication products subject to do certification and declaration of conformity

· Technical regulations and standards changed their codes (as in annex attached). 

2. MRA implementation update:
· Vietnam exchanged letters to implement APECTEL MRA Phase I with Canada.

· Vietnam recognised 22 testing labs from United States.
Annex - Technical regulations and standards related to MRA updates
No.

New code

Normative references

Name

Former code

1

Vietnam Technical Regulation QCVN 10:2010/BTTTT
CCIR Rep 1024 (1998) and GAS7

Cordless Telephone Equipment - Technical requirement (revised)

TCN 68-143: 2003

2

QCVN 19:2010/BTTTT
some ITU-T Recs, ETS 300 001:1997, TBR-21:1998

Terminal equipment to be connected to an analogue subscriber interface in the PSTN - General technical requirement

TCN 68-188:2000

3

Superseded

ITU-T Recs I.430, Q.920, Q.921, Q.930, Q.931 and ETSI TBR 3

Terminal equipment to be connected to ISDN using basic rate access - General technical requirement

TCN 68-189:2000

4

QCVN 22:2010/BTTTT
EN 41003:1996 and IEC 60950:1992

Telecommunication terminal equipment - Electrical safety requirement

TCN 68-190:2003

5

QCVN 18:2010/BTTTT
EN 300339:1998

Radio communication equipment - General ElectroMagnetic Compatibility Requirement

TCN 68-192:2003

6

Superseded, apply Vietnam Standard TCVN 7189:2009 (CISPR 22:2006)
IEC CISPR 22:1997 

Radio disturbance characteristics - Methods of measurements

TCN 68-193:2000

7

Superseded, apply TCVN 7317:2003 (CISPR 24: 1997)

EN 55105:1995 (equ. To CISPR 24)

ElectroMagnetic Compatibility (EMC) - Telecommunications Terminal Equipment - Electromagnetic immunity Requirements

TCN 68-196:2001

8

QCVN 12:2010/BTTTT
EN 301 511 V7.0.1 (12-2000) and EN 300 607-1 V8.1.1 (10-2000)

GSM Mobile Station (Phase 2 and 2+) - Technical requirements

TCN 68-221:2004

9

QCVN 13:2010/BTTTT
TIA/EIA/IS-98-C

CDMA Mobile Station - Technical requirements

TCN 68-222:2004

10

QCVN 55:2011/BTTTT
ARIB RCR STD-28 (Japan Radio Industry and Business Association)

PHS Terminal Equipment - Technical requirements

TCN 68-223:2004

11

QCVN 54:2011/BTTTT
EN 300328

Radio equipments operating in the 2.4 GHz band and using spread spectrum modulation techniques - Technical requirements

TCN 68-242:2006

12

QCVN 11:2010/BTTTT
EN 300330-1, EN 300330

Short Range Devices - Radio equipment in the frequency range 9 kHz to 25 MHz - Technical requirements

TCN 68-243:2006

13

QCVN 15:2010/BTTTT
EN 301908-2 V2.2.1 (2003-10), EN 301908-1 V2.2.1 (2003-10)

Mobile Stations for IMT-2000 CDMA Direct Spread (W-CDMA FDD) - Technical requirements

TCN 68-245:2006

14

QCVN 17:2010/BTTTT
EN 302297 V1.1.1 (2005-01)

Electromagnetic compatibility and Radio spectrum Matters (ERM); Transmitting equipment for the analogue television broadcasting service

TCN 68-246:2006

15

TCVN 7189:2009 (CISPR 22:2006)
CISPR 22:1999

Information technology equipment - Radio disturbance characteristics - Limits and methods of measurement 

TCVN 7189:2002
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	NAME
	ECONOMY
	AGENCY
	E-MAIL

	1
	Peter Chau
	Canada
	Industry Canada
	Peter.chau@ic.gc.ca 

	2
	Hazim Dawood
	Canada
	Industry Canada
	Hazim.Dawood@ic.gc.ca

	3
	Sheikh Abdul Hamdani
	Brunei Darussalam
	AITI (Authority for Information Technology Industry)
	Hamdani.gani@aiti.gov.bn

	4
	Zhicheng YU
	China
	CATR
	yuzhicheng@catr.cn

	5
	Monica FU
	China
	CATR
	fuli@catr.cn

	6
	Chi Keung CHENG
	Hong Kong, China
	OFCA
	chikeung-cheng@ofca.gov.hk

	7
	Kwok-Kei SIN 
	Hong Kong, China
	OFCA
	kwokkei-sin@ofca.gov.hk 

	8
	Yasuo Shinozawa
	Japan
	MIC
	y.shinozawa@soumu.go.jp

	9
	Yoshihito Ishikawawa
	Japan
	MIC
	Y3.ishikawas@soumu.go.jp

	10
	Kyeongdong Kim
	Korea
	Samsung
	Jesus100@samsung.com 

	11
	Keounghee Lee
	Korea
	RRA
	ijunije@kcc.go.kr 

	12
	Keum Cheol, Shin
	Korea
	RRA
	skcgl@kcc.go.kr

	13
	Mohammed Hakim Othmen
	Malaysia
	MCMC
	Mohammed.hakim@cmc.gov.my

	14
	Natalya Stapra 
	Russian Federation
	APEC Russian Research Center
	N/A

	15
	Jason Teo
	Singapore
	IDA
	jason_teo@ida.gov.sg 

	16
	Jr Chang Shie
	Chinese Taipei
	NCC
	jcchang@ncc.gov.tw

	17
	Roger Sheng
	Chinese Taipei
	TAF
	roger@taftw.org.tw 

	18
	Nigel Jou
	Chinese Taipei
	APLAC
	Nigel_jou@taftw.org.tw

	19
	Yemmy Soong
	Chinese Taipei
	ADT
	Yemmy_soong@adt.com.tw

	20
	Bruce Shiau
	Chinese Taipei
	ADT
	Bruce.shiau@tw.bureauveritas.com

	21
	Rujira Thammachat
	Thailand
	NBTC
	rujira.t@nbtc.go.th

	22
	Saneh Saiwong
	Thailand
	NBTC
	Saneh.s@nbtc.go.th

	23
	George Tannahill
	USA
	FCC
	george.tannahill@fcc.gov

	24
	David Miller 
	USA
	State Dept
	millerad@state.gov

	25
	Mike Violette
	USA
	Washington Laboratories
	mikev@wll.com

	26
	Nguyen Minh Thang
	Vietnam
	VNTA-MIC
	nm_thang@mic.gov.vn 

	27
	Do Ngoc Trinh
	Vietnam
	MIC
	dntrinh@mic.gov.vn

	28
	Dinh Hai Dang
	Vietnam
	MIC
	dhdang@mic.gov.vn

	29
	Hoang Ane
	Vietnam
	MIC
	hganh@mic.gov.vn

	30
	Tran Q Toan
	Vietnam 
	MIC
	tqtoan@mic.gov.vn
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2012/TEL45/MRATF
Canadian Comments on 
Proposed Guideline for MRA ETR implementation

Purpose: Discussion

MRA Task Force Meeting

Da Nang, Vietnam

5-11 April 2012
PREAMBLE


This contribution provides comments by Canada on the draft Proposed Guideline for MRA ETR Implementation developed jointly by Canada, Hong Kong, China, Chinese Taipei, Vietnam and the United States. The comments are presented for consideration by the MRA TF members.

Purpose

This document is intended to assist in the implementation of the MRA ETR (Equivalence of Technical Requirements), endorsed at TELMIN8 in October 2010.

Guidelines to implement MRA ETR

Following the ministerial endorsement at the TELMIN 8 in October 2010 for implementation of the Mutual Recognition Arrangement for Equivalence of Technical Requirements (MRA-ETR) for telecommunications equipment, this document is developed to facilitate the implementation of MRA-ETR. For clarity, it should be read in conjunction with the “Mutual Recognition Arrangement for Equivalence of Technical Requirements (MRA-ETR)”.   The primary stages of the process are described below.
Preparation 
Prior to participating in the MRA-ETR, an economy should consider the following: 

· Legal readiness

An economy should review its legislation and regulations to ensure that the applicable Regulatory Authority (RA) has the legal power to participate in the MRA-ETR by means of accepting the technical requirements of other economies as equivalent to its own.  If necessary, economies should amend the relevant legislation and regulations to allow participation. 

· Expertise and resources
The MRA-ETR requires the RA to validate that the technical requirements of the requesting economy are equivalent to its own technical requirements. 

In this regard, the RA should ensure that it has the necessary expertise and resources to process requests for recognition of equivalence of technical requirements. The RA may provide training, if necessary. 
· Procedures and criteria for handling proposals

In order to process requests for equivalence of technical requirements from within its economy, the RA should develop procedures and criteria to:

· receive requests for equivalence from within its economy;

· determine the validity of the request; 

· disseminate valid requests to relevant economies and MRA Task Force Chair; and

· maintain and track on-going equivalence.

In order to process requests on equivalence of technical requirements from RAs in other economies, the RA should also develop procedures and criteria to:

· receive requests on equivalence from RAs in other economies;
· determine the validity of the request;

· communicate the decision on the request to the relevant economies and MRA Task Force Chair; and

· Maintain and track on-going equivalence.

When developing the procedures, an RA should refer to Appendix A of the MRA-ETR: “Mutual Recognition Arrangement for Equivalence of Technical Requirements”, which is available at the APEC TEL MRA webpage.
· Industry awareness

The RA should take suitable approaches (e.g. letter of notification, seminars, workshops, etc.) to keep relevant stakeholders informed of the MRA-ETR and the associated implementation procedures. 

· Mechanism for information dissemination 

The RA should work out procedures to ensure the timely and effective delivery of notifications to the RA in the requesting economy and stakeholders of the outcome of a review. Procedures should also be in place to update and make public the list of technical requirements deemed equivalent. 

The RA should also develop procedure to handle situations where a request for recognition of equivalence is declined. In such case, a formal notification should be issued to the RA of the requesting economy specifying the reasons of rejection.

· Approaches to handling changes in technical requirements

The RA should consider developing a mechanism to notify RAs of other economies when its technical requirements recognized as equivalent are to be amended, replaced or withdrawn. 

Reciprocally, the RA should have procedures in place to handle situations when a technical requirement recognized as equivalent is amended or replaced by another economy.  Appropriate measures should be devised in advance and activated as and when necessary to review the status of amended requirements and determine whether to continue or withdraw recognition.

· Designated contact 

The RA should designate a contact person with authority and resources to deal with enquiries from other economies on technical requirements and issues related to MRA-ETR. 

· MRA-ETR webpage

An economy should develop a dedicated MRA-ETR webpage for maintaining all information pertaining to its participation in the MRA-ETR.

Notification 
An economy that is interested in participating in the MRA-ETR notifies the APEC-TEL MRA Task Force Chair that it is interested.  This notification is a general indication that an economy is willing to participate which includes reviewing requests/justifications of equivalent requirements and notifying all economies of its preliminary decision in 90 calendar days.  The notification should include the following information:

· contact information of a designated person responsible for the MRA-ETR implementation activities. 
· technical requirements for which recognition of equivalence will be considered. If applicable, the technical requirements should reference the international standards they are based on (e.g. ETSI, FCC, 3GPP or IEEE) and the ID of Scope of Testing requirement.
· For convenience to other RAs who may want to implement the MRA-ETR, the notifying economy will make the above information available on its web page.
Implementation

1. When an entity in economy A identifies a standard that it believes is equivalent to a standard in another economy (possibly multiple economies) the entity prepares a detailed justification of why it believes the standards are equivalent. The detailed justification should include a cross-reference table that maps the technical requirements from both standards.
2. When the entity in economy A completes the justification the entity should submit the justification to the RA in economy A.

a. If the RA in economy A determines that the justification is incomplete or not valid, the request should be returned to the submitting entity with a detailed explanation of the shortcomings.

3. The RA in economy A should review the request and if the RA  agrees with the request, the RA should submit the request to the RAs in all other economies identified in the request.  At the same time, the RA in economy A also notifies the MRA Task Force Chair.

4. The RAs of receiving economies should review the justification and notify all economies identified of their preliminary decision in 90 calendar days.

a. If an RA of a receiving economy determines there is full equivalence, go to item 5 below.

b. If an RA of a receiving economy determines the equivalence justification is not acceptable or there is only partial equivalency, then it is obligated to identify specific issues.

i. The receiving economies can ask for additional information or reject the request.  In either action, specific issues shall be identified.

ii. If it is determined that there is only partial equivalency, then this MRA-ETR does not apply. Partial equivalency is subject to further study.

5. When the RAs in at least two economies agree that a standard is fully equivalent they should notify the MRA Task Force Chair.  The economies should also begin any internal procedures that are required within their economies to allow the equivalent standards use to be implemented domestically.  This may require public notice and comment or rule change that can take significant time. The RAs should inform their respective domestic stakeholders.
a. Economies that have completed their internal processes to allow for the use of equivalent standard for testing should notify the MRA Task Force Chair.

b. Labeling and other administrative requirements of the importing economy will have to be met before the equipment meeting the equivalent standard can be sold or used in that economy.

Post Implementation 
1.
When standards, where equivalence is recognized, are under consideration for modification, the RA in the economy making the modification should notify all relevant RAs in all other economies, as early as possible in the process.
2.
When a standard, where equivalence has been determined and implemented, is changed or modified, the RA in the economy making the modification should immediately notify the MRA Task Force Chair and all relevant RAs in all other economies. The RAs should notify their respective domestic stakeholders.
3.
Full equivalency agreed to before the change or modification is terminated.  It will be up to the economies concerned to review the requirement changes to determine if equivalence still exists and if any action needs to be taken. An economy interested in extending the equivalency to the amended standard(s), should resubmit the request for equivalency following the steps in the Implementation section. 
1. Expanding the determined equivalency

a. If after equivalency is determined between two or more economies and additional economies would like to join this group of economies with their technical requirements, they should follow the steps of the Implementation section.

b. The RAs of the existing equivalency should follow the applicable steps of the Implementation section.

c. Only when all RAs of the existing equivalency (1) agree that the technical requirements of new economies are fully equivalent and (2) notify the MRA Task Force Chair, the expansion is determined.  The RAs should inform their respective domestic stakeholders.
Appendix
This appendix presents the MRA-ETR procedures in the form of flowcharts. The intent of the flowcharts is to reflect as accurately as possible the text of this document. However, in the event of any discrepancies, the text of the document shall prevail over the flowcharts.
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2012/TEL45/MRATF
APEC TEL MRA-CA Implementation Management

Purpose: Discussion

MRA Task Force Meeting

Da Nang, Vietnam

5-11 April 2012

PREAMBLE 


This contribution is intended to initiate discussion at the MRA TF on the subject of MRA implementation management. Now that the economies have some experience in implementing the APEC TEL MRA-CA, it is a good time to try to document the steps that need to be followed, establish milestones, and agree on a timeline for the implementation of the MRA-CA between two economies. 

This would serve as a check-list for future implementations, give a common list of “next steps”, and time frames to which economies can commit to. The benefit of this approach would be a more efficient implementation.

The list of implementation steps given in this contribution are based on the Canadian experience and are offered as a starting point for discussion, should the group agree that there is merit in this approach.

Steps for the Implementation of the MRA-CA 
Note that the MRA-CA is a pre-negotiated document agreed to by APEC TEL. 

1.0 Political and Market Engagement 
1.1 Explore interest from the business sectors of the requesting economy
1.2 Explore and document interest from targeted government & identify champions from both governments
1.3 Seek approval from senior management to initiate implementation of MRA
MILESTONE: Support obtained from senior management to formally initiate implementation

1.4 Establish visibility of MRA objective in high level diplomatic engagements between the MRA parties (requires access to Diplomatic Calendar) 
1.5 Reach agreement to start official exchange of technical information. 
MILESTONE: Political and market engagement completed

2.0 Pre-Implementation
2.1 Agree to a timeline 
2.2 Exchange of information on technical regulations and conformity assessment regimes of both Parties
2.3 Determine scope of implementation
2.4 Review and refine recognition and designation procedures
2.5 Determine legislative hurdles (if any) and develop plan to remove them
2.6 Develop letters of exchange 
2.7 Signing of letters of exchange
MILESTONE: Exchange of Letters completed
3.0 Implementation

3.1 Announce new MRA to industry on national industry forums
3.2 Organize Industry training workshops, if required 
3.3 Ready to process requests for recognition and designation
MILESTONE: MRA ready for implementation
45th APEC TEL WORKING GROUP MEETING

SECURITY AND PROSPERITY STEERING GROUP MEETING

09 April 2012

Da Nang, Viet Nam

1. OPENING

The Convener opened the meeting and welcomed all member economies to the Security and Prosperity Steering Group (SPSG) meeting.  SPSG members reviewed and adopted the agenda.

2. HOST ECONOMY BRIEFING – Information Security: Situation and Solution of Vietnam, Mr. Ngo Quang Huy, VNCERT
Mr. Huy provided an update on current information security efforts in Vietnam focusing on three key areas: ICT Developments and Applications; Challenges; and Vietnam’s solution addressing information security.   Mr. Huy discussed background on Vientam’s current IT network infrastructure to include total number of users for fixed mobiles, mobiles, internet and broadband, an increase of 18% in broadband users from last year.  Additionally, Mr. Huy noted that Vietnam has made great strides in standing up information applications in State agencies within Vietnam, ranging from portals and websites to the development and implementation of business email systems.
As the internet has become a very important service in Vietnam, it was noted that there is an average of 53% of orders over email to business organizations with 49% households using internet for e-commerce from large cities in Vietnam.  It is projected that by 2020, 70% of the population, and 50-60% households will be using broadband internet with 95% using broadband mobile coverage.
With this explosion of growth, Vietnam sees the increasing importance of information security.  With this Vietnam has placed an importance on human resources and education and awareness with respect to information security.  With only 27% of organizations with incident response procedures, Vietnam will look to increasing this percentage in the coming year.  
Vietnam has seen the amount of spam mail increase at an average of 3x each year – with most spam mail coming from India, Brazil and a small percentage from Vietnam.  To counter spam mail Vietnam issued an Anti-Spam decree.

The most dangerous information security attacks seen in Vietnam in 2011 were exploited vulnerabilities, malicious code and social engineering.  To combat these issues, Vietnam issued legal and regulatory documents providing guidance on solving serious cybersecurity problems, building sanctions on cybercrime and information security breaches and more detailed guidelines from 2005 – 2011.

Vietnam’s approach to defending against cyber threats includes a system with four targets, including:  ensuring IT infrastructure, information security for IT applications, develop human resources and the legal environment.  This includes five solutions, such as stronger local and international collaboration, efforts to raise awareness across the community, development of national policies, and building statutory regulations.  Currently two laws and 31 standards exist with draft laws proposed for adoption in 2012.

Key technical measures taken within Vietnam include the implementation of national information security monitoring for government, and a periodic test and audit of sensitive systems.  Vietnam is also developing guidelines; implementing a CSIRT team; and advancing training and collaboration. 
3. NEW PROJECT PROPOSALS FOR TEL 46

The United States proposed a self-funded project to member economies on: Comparing Approaches to Botnet Prevention, Identification and Mitigation.  This proposal seeks to fulfill four objectives including: providing a platform to discuss issues related to botnet identification, mitigation and education; raising awareness on the damaging impact that botnets have on the internet environment; illustrating the variety of approaches taken and ways to cooperate; and, sharing best practices on adapting approaches to fit local needs.  
The workshop will focus on four key areas related to botnets: prevention, identification, mitigation and collaboration.  Japan, Australia, AP-CERT and the Organization for Economic Co-operation and Development offered support during the discussion as all have done extensive work on the issue.  Canada took the opportunity to advise of some new work in this area being jointly proposed by the Message Anti-Abuse Working Group, the London Action Plan and the OECD Committee on Consumer Protection.  Given that the work was to involve a comparative assessment of international approaches to combating botnets, Canada suggested that as the work proceeded, it could inform SPSG discussions of botnets and that deliverables and outputs could potentially be shared with a view to avoiding duplication of effort. 
4. WORKSHOP REPORT

Workshop on CSIRT Capacity Building and Collaboration
Mr. Rick Harris, United States, provided a summary of the workshop held April 6 in Da Nang, Viet Nam.  The workshop focused on critical functions for CSIRTs including incident handling, malware analysis and information sharing.  The workshop highlighted best practices, current programs and the need for collaborative work regionally to combat current cyber threats.  Participants heard numerous briefings from member economies on ongoing work in these key areas.  They spent a portion of the afternoon with a collaborative discussion on a fictitious scenario based on real-world events on the topic of hacktivism and the roles and responsibilities of CSIRTs.  In addition, the workshop focused on building collaboration across the region and invited member economies CSIRTs to provide contact information. 

Mr. Harris noted that the workshop raised an important issue of the need to compile CSIRT metrics, particularly to support policy development and other decision making.  The United States plans to take forward work on this issue as a follow-up to this workshop and noted that it will look to working with member economies as well as the OECD in helping to develop these metrics.

Workshop on Security of Mobile Devices

Mr, Saravanan Kulanthaivelu, Malaysian Communications and Multimedia Commission, provided a summary of the full-day workshop held April 7 in Da Nang, Viet Nam.  This was a continuation of the workshop held in APEC TEL 37 in Tokyo, with the objective to share information, identify current initiatives and provide input to update the best practices document.  The workshop focused on three sessions on mobile security, mobile content and a panel discussion with experts in the field from both the public and private sector.  Participants highlighted the importance of regulatory bodies in promoting a secure and safe environment for mobile users, consumer education, implementing a multi-stakeholder approach to addressing mobile security, and challenges associated with the trend of use of personal mobile devices in multiple contexts. 

Next steps from the workshop include updating and reviewing the best practice document that was previously compiled with the intention of including the best practice document as a deliverable for  TEL MIN9.  SPSG member economies supported this.   The United States, Thailand, and Canada noted their support to the review and update the best practice document.    
5. EFFORTS TO COMBAT CYBER CRIME

Second Meeting of the Cybercrime Experts Group

James Silver, United States provided a recap of the Cybercrime Experts Group meeting held April 3-4 in Da Nang, Viet Nam.  The Peoples Republic of China, Hong Kong China, Russia, Malaysia, Philippines, Singapore, the United Sates, Thailand and Vietnam participated in the meeting focusing on cybercrime challenges faced by member economies, computer forensics, encryption and methods for international collaboration in this area.

Mr. Silver looks forward to the continued of this group during coming TEL meetings.
6. COLLABORATION WITH AP-CERT

Ms. Yurie Ito, JP CERT/CC, and AP-CERT Chair provided an update on APCERT’s current activities and opportunities for future collaboration with the SPSG.  2013 will mark AP-CERT’s 10th anniversary.  AP-CERT will grow from 15 teams to 29 teams from 20 economies.  APCERT recent highlights include: successfully conducting a cyber exercise with its members, expanding participation in a variety of forums, and participating in the TSUBAME project.  During the recent APCERT annual meeting in Bali, which was held at the end of March, members highlighted the regional threat trends including; HTTP bots, malware URLs, spam, targeted data extortion by persistent threat and large scale Denial of Service attacks.  The theme for the annual meeting was ‘Cleaning the Cyber Space in Asia-Pacific’ and members look to focusing on measurement.  AP-CERT will focus on estimating the number of infected computers to better assess risks to the economy.  AP-CERT also plans to catalog resources and tools available to members.

 Ms. Ito asked for SPSG collaboration in its Clean-Up initiative to reduce cyber risk, particularly in relation to obtaining government support for the initiative.  AP-CERT also noted its interest in contributing to the US project on Comparing Approaches to Botnet Prevention, Identification and Mitigation proposal made by the United States.  

7. COLLABORATION WITH OECD-WPISP
Mr. Laurent Bernat, Organization for Economic Co-operation and Development, presented on activities within the OECD and opportunities for cooperation with the SPSG.  Mr. Bernat noted the Internet Policy Making Principles and that the Principles include a reference to encourage co-operation to promote internet security.  The principles reinforce a multi-stakeholder model and detail guiding principles for governments at both the domestic and international levels Mr. Bernat also highlighted finalized work by the OECD, to include the Recommendation on the Protection of Children Online, which was jointly worked with APEC.  Mr. Bernat also noted completed work on Digital Identity Management. 

As for ongoing work, Mr. Bernat addressed three efforts.  First, he noted an outcome of several years of work on the comparative analysis of national Cybersecurity strategies (of voluntary members to include Australia, Canada, Japan and the United States).  This document will serve as input (namely newer concepts such as resilience and real-time) to the review of the 2002 OECD Security Guidelines, which will begin later this year.

Mr. Bernat mentioned the effort to generate a stronger indicator base, which was mentioned during the CSIRT workshop on April 6th.   The next stage is the development of a group of experts which will be determined at the next working party meeting in May.  Mr. Bernat reinforced interest in obtaining input from the CSIRT community.

Mr. Bernat mentioned ongoing work to address ISP and Botnets, which will be elaborated during that section of the agenda.  

Lastly, Mr. Bernat reinforced APEC-OECD cooperation, in particular in the areas of indicator development, analysis of cybersecurity strategies, and ISPs and Botnets.  The OECD welcomes input, participation and involvement in all of these developing projects from APEC member economies as much of these projects have strong ties to ongoing work within the SPSG.

Canada reinforced further areas for potential APEC-OECD collaboration, such as in the initiative for the Protection of Children Online and the Internet Policy Making Principles and potential SPSG review and endorsement or adoption.  The SPSG agreed to take forward action on the indicator development within the SPSG; circulating the questionnaire to contribute to the work on national cybersecurity strategies; which will be uploaded to the TEL website and circulated through the Secretariat for input; and looking towards adopting the finalized work on the Protection of Children Online and Internet Policy Making Principles by TEL member economies.  

SPSG agreed to recommend that APEC TEL endorse the OECD Council Recommendation for the Protection of Children Online as well as the Internet Policy making Principles and take action to upload both documents to the TEL website.  
8. CYBERSECURITY AWARENESS RAISING ACTIVITIES

Ms. Sabeena Oberoi, Australia presented on cybersecurity awareness raising in Australia. Cybersecurity is a top tier national priority due to the large number of Australians on the internet – at the end of June 2011, 79% of Australian households were connected to the internet with 92% of these connections through broadband. In May 2011, the National Digital Economy Strategy was released as a vision for Australia to realize the benefits of the National Broadband Network – a key component of which is ensuring that Australians reap the benefits of the digital economy in a secure manner.

Ms. Oberoi noted several initiatives:

· National Cyber Security Awareness week which is held annually and  includes a range of collaborative events held across Australia.  
· The Stay Smart Online website provides simple information on the steps Australians can take to protect themselves online. 
· The Stay Smart Online Alert service also provides information in plain language on the latest threats and possible solutions for the end user.  
· The Stay Smart Online Blog is used by the Stay Smart Online team to connect with Australians and the international cybersecurity community.

· The Stay Smart Online Facebook Page provides regular updates including cybersecurity research, articles and tips.
· The Cybersafety Help Button is available online providing easy access to cybersafety information and assistance.  
· Budd:e, a program which provides self-learning tools for primary and secondary school students to help keep them safe online.
· Youth Advisory Group which provides advice to the Government from young peoples’ perspective.  
· An Easy Guide to Socializing Online (linked through the cybersafety Help Button) provides steps on how to report cyberbullying, abuse and inappropriate content.

With respect to partnerships with Internet Service Providers (ISPs), the Australian icode is a voluntary cybersecurity code of practice for ISPs (34 ISPs signed up) which was implemented in 2010. The icode is currently under review. The icode looks to strengthen cybersecurity awareness and education and identify infected computers. Lastly, Ms. Oberoi introduced the Cyber White Paper as Australia’s strategic blueprint that will place the government’s existing initiatives and strategies within the context of a holistic and integrated framework and will highlight the central importance of partnerships with industry and community groups.

Ms. Jane Hamilton, Canada presented on relevant Canadian cybersecurity awareness initiatives, to include the adoption of the Cybersecurity Strategy which called for the need for cybersecurity awareness efforts.  Canada holds a Cybersecurity Awareness Month each October and in October 2011 Canada launched GetCyberSafe.ca during a multi-stakeholder event.  This website provides many tips, best practices, basics in identity theft and online banking for users – and invites users to provide their experiences.  The website and month are complemented with advertisements and materials increasing awareness amongst the community.  

In 2012, Canada is looking to further enhance its Awareness Month with weekly themes and stronger participation with industry and the international community.
Ms. Erin Meehan, United States provided an update on the 2011 National Cyber Security Awareness Month with information on the Month’s kick-off activities and weekly themes, as well as saturation statistics.  Also, Ms. Meehan provided an update on the Stop.Think.Connect campaign and the newly created Cyber Week program.  The Cyber Week program is a targeted awareness campaign held in different cities across the United States with specific events tailored for different stakeholders and community groups.

The Convener opened the floor for discussion on cybersecurity awareness raising activities that can be carried forward by the SPSG within TEL.  The Convenor asked for suggestions on APEC TEL Awareness Day and any preparations for the TEL MIN9 in St. Petersburg, Russia in order to raise cybersecurity awareness of ministers and to promote the work of the SPSG at the TEL MIN.  The SPSG agreed to take forward APEC TEL Cybersecurity Awareness Day in October 2012, building on the work in 2010 and 2011.  

The United States proposed the idea of developing a ‘one TEL’ awareness poster.  Korea suggested doing a poster display as was done during TEL MIN 8.  Member economies agreed to take forward this discussion during TEL 45.  Korea noted that we should seek commitment from Russia on any related activity as host of the TEL MIN.
9. ISSUE FOCUS: COMBATING BOTNETS

Mr. Chris Hemmerlein, United States, presented on the multi-stakeholder approach to botnet detection, an initiative the United States has undertaken to combat the botnet threat.  Trust of all actors and multi-stakeholder processes were stressed as the two key factors in securing consumer interests and industry participation.  The United States provided a request to many stakeholders, resulting in an overwhelming response for stronger partnerships between the public and private sector in combating this issue, focusing in particular on education, information sharing, and measurement.  

Earlier this year, a number of government agencies held a summit of industry leaders to discuss botnets, and challenged them to work together to draft voluntary, high-level principles and codes of conduct around the identification and notification on botnet infections.  An Industry Botnet Group was created with four main goals: develop principles for deterring botnets; develop strategy to increase public awareness; provide online resources; and, identify how to better study the botnet environment.  A workshop will be held in the coming months to further these goals.  In addition, last month an FCC advisory committee adopted recommendations for Internet Service Providers on how to combat botnets and the committee developed an Anti-Bot Code of Conduct.  The code calls for ISPs to:  (1) educate consumers about the threat, (2) take steps to detect botnets in customer computers, and (3) notify consumers when their computers have been infected.  Mr. Hemmerlein also noted they look to engage the international arena on this issue as well.
Ms. Sabeena Oberoi, Australia presented on the national scheme to combat botnets, called the icode.  The icode has four main elements:
· A notification/management system for compromised computers;
· A standardized information resource for end users;
· A comprehensive resource for ISPs to access the latest threat information; and
· A reporting mechanism in cases of extreme threat back to CERT Australia to facilitate a national high level view of attack status.
The icode was launched during the 2010 National Cybersecurity Awareness Week giving it a high profile launch. The code formally commenced on 1 December 2010.
34 ISPs have signed up to the icode, representing over 90 per cent of the home user market.
The broad nature of the code is due to the range of capabilities across the ISPs industry. It was also agreed that the icode be reviewed one year after its implementation to assess its effectiveness.
Ms. Oberoi noted that the icode is currently being evaluated. As Australia reviews the code, they will seek to determine its effectiveness and assess the voluntary approach of the code. They will also review whether specific requirements are necessary to strengthen the code.   Australia would be happy to share these results in the second half of 2012 with the SPSG.  

Mr. James Silver, United States presented on combating botnets and the need for transnational cooperation.  Mr. Silver highlighted the law enforcement perspective on these issues.  The resiliency of botnets, and decentralization nature of the botnet make it difficult to take down a botnet.  Mr. Silver stressed that to combat this threat we, as a transnational community, need to figure out who writes this code, where they are and take action.  

The United States collaborated with industry and Spain and Slovenia in taking down the Mariposa Botnet – which was being sold in Slovenia.  The botnet was adaptable and was used in Spain for ransom purposes.  Another example was the Coreflood botnet, where AV and economies collaboratively worked to identify infected computers.  And more recently, Microsoft moved against the Zeus botnet and through a civil lawsuit was able to seize command-and-control servers in the United States.
Mr. Silver stressed the importance of identifying the writers of the code – and focus on these individuals.  A 24/7 network is available for all member economies to facilitate cooperation and collaboration in the take down of botnets.  Mr. Silver also extended continued collaboration through the Experts Group on Cybercrime, which met on the margins of TEL44 and TEL45.

Mr. Laurent Bernat, OECD, presented on the ISPs and Botnet Report, an effort undertaken within the OECD.  The report was an analysis of initiatives by ISPs to pre-empt and mitigate botnets by informing consumers and the support from governments in these efforts.  Australia, Germany, Ireland, Japan, Korea, the Netherlands, UK and US participated in the report.  The report provides high-level guidance for future policy development.  

Mr. Bernat noted that the report identified that most initiatives are private sector led or public-private partnerships with government subsidies or industry funding.  Initiatives focus on the identification, notification and mitigation of botnets and in some cases a reporting function.  Costs and funding were acknowledged as a policy challenges, as well as legal and regulatory implications, trustworthy notification, cross-border cooperation, and human rights when measures taken disconnect users from the internet.  

The report summarized a number of points for high level guidance, to include the importance of working with industry to develop and implement policies, sharing costs and seeking sustainable funding sources, embed privacy protections, and design success and effectiveness metrics into policies.  The OECD hopes to declassify the report by the end of the month and share with the SPSG through posting on the OECD website.
10. PROJECT UPDATES
a. Cybersecurity Policy Developments in the APEC Region, United States

The United States has continued to monitor Cybersecurity policy developments in the APEC region and proposed re-circulating the stock take to member economies to take into account many of the recent developments in the Asia Pacific region.  The United States mentioned that this continued monitoring of cyber policy developments in the region could culminate to a review of the APEC TEL Strategy to Ensure a Trusted Secure and Sustainable Online Environment document, which will be considered during TEL 46. 
b. APEC Training Program for Preventative Education on ICT Misuse, Korea
Korea presented on the project, which was extended to 2013.  The project aims to contribute to preventative education on ICT misuse, as well as cybersecurity awareness raising in the APEC region – through activities such the international symposium, and the ICT poster exhibition during TELMIN 8.  They held their fourth pilot run in Malaysia, March 26-30, with a title ‘Click Smartly.’  This was an enhancement of a standing module incorporating existing materials developed by the Malaysian Government.  

The pilot included four steps ranging from training the trainers (both experts and university students), to an evaluation of the training, and culminating with an off-line training for 11,000 end users, which is projected for November 2012.  The goal is to plant the module in existing libraries for use by end users across Malaysia (which is also available on MCMC’s website) – including power points, videos, an online guidebook and worksheets.  The materials focused on three main topics: internet safety and ethics, mobile contents and business opportunities over the internet.  Acknowledged challenges during train the trainer sessions included needed socialization time, increased training time, and increased hand outs.

Korea noted that the next pilot run is expected to be in Vietnam and welcomes member economy participation in future pilot runs.  Korea also stressed the importance of the ICT poster exhibition and the need to continue this during TEL MIN9 in St. Petersburg, Russia.
c. International PKI and e-Authentication Training Program, Chinese Taipei
Chinese Taipei presented on the project, which for the past six years has seen international PKI and e-authentication applications provide many benefits to include: ease of use for the end user, best for business needs and clearly defined assurance.  The project is to end in November 2012 with a final seven day training program in August in Chinese Taipei.

This year Chinese Taipei will circulate a survey to every member economy in May, with results expected to be finalized and shared during TEL 46.  In the future, Chinese Taipei stressed that they would be happy to support any other member economy’s need for assistance in this area.

d. Submarine Cable Protection, Australia

Australia highlighted that while the project has finished, the value of this resource is dependent on the contributions of member economies.  Australia stressed that the document should be treated as a living document, and should be regularly updated with input and updates from member economies.

Due to interest from the CTI, Australia noted this other APEC group is happy to provide a briefing or support as this project is wide-ranging.  The SPSG Convener agreed that this document should be recirculated to all member economies for updates and for inputs from economies. 

11. ECONOMY REPORTS
a. Canadian Cyber Incident Response Team Roles and Responsibilities, Canada

Canada provided an update on the Canadian Cyber Incident Response Center – which includes an incident response center and a computer lab.  Canada’s CCIRC contributes to the security and resilience of the vital cyber systems that underpin Canada’s national security, public safety and economic prosperity.  CCIRC is staffed with computer specialists to handle three core functions – incident handling, technical support and strategic initiatives and situational awareness.  Products range from operational and technical to strategic – which is currently in development.  
Incident categories captured by the CCIRC range from DDoS to phishing and targeted emails.  CCIRC has seen a large amount of phishing targeted at the Financial sector, something most member economies see across the globe.  CCIRC supports Canada’s Cyber Security Strategy by supporting one of its three pillars, namely partnering to secure vital systems outside the Federal Government.  These partners include Federal government partners within Canada, provinces and territories, critical infrastructure, and of course international partners.
b. Cyber White Paper, Australia

Cyber White Paper, Australia

Australia noted that the Australian government plans to release Australia’s first Cyber White Paper during 2012. Development of the Cyber White Paper was led by a multiagency team in Department of the Prime Minister and Cabinet. 

Recognising the role played by citizens and the shared responsibility of governments, the private sector and the Australian community in shaping the future of the online environment, an extensive public consultation process was conducted to inform development of the White Paper, including open discussions with a range of industry and community stakeholders.  One of the principles underpinning the White Paper is mainstreaming and normalisation of cyber matters, which means that in practice an issue such as ‘cyber bullying’ should not be managed by digital technology specialists alone and should be integrated within public policy in Australia. 

The paper identifies four overarching cyber policy objectives: future-proofing the digital economy; making Australia a hard target for malicious cyber activity; promoting responsible digital citizenship; and lastly, contributing to the development of international norms of behavior in cyberspace. Australia will publicly release the White Paper once it is completed. 

c. Japan Policy Update, Japan

Japan provided an update on public private partnership in Japan to combat current cyber threats.  With respect to deterring Advanced Persistent Threat, Japan has worked heavily with the private sector and promoted cybersecurity awareness amongst the public in an effort to addressing this threat.

With respect to Smartphone security, Japan established a Study Group on Security Issues of Smartphones and Cloud Computing, which will summarize its report in June 2012 and presented to the SPSG during TEL 46.  The report details recommendations on measures to be taken by mobile operators and vendors to strengthen smartphone security and how to educate individuals.

Japan developed a project to establish a global monitoring and analysis framework to proactively protect users from malware infection and malicious activity in cyberspace and reduce damage.  Japan offered to share this analysis with international partners and is happy to share any further detailed information if it is requested by any member economy.
d. United States Computer Emergency Readiness Team Overview, United States

United States provided an update on the United States Computer Emergency Readiness Team, or US-CERT, providing an introduction to the organizational structure of the team and its role and responsibilities.  The US-CERT operating environment gathers incident information from constituents, Federal partners, and stakeholders.  The United States stressed that US-CERT does not have law enforcement responsibilities; however, it leverages its relationship with other Federal communities within the US which hold this responsibility.  

US-CERT maintains a strong presence within the National Cybersecurity and Communication’s Integration Center – which serves to develop a common operating picture across government and critical infrastructure.  US-CERT monitors networks using the EINSTEIN systems, which are deployed or to be deployed to all Federal Executive Branch Departments and Agencies.
12. UPDATES ON APEC TEL ACTIVITY
TEL MIN9 Planning

The Convener welcomed a presentation from the Russian delegation on the recent proposal: Chokepoints of ICT-infrastructure and policies on the way towards a Trusted Internet (Web 3.0).  Member economies had an opportunity to discuss this project with the Russian delegation and were able to ask clarifying questions and make comments regarding the proposal.  Economies: asked for clarification on the basis for the project, in particular the focus on Web 3.0; noted the need for more definition of deliverables from the project; noted the need for more definition of activities to be undertaken within the project with the use of APEC funding; asked for clarification on the role of standardization in this project; asked for clarification on the definition of “chokepoints” and more specificity regarding related issues in the APEC region; requested more information on the definition of trust in the proposal; and suggested additional definition regarding project scope.  APEC Guest ISOC made a short commentary statement about the trusted internet system, where there are considerable work already being undertaken internationally within the Internet technical community (multi-stakeholder group) to develop solutions that support an overall policy objective of a more secure and trusted Internet. ISOC also noted that a key priority for the community is developing, through an open consensus-driven process, technical solutions that remain consistent with the fundamental properties of the Internet – global, open and interoperable.   The Secretariat noted that member economies have until April 27th to supply comments or concerns to the Russian delegation before it goes to the CTI for their consideration.
The Convener also mentioned that the Secretariat recommended updating the APEC TEL self-funded list to ensure that the name of the project, approved year, which steering group and status are all accurate.  The Convener reviewed these with the member economies and confirmed accuracy.
13. FINAL APPROVAL OF NEW PROJECT PROPOSALS
The Convener noted that the Botnet proposal made by the United States: Comparing Approaches to Botnet Prevention, Identification, and Mitigation, can shift to a full day workshop.  Japan and Thailand volunteered to co-sponsor the proposal, thus approving the self-funded proposal to be held during APEC TEL 46 in St. Petersburg, Russia.
14. ANY OTHER BUSINESS
Korea followed up on the earlier SPSG discussion of cybersecurity awareness raising and related planning for TEL MIN 9.  Korea inquired whether Russia, as host of TEL MIN 9, would be able to work with the SPSG to promote cybersecurity awareness at the TEL MIN.  This could include a cybersecurity awareness poster display as well as distribution of cybersecurity awareness materials created by the SPSG to Ministers, as was done at TEL MIN 8.  Russia agreed to follow-up with SPSG regarding whether this would be possible.  

Member economies agreed to discuss this intercessionally based on feedback from Russia and come to agreement in the near term so that activities can be implemented.
15. ADJOURN 
The Convener closed the SPSG meeting of APEC TEL 45.
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