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Free Flow of Data is Essential to ....

Digital Business,
Digital Economy,
and Digital Society

This is REAL
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DIGITAL TRANSFORMATION POLICIES

Digital Economy
|:| Digital Society

Society 5.0/Industry 4.0
v

o Digital Inclusion
20th Century

Digital Opportunity

Evolution in Digital Communications Infrastructure

Servicification (Servicization)

= eCommerce
(based on Production)

Product Manufacturing + Digitalization = Service
Product/Asset + Digitalization = Sharing Economy
Content/Intellectual Property + Digitalization = Immersive Technology
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New Market Growth Expected based on Emerging Data Driven Products and
Services

Plants/Factories

Remote Operation Realtime Monitoring .
Transportatio Electric Vehcles
Remote Management

Construction Machines
Remote Maintenance

Intelligent Contents Delivery

Data Flows

Data Sharing Food/Sushi Freshness Control
. | B

Data Analysis

4 -
Strawberry Farm Remote Controled
by Cloud Service

Digital Life, Safety and Welfare
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Disaster Management based on Emerging Data Driven Products and Services

Supply Management by Data Sharing

S
1§ BB Sharing Status of
Public Transportation

£

_l | T

Intelligent Road Traffic Monitoring
by “Probe Vehicles”

e
TR
PO
Data Flows

Data Sharing
Data Analysis

Evacuation Guide by CCD Camera

Digital Medicare by Data Sharing and Analysis
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Medicare Services based on Emerging Data Driven Products and Services

St w = Remote Care fore Elderly People by Remote Sensing
@ - B piPRO
£ - .__‘:‘ 5 _hf
_.-'"f -4 = 4 d-
; ) Caihary, viwing ard uoxibng of data % 1 H idi ;
B Lilen] W mmns  — 1 umidity Lights

Regional Medical Data Sharing
Temparature

Statistical Data Analysis and oy
Personalized Medicare

Weorlkeer "y Healkth and
Wiplnes Inlprnml'u,nl Data FlOWS ﬁ'
;_-,._ I ) Data Sharing
“?i‘?’h Data Analysis

Utilize “Health Examination Data” for Life Insurance

Outline: For life insurance, utilize accumulated physical checkup and healthcare

data for reducing premium with supporting customer's health maintenance.

Information
Apply to the premium rate
Advice for the health =
maintenance Provide the
contractual service, etc. KnOW| edg e

Physical checkup data,
Healthcare data,

etc.

Effects for the entire society: Reducing medical expenses by preventing disease,
etc.

Effects for the individuals: Staying healthy, Reducing insurance premium, etc.
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Challenges in Policy Making of Digital
Transformation

Consumer’s Confidence/Trust on Digital Service Affected by Uncertainty

= Uncertainty in Service/Product Quality
= Uncertainty in Personal Data Protection
= Uncertainty in Asset Protection % @
= Uncertainty in Neutrality

= Uncertainty in Network Access f"g'}

= Uncertainty in Sustainability of Business
= Others?

MSMEs CONSUMER

MNEs
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Multilayered Structure and Pre-conditions in Free Flow of Data
..... Policy Maker’s Challenges

Contents/Intellectual
Properties Layer

Services/Solutions Layer

Network Communications
Layer (Internet)

Product Manufacturing Layer

Digital Trades and Information Flows

Geopolitical Issues Base Erosion/
: : . Profit Shifting
Financial Regulations

Digital Piracy | Source Code Disclosure Req.
Technology Transfer | Patent and Copyrights

Personal Data Protection Data Security
Network Security Intermediaries Liability

Internet Assigned Numbers Net Neutrality

Domain Names QI Internet Exchange Points

Internet Governance Enhanced Cooperation

Import Tax Place of Origin Regulations

12

Free Flow of Data (information)
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Evidence-based Approach in Digital Trade Discussions

OECD/STRI Database

R

ECIPE DTE Database The APEC STAR
ECIPE . Database

3/2/2017 Copyright 2016 MOIS Lab, Kyoto University

Assessment of Free Flow of Data
ACOSIO Survey (intermediate analysis) ON CBDF in Sep 2016

Point to point Assessment of Cross Border Business Data Transfer

ASOCIO: ASIA and Oceanian
Computing Industry Assoc.

(SME to Large Companies in IT
service industry in this region)

hailand letnam

Concerns in Data \ /] E A
Flows in ASOCIO - 7L
Companies w 17

60% ————47%—92% -
R (o] 1

30% 1

“ —

H ﬁ} = Ina Good Condition
o 5 5

Have some issues

S % ;. & Strong Concerns
SUBC MR K&@‘ = = i

K| Netwo || Server | souce | ru Australia
T code | pom=
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Domestic Regulations
High (inside our own economy)
i 967
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8
6
4
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Low -4 nan XY Source Data —
6 Network Sovreignty Data Localization = Code Disclosure Protection’ ™ ——
Regulations at Trade Partner’s Economy
High (Foreign Governments)
30 6.1
25 21.92
20
15 1007 9.39
10 —
— | -
0+ —
Low Network Sovreignty Data Localization Sogrce Personal
Code Disclosure Data
Protection
Regulation Assesments by Business Secoter
(Regulations in Our Own Economy)
- ASOCIO Servey in 2017 by JISA and Kyoto Univ.
Net Sovreignty in Data Localization in
Own Economy Own Economy
L Taipei . ] Critical Impact
Taipei J * Critical Impact Korea ™ "
Korea | Singapore ; z Severe Impact
Si{]/gatpore " Severe Impact Vietngm [ — =3
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MyI:nr;:;nr = Ba’:\/gg Zr:sar: u/; Moderate Impact
Bar}s}ﬁﬁzzz : , Moderate Impact " Thailand uiz Less Impact
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Source Code Access in Personal Data Protection in
Own economy Own Economy
e St o At E T Taipei - ¢ Critical Impact
Taipei Critical Impact Koreg |e— 1
o2 = Singapore | —— o Severe Impact
Singapore Severe Impact Vietnam —[e—— 1
Vietnam - Myanmar [Fie————
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Bangladesh oderate Impact Thailand e —
Thailand - Malaal)?snia ] '[ Less Impact
Malaysia - Less Impact Sl — ¥ Beias
0% 50% 100% 0% 50% 100%




Regulation Assesments by Business Sector
(Regulations in Trade Partner’s Economy)

Net Sovreignty in Data Localization in
Trade Partner’s Economy Trade Partner’s Economy
Taipei ! Critical Impact Taipej [ — = Critical Impact
Korea Korea __ i
Singapore ! Severe Impact Singapore [ MEE—_—E— " Severe Impact
Vietnam Vietnam e —
Myanmar i Noderate | . Myanmar ee— =
Bangladesh oderale IMPact  gangladesh " m— Moderate Impact
Thailand 5 Thailand [P s— ol
Malaysia e e Malaysi 2 ! Less Impact
0% 50% 100% 0% 50% 100%
Source Code Disclosure in Personal Data Protection in
Trade Partner’s Economy Trade Partner’s Economy
L. L Bt iaat i R 0 mF iR 7 AFIERAT L
Taipei ’ Critical Impact Taipei [Se— 7 Critical Impact
Korea ' . Korea 4_ i
Singapore Severe Impact Singapore [ — " Severe Impact
Vietnam N Vietnam S m—— o4
Myanmar Myanmar |—— 1
Bangladesh o Moderate Impact  Bangladesh jessmmmm—— _ Moderate Impact
Thailand Less | " Thailand s s I
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0% 50% 100% 0% 50% 100%

“The Constitution of Liberty” .... Friedrich August von Hayek

What are the conditions in order to be “Free” in Data Flow?
f s
.. _ JCBPRs

APEC/Cross Border Privacy Rules
http://www.cbprs.org/

The APEC Cross Border Privacy Rules (CBPR) system,

endorsed by APEC Leaders in 2011, is a voluntary

accountability-based system to facilitate privacy-respecting data

flows among APEC economies. It has four main components:

1. recognition criteria for organisations wishing to become an
APEC CBPR system certified Accountability Agent;

2. an intake questionnaire for organisations that wish to be
certified as APEC CBPR system compliant by a third-party
CBPR system certified Accountability Agent;

3. assessment criteria for use by APEC CBPR system
certified Accot ility Agents when reviewing an
organisation's answers to the intake questionnaire; and
4. a regulatory cooperative arrangement (the CPEA) to / Dual Certification

ensure that each of the APEC CBPR system program
requirements can be enforced by participating APEC
economies.

BCR,
Binding Corporate Rules

Need to Harmonize Data Protection Policies in EU and Japan
* Adequacy Recognition by EU to Japan
* APEC-EU harmonization
+ BCR, SCC....
» Complementation by Trade Agreement

3/2/2017

10



Market Impact of Digital Inclusion by Data Flows ... Balancing Impacts

Sharing Economy

Positive Negative
Impact Impact

New Ecosystem

New Employment
Cost reduction Cultural Diversity

and Efficiency

. Labor Loss
Include Potential (traditional)

Customers I.

Copyright MOIS Research Unit, Kyoto Univ. 2016

20

Market Impact of Digital Inclusion by Data Flows ... Balancing Impacts

Potential Market Development

Negative
Impact

Next 4 Billion

Cultural Diversity
Woman

Consumer Trust.
sy Ecor;o{)’\y gAQEd (Privacy and Security)
Population

Cost of Capacity
Building

(diversity)

3/2/2017
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Market Impact of Digital Inclusion by Data Flows ... Balancing Impacts
MSME Inclusion

Innovation

Consumer

i Protection

Competition

New Liability
Ecosystem

Copyright MOIS Research Unit, Kyoto Univ. 2016 22

Market Impact of Digital Inclusion by Data Flows ... Balancing Impacts

Digital Industry

Positive Negative
Impact Impact

New Value
Creation

Global
Optimization

Quick Response Oligopolization
uicl

Efficiency and Rapicd;hSt;lggural
i a
Quality Assurance
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Digital Industry in Japan 2016 - Case Studies

Sharing Data on Disaster Victims to Facilitate Support Activities
(NEC Corporation)

Outline: Prompt and accurate listing of the disaster victims by utilizing Tax & Social Security Number Cards

and other infrastructure could be used for safety confirmation, delivery of support items and medicines,
cash withdrawal, etc.

Step1: Personal identification by Tax & [S

Social Security Number Cards (or
smartphones, biometric identification)
— Listing of disaster victims

tep2: Real-time confirmation of the Municipal =
status of evacuation Government B111

List of support needs

Family list
Biometrics data
Receipt data
Bases for collection

and delivery of

sup| items
Qw_
S

List of support items
Support needs
information

Shelters Support System

Insurance Hospitals
[‘/\ Step3: E companies } ﬂ
$ (Predict needs for &
support items
@Quick cash withdrawal W
Shelter & payment of account

insurance claims 25

3/2/2017
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Evacuation Guidance Utilizing Camera Images
(NEC Corporation)

Outline: Changes in the behavior of a crowd could be detected by analyzing the density
and movement of people, which would contribute to quick discovery of disorders in a
public space. In addition, movement of a crowd could be predicted by analyzing big data,
and would be used for timely posting of guidance on digital signage to ease congestion.

Analyze density &

movement of people ®@Detect crowd behavior

®Visualize congestion

. L E di i
.. 2 xtraordinary Crowd evacuation
A i congestion
x M M N %”
Utilize images taken (TViEua:ize 0'0"96'5(:0'1 /
Density of by existing cameras Gy il ERELzAle) . .
ensity of y g i ) \ngh density Sudden large
people ~ Lmoyement
1}
Guidance Crowd \
‘ ﬂ Map Enclosure Crowd retention
X
)y %
Send security staff Check the situation of '
to give guidance in congestion on their " 5 5
D smartphones and kH/gh density without movement J
Movement of people - congestion digital signage

direction

26

Sharing Probe Vehicle Data in Case of Disaster

Outline: By integrating and publishing probe vehicle data in case of disaster,
rescue and support activities can be facilitated.

ITS Japan “Probe Vehicle Data"

Probe car data ’
“\‘F L] WA - -3l o BN et tak R ) AR

=5 5dih
- i ol i RS MR B S AR 8 DR
¥ - 3 iy o

B | N7
58 =a o) ' e

-
Probe truck data

-

=
=

Geographic information

=T o 5
m T4 wss BEEE AESWIL ‘-'11' A=F. AR IJIBII.--B?I\. WS VeF 1'\-.'?1
-
e Anonymously and statistically processed data are used.
Source: ITS Japan | Probe vehicle data for latest 24 hours are renewed once an hour. ]27
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Sharing Real-Time Public Information to Cope with Disasters and
Accidents

Outline: Sharing information on public transportation and.real-time geographical
data could ease anxiety and frustration of the inbound tourists

+Information on public =Sharing information with = Utilization for map
transportation private sector applications
-Aerial photos of disasters -Data analysis

oy

Effects on the entire society: Coping with disasters, increasing inbound tourists,
regional revitalization, etc.

Effects on individuals: Security in case of disasters and accidents, confirmation of
appropriate routes to go home, etc.

Utilization of Individual Behavior Trends to Promote Town

Development and Encourage Tourism, Etc.
Outline: Collect statistical data on individuals’ various behavior trends.and use the
analysis results of the data to promote town development and encourage tourism, etc.

Population distribution by time zone
Ratio by gender and age group
Ratio by place of residence

Ratio of foreign nationals, etc.

Investigation of measures
including events in accordance
with age and gender,
investigation of urban district
development plans, etc.

Effects on the entire society: Refine disaster prevention plans, further invigorate local
communities and sophisticate town development

Effects on individuals: Increase satisfaction through enhanced convenience and other
advantages in residing areas, etc.

Refer to:U.S.-Japan Internet Economy Private Working Group Joint Statement 2016, February 2016
29
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Advanced Regional Medical Services by Interactive Sharing of
Medical and Care Data (Nihon Unisys, Ltd.)

Outline: Medical and care data of individuals are shared among regional
organizations (hospitals, clinics, pharmacies, care facilities, etc.) for providing a
seamless Integrated Community Care System which includes more appropriate

medical examination and medication counseling.

Medical

Community clinics B

support service
centers

Hospitals ( )

- Q <Hospitals>

Health Care facilities

examinatio

n centers « See medical records of new or emergency
patients at other medical institutions.

« Provide appropriate advice to home care
patients and nursing care staff and make the
right decisions on medical intervention based

on information from care facilities.

=

¥ W, Gathering, viewing and updating of data

™ Mirai Kanae St

Security & safety for ]

i . J
. \
| residents % = h
e - - q-i' Dental clinics <Pharmacies>
o, . F « Provide more accurate medication counseling

by viewing the names of diseases that are not

— ) -
written on external prescriptions.

Clinical testing i i Pharmacie \
companies ( '
<Care Facilities>

« Provide appropriate help and medication
Provide residents with security and safety management based on the results of medical
examinations and prescriptions. )

30

Utilization of Statistical Data on Healthcare and Personalized

Health Guidance and Advice
Outline: Share data on individuals’ health management, medical treatment and nursing care
among concerned parties for the purposes of statistical analysis as well as personalized
health guidance and advice.

Health checkups, past
illnesses, medication records
and reference information, etc.

@

Living improvements of
patients with chronic diseases,

and efficient utilization of
ﬂ 2 medical resources, etc.

Effects on the entire society: Reduce social welfare spending and invigorate production,
consumption, and other economic activities

Knowledgex

Information

Effects on individuals: Extend healthy life expectancy, help people to live more fulfilled lives and
remain economically active for longer, etc.

Refer to:U.S.-Japan Internet Economy Private Working Group Joint Statement 2016, February 2016 31

3/2/2017
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Utilization of Statistical Data on Wellness of Workers to

Improve Their Work Situations
Outline: Share statistical data on activity conditions and health conditions of workers engaged
in various occupations to improve work situations of relevant industries more objectively and

provide personalized guidance and advice.

Operational activities, health
conditions, vital data and
other information of workers

Improvement and guidance of
work situations, advice on
health maintenance and

disease prevention, etc. KnOW|edge

Effects on the entire society: Promote dynamic engagement of all citizens, and reduce medical
care costs through disease prevention

Effects on individuals: Improve life satisfaction, help people to live more fulfilled lives and remain
economically active for longer, etc.

Refer to:U.S.-Japan Internet Economy Private Working Group Joint Statement 2016, February 2016 32

Utilizing Data on Indoor Environment for the Health and
Safety of Elderly People  (NIFTY Corporation)

Ouitline: Detect disorder in indoor environment, which is difficult for elderly people to
realize, by collecting data (temperature, humidity and illuminance) by cloud
computing.

Data on indoor environment
(temperature, humidity,

ﬁﬁﬁt p HU illuminance, etc.)
Alert on disorder in indoor

environment, remote control »
of air conditioning, alert on Knowl e
disorder in daily rhythm P edg

Effects on the entire society: Reduction of social security expenses & medical expenses,

etc.

Effects on individuals: Health maintenance, care prevention

33

3/2/2017

17



Utilize “Health Examination Data” for Life Insurance

Outline: For life insurance, utilize accumulated physical checkup and healthcare
data for reducing premium with supporting customer's health maintenance.

Physical checkup data, =
Healthcare data, Data

etc.

Advice for the health
maintenance Provide the
contractual service, etc.

Knowledge

Apply to the premium rate

Effects for the entire society: Reducing medical expenses by preventing disease,
etc.

Effects for the individuals: Staying healthy, Reducing insurance premium, etc.

34

Utilization of Statistical Data on Driving and Using it in Setting
Automobile Insurance Rates

Outline: Collect data on individuals’ driving situations (sudden acceleration, sudden braking
and steering wheel manipulation) to help avoid accidents and ease traffic congestion.

Driving situations (sudden
acceleration, sudden braking and
steering wheel manipulation),
location information and weather
conditions, etc.
Information
Utilization for setting
automobile insurance rates, =
provision of advice on driving, Knowledge
etc.

Effects on the entire society: Ascertain traffic conditions that may cause accidents and ease
congestion

Effects on individuals: Refund automobile insurance rates, reduce traffic accident rates, etc.

Refer to:U.S.-Japan Internet Economy Private Working Group Joint Statement 2016, February 2016 35

3/2/2017
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Analytics on Electronic Vehicle battery related information

Outline : Collect evaluation and functional data of EV batteries in Japan and US
Analyze the above data to develop high performance battery and improve services

Battery related data :
Vehicles data, capacity,
temperature, electrical

Improvement of service,
etc.

Effects on field side : Improvement of service quality and development of more
effective battery in the future

Effects on service side : Obtaining accumulated info. To contribute future product
and technology development

Refer to:U.S.-Japan Internet Economy Private Working Group Joint Statement , September 2014

36

Remote Supervision of Construction Machinery
(Hitachi Construction Machinery Co., Ltd.)
Outline: Operation related information on the construction machinery which works. all

over the world are collected. The analysis results are efficiently reflected in.the
productivity improvement in the field, and operation and product modification.

Position/Operation/
Oscillating/Shock Data
related Information etc.
Information
Operational advice,
Preventive maintenance, -
Crime warning etc. Kn0W|edge

Effect on the field side : Productivity improvement,
Reduction of cost for maintenance and Accident related response

Effect on the service side : Improvement of technology and product,
Acquisition of know-how, Marketing

Refer to:U.S.-Japan Internet Economy Private Working Group Joint Statement , September 2014

3/2/2017
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Efficient maintenance of large ship

Outline : Collect the sensor data from the apparatus in the ship of a large
ship navigating the world to realize preventive and efficient maintenance

Sensor data from the
apparatus , such as
engine, in the ship

Maintenance based on
the real situation of
apparatus,

Effects on field side : Secure safe service of the ship and lower costs of

maintenance

Effects on service side : Offer of the ship's class service of the highest

qualit

Refer to:U.S.-Japan Internet Economy Private Working Group Joint Statement , September 2014 38

Operation & Maintenance of Overseas Plants and Sites
Outline: Centrally collect operation data (operation states, costs, and alarms, etc.) of overseas plants

and sites located in various countries.

Utilize the know-how obtained through data analysis for more efficient operation at each site
(optimization of production, maintenance, and investment, etc.) and for proactive risk management.

Operation information

(Operation states, costs, and alarms,

etc.)

Instructions for more efficient
infrastructure operation
(Production, maintenance, etc.)
Risk management

Knowledge/

Effects on field side: Improvement of productivity, contingency planning for disaster

Effects on service side: Accumulation of operati

now-how through centralized data analysis and

management, optimization of operation at each site

Refer to:U.S.-Japan Internet Economy Private Working Group Joint Statement , September 2014 39

3/2/2017
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Remote Monitoring of Freezers

Outline:Operational data of freezer equipment is monitored for preventive
maintenance and black box access detection. This enables improved customer
service and protection of advanced technical information.

Uptime, internal b EEEEe ] ﬁ“.’f
temperature, error data, m l
black box access -
Data Monitoring
management and
(Cloud) analysis

Operation / maintenance % @ l &

advice, preventive repair,

faster failure identification . . .
Maintenance User
support

User Benefit: reduce freezer downtime and maintenance cost

Provider Benefit: establish new income source, protect advanced technology

Refer to:U.S.-Japan Internet Economy Private Working Group-Joint Statement , September 2014

40

Export Value-Added Japanese Food

Outline:Export high quality Japanese food frozen by special freezers that
maintain freshness. Establish food safety and security using ICT.

E D Sales, inventory, logistics i unprocessed

Supply
uality, recipe and food
Sales and inventory q. Y, . p
management ingredients data

- 9

Distribution and temperature
control

Produce and
supply
~ processed food

Traceability and

P : 'y N % Distribute
@ branding Tformatlon, 1 ] marketing
é etc. 3

information
using social
media

Recipe sharing

User Benefit: stable supply of high quality, high value-added food

Provider Benefit: increased exports of high margin products

Refer to:U.S.-Japan Internet Economy Private Working Group Joint Statement , September 2014 41
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Entertainment Platform

Outline: deliver tailor-made wow experience by leaning taste of each user

Play status, viewing
status, user generated
content

Content,
recommendation, online

community Knowledge

Benefit on user: wow experience, self-publishing, interaction with friends

Benefit on service provider: trend analysis, creation of new services, marketing

Refer to:U.S.-Japan Internet Economy Private Working Group Joint Statement , September 2014 42

Action analysis of gamers

Outline: Collect data and analyze actions of social gamers to respond in line
with each Gamers’ preferences in short period

Action related data of
gamer : level, usage
time, charging, etc

Measures which are in
line with gamers’
preferences

Effects on field service: Provide one to one measure/ game in line with his/her
preference in timely manner

Effects on service: Improve productivity of analysis. Contribute to sales increase

Refer to:U.S.-Japan Internet Economy Private Working Group Joint Statement , September 2014 43
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APEC Capacity Building Needs Initiative (CBNI) Seminar
on Electronic Commerce Chapter of the RTAs/FTAs

Business Discussion

Mr. Tim Conway, Founder and Chief Executive, C-Metrics Pty Ltd., Australia

Mr. Nguyen Hoa Binh, Founder & Chairman, NextTech Group of Technopreneurs, Vietham
Mr Benjamin Mah, Co-Founder and CEO, V-Key Corporation, Singapore

Dr. Makoto Yokozawa, Nomura Research Institute (Moderator)

APEC Capacity Building Needs Initiative (CBNI) Seminar
on Electronic Commerce Chapter of the RTAs/FTAs

Business session

1st question:
What is the status of eCommerce/Digital Business in your economy?

(players, markets and consumer behavior)
Then how do you expect economic growth out of eCommerce/Digital Business?

2nd question:
How much business is from/to foreign economies in your company/industry?

Then what do you expect in foreign digital trade?

3rd question:
What is your expectation to policy makers in eCommerce/digital trade?

How important is the free business environment?
How far do you need “rules” in eCommerce?

Further Questions, Answers and Summary

13:00 Closing

3/2/2017
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