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UDRP case filing snapshot

Surge during COVID-19 crisis:  abuses in the biotech/pharma, 

Internet/IT, banking/finance, and events-related categories

<sanofi-vaccine.com>

<pfizer-biontech.com>

<belfius-quarantaine.com>

<virgincovid19team.com>

<coronavirusgilead.com>

<hmrc-refund-covid19.com>

<verizonwireless-covid-19.net>

<tokyo2021.cn>

<plaquenil.club>

www.wipo.int/amc/en/news/2020/cybersquatting_covid19.html
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Trademarks protect consumers online

INTA

“Trademarks promote freedom of choice and enable consumers 
to make quick, confident, and safe purchasing decisions.”

[from prior handout slide]

Protecting brands online helps mitigate consumer confusion and 
related harms, curb abusive practices, and provide a stable platform 
for global economic growth

The UDRP is a vital contribution to these collective benefits 



Addressing trademark abuse in the DNS

Bad actors in the DNS target brands and defraud unsuspecting 
consumers

The global nature of the Internet requires global solutions to 
combat such practices

At the request of the US with WIPO Member States’ approval, to 
address bad actors engaged in “cybersquatting” in 1999 WIPO 
designed the UDRP 

As a global dispute resolution mechanism, the UDRP resolves domain 
name disputes without a need for expensive court litigation

WIPO has managed over 50,000 UDRP cases for stakeholders from 
all over the world



Further UDRP benefits

Trademark-abusive domain names are also used to perpetuate phishing, 
fraud, counterfeiting, and employment scams, to distribute malware, or for 
illegal prescription drugs

Beyond assisting brand owners in addressing such abuses of their 
trademarks online, the UDRP:

• Minimizes burdens on domestic courts

• Promotes trust, and protects consumers

• Provides predictability for the domain investment aftermarket

• Provides an outsourced safe harbor for ICANN Contracted Parties: 
keeping them out of cybersquatting disputes and courts 

A globally-recognized best practice, the UDRP is the basis for over 75 
ccTLD dispute resolution policies in all regions
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Key UDRP elements

Global: significantly quicker and cheaper than piecemeal and 
domestic court litigation

Contractual: decision (transfer) implemented directly by registrars 

Experience: 20+ years of WIPO know-how 

Straightforward (3) legal criteria/defenses 

Predictable: 50,000+ WIPO cases (incl. ccTLDs)

Free resources: the WIPO Overview 
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UDRP resources
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UDRP resources

Access to WhoIs information
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Global UDRP/domestic ccTLDs

Notice+Takedown

DMCA

Platform-specific
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UDRP DMCA “DMCA auto” / “DMCA plus”

Space Public:

gTLDs (incl. new)

ccTLDs

Private: 

OSPs 

(Yahoo)

Private:  OSPs (Amazon, 

Google, YouTube, Facebook)

Public:  new gTLDs (.movie)

Infringed right TM Copyright Copyright, TM, patent, privacy, 

reputation, …

Criteria Simplified non-

domestic principles

Domestic 

law

Complex domestic law

No law / privatized principles

Decision-maker Independent 

(panelists)

OSP (staff) OSP (automated)

Rights-holder (automated) 

Remedy Transfer/cancel 

domain name

Take-down 

material

Take-down material

Not put-up material

Speed Months Days Seconds

Scale (p.a.) 1,000s 10,000s 100,000,000s

Internal appeal No Sort of Not really

Transparent Yes No Hardly
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Notice+Takedown:  big and fast
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Domain Registries: “Trusted Notifiers”
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Some Notice+Takedown drawbacks

Substance: overbroad and imprecise notices

Scope: automation casting too wide a net (false 
positives)

Lack of meaningful counter notices

No neutral decision makers

Lack of transparency (no published decisions)

Overall:  still seen as too much of a black box
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Policy research on automation 

consequences of Notice+Takedown
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Overbroad and imprecise notices

20



Fair Use implications
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Lack of meaningful counter notices
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Lack of transparency
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Given Notice+Takedown drawbacks,  

the Challenge:

Size and scale of Internet abuse is forcing reliance on blunt 

rough tool: automated/imprecise Notice+Takedown

A core question:  how to give (procedural and substantive) 

meaning and transparency/fairness to counter notice

A proposed solution:  UDRP-like procedures cannot address 

billions of abuses, but… 

for a certain path in the enforcement chain could be 

made available
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Procedural clarity 

[beyond (i) intake, (ii) result]

Clarity on substantive criteria/their application

Human (non-automated) assessment of counter-notices (“appeals”)

Neutral (independent) assessor

Appointed by an independent body (e.g., WIPO in the UDRP)

Publication of reasoned decisions

Searchable/precedential, not necessarily binding
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