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Panel II – The Nature of Modern Information Management & Its Impact on Privacy Protection

Panel II will address the mechanics of the information value chain and the latest developments in information management, including how companies are utilizing technology in the establishment of efficient business processes in order to meet customer expectations and to comply with existing laws and policies.  Panelists will also discuss appropriate government responses to these latest developments, and how businesses and governments can each contribute to the development of privacy protections that make sense in the current information environment.

Speakers:

· Tom Regan, Executive Director, Privacy and Regulatory Affairs, Lexis/Nexis 

· Damian Yeo, Head of Foreign Relations, Centre for Corporate Social Responsibility, Singapore

· Malcolm Crompton, Federal Privacy Commissioner, Australia 
· Joseph Alhadeff, Chief Privacy Officer, Oracle Corporation
Speaking Notes – Malcolm Crompton

[NB – prepared on the assumption that we are each allocated 10 minutes before discussion is opened to the Floor.  Depending on how well the issues have already been framed in the earlier parts of the workshop, some of the following could be shortened or even deleted.]

· Governments are still grappling with the real world developments in Information Flows, both in terms of its own uses of information and in how it sets the regulatory framework.

· Governments also need to think about all the tools available to achieve social goals, including whether they will be delivered by unfettered market competition, leading by example, ‘talking up the market’, threats of legislation or actual legislation.  Or combinations of these.

· History shows that markets sometimes need ‘strong’ intervention & sometimes not.  But a good starting point is to keep legislation as a last resort not a first resort.  But assume we all need a minimum of law in our lives, regardless of the hat we are wearing at any particular moment.

· Also extremely important to build in feedback loops – are government measures of any sort having the intended consequences (ie being effective); what are the unintended consequences, including economic impact from unwarranted market or business inefficiencies (always accepting that some may in fact be warranted in particular circumstances).

· The online economy in general & privacy in particular have experimented with new ways of achieving social goals.  It is fair to say that although there are strongly held views, some legal frameworks are needed; certainly as evidenced by the number of Bills either introduced or passed in so many APEC economies.

· Spam is an excellent case in point.  Few now believe that any one initiative will work on its own; technological, legal, market place initiatives will all be needed, both at the local level and the global level.  As noted in the article in The Economist of 14 February,  first the world has focused on technological responses, then legal and now the realization that economic responses are needed (and indeed, may be the best).  But no economic response will work without supporting laws, technology ranging from sensible filters to secure networks to enforcible pricing models.  And nothing works as well as self help, just like safe driving – the police come later to clean up if it still goes wrong.  Government, and the regulators in particular, have a very important role to play, from consumer education to business education to enforcing the law.

· The spam debate elucidates extremely well what is what is needed for privacy – these kinds of combinations are what is required.

· This is what we have tried to do in Australia with privacy – somewhere between the European model (heavy reliance on black letter law) and the US model (heavy reliance on the market eventually getting it right, forgetting the road kill on the way).

· Here, we have a basis in so‑called ‘light touch’ privacy legislation but it has often merely been the tool for promoting market based solutions – ‘talking the issues up’; building the business case in terms of business foregone or risks avoided; ensuring a vigorous media debate etc; working with organisations wherever they want to cooperate to find solutions and reaching for the heavier hand of enforcement as a last resort.

· And absolutely critical in all of this has been the dialogue between the regulator and business, both educating the other.

· Have we been successful?  Time will tell, but a review of the Australian private sector privacy law is due now.  

· But we have some glimpses.  For example, SMS spam is minimal in Australia compared with other countries.  I am absolutely convinced that this is because business has heeded the warnings & put in place strong codes of conduct that they have largely followed (market responses).  This is in addition to economic influences (SMS spam in Australia is on a ‘pay to send’ basis & the network is sufficiently tight that illicit ‘free loading’ is largely not possible) and now legislation, (our recent Spam Act 2003, at www.noie.gov.au/publications/NOIE/spam/guide4business/index.htm). 
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