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APEC Data Privacy Pathfinder Projects
Implementation Work Plan
Goal

To develop a system in the APEC region that ensures accountable cross-border flows of personal information for the protection of consumers while facilitating business access to the benefits of electronic commerce.

Background - The Data Privacy Pathfinder

The APEC Data Privacy Pathfinder was endorsed by APEC Ministers at their meeting in Sydney, Australia in September 2007.  The Data Privacy Pathfinder is a commitment by economies in which they agree to work together to develop a system that provides for accountable cross-border data flows.  The Pathfinder sets out a series of objectives to be achieved in this process.  The Data Privacy Pathfinder Work Plan expands upon these objectives.

In considering the international implementation of the APEC Privacy Framework it was recognised that new and flexible approaches to accountability and compliance would be needed.  Economies agreed to begin consideration of international implementation mechanisms by looking at how the use of cross-border privacy rules (CBPRs) can facilitate flexible cross border information flows within a system that ensures credible oversight and enforcement of CBPRs.  The Pathfinder implements this commitment to develop a system that provides for the use of CBPRs by business.  The Pathfinder projects will build a system that allows businesses to create their own CBPRs and consumers to rely upon ‘accountability agents’, as well as regulators, in the APEC region to make sure businesses are held accountable to their privacy promises. 
Accountability agents are any organisation that does one or both of two things: certifies the compliance of business developed CBPRs with the APEC framework; and provides an efficient dispute resolution service to provide an avenue for consumers to address privacy complaints with business.  An accountability agent may be a regulator, such as a privacy commissioner.  The term also includes privacy trustmarks, which are already well established in a number of APEC economies, as well as other organisations, for example, government agencies or ministries that may be distinct from a regulator but which fulfil this role.

While Ministers have endorsed the Pathfinder, this does not mean that all economies are required to participate in all or any of the Pathfinder projects.  Endorsement of the Pathfinder indicates support for the overarching approach for developing and implementing a CBPR system.  Economies may then consider whether they are able to support and participate in the development and implementation of specific projects.  It is recognised that APEC members are at differing levels of development and implementation of privacy frameworks within their economies, and accordingly participating economies will take part in projects that they choose and that are appropriate to their economy.  Sixteen economies (Australia, Canada, Chile, China, Hong Kong China, Japan, Republic of Korea, Mexico, New Zealand, Peru, the Philippines, Singapore, Chinese Taipei, Thailand, United States, and Viet Nam) are participating in the Pathfinder projects.
Purpose of this work plan
The purpose of this document is to provide a framework for the implementation of the Data Privacy Pathfinder by identifying, developing, testing and evaluating projects.  If the projects are assessed as successful, they will lead to the establishment of a system for the use of CBPRs.

The Pathfinder Projects address particular practical elements of a CBPR system.  It will also be necessary to identify and resolve a range of policy issues raised in the development of an effective CBPR system.  This document also addresses how this role will be performed by the Data Privacy Sub-Group.

Addressing policy issues for a CBPR system

The Data Privacy Pathfinder Work Plan contained a list of nine Pathfinder projects (set out in the next section).  These nine projects form the initial goals of the Sub-Group in implementing the Pathfinder and were chosen because they are achievable and address important elements of a CBPR system.  In addition to working on these projects, the Sub-Group will continue to consider broader policy issues raised by the development of a CBPR system.  These policy issues include, but are not limited to:

· consideration of the interaction of regulators and accountability agents/trustmarks;

· the need for, and process to achieve, domestic recognition of the CBPR system, particularly for those economies that have existing privacy regulators;

· the process by which the certification role of accountability agents is recognised by appropriate agencies within economies;

· the role of regulatory and policy agencies within economies in oversighting and, where appropriate, certifying the business and accountability agent activities in the CBPR system, and the process by which these activities will be formally recognised;

· the process by which information on the CBPR system will be developed and shared for use by business organisations in all APEC economies; and

· the need to consider the implications of developments in other international organisations (such as the OECD) or to share information or cooperate with organisations outside the APEC membership.

These are some, but not all, of the issues that will need to be addressed by the Sub-Group.  It is expected that as work progresses on the nine current projects further issues will be identified for consideration by the Sub-Group.
Current Pathfinder Projects

The current pathfinder projects are as follows:

1. self-assessment guidelines for organisations
2. private and public sector accountability agent recognition criteria
3. compliance review process of CBPRs

4. directories of compliant organisations and contact information of organisations and accountability agents for use by consumers
5. contact directories for data protection authorities and privacy contact officers within economies, as well as with accountability agents
6. templates for enforcement cooperation arrangements

7. templates for cross-border complaint handling forms
8. scope and governance of the CBPR system, and

9. a pilot program that can test and implement the results of the projects leading to the testing of a complete system.
As the Pathfinder progresses, projects may be modified or new projects added to the work program to ensure that the initiative is meeting the needs of APEC member economies and stakeholders, as well as continuing to meet the objectives of the Pathfinder.
Outlines for each of these projects, which provide additional information, are at Attachment A.

Project groupings and priorities
The Pathfinder projects implement the four elements of a CBPR system identified by the Data Privacy Sub-Group.  These four elements, and the projects that implement the elements, are as follows:

1. self-assessment
project 1 - self-assessment guidance for business
2. compliance review
project 2 – guidelines for recognition of accountability agents
project 3 - compliance review process of CBPRs
3. recognition/acceptance
project 4 - directories of compliant organisations and consumer contact information
4. dispute resolution and enforcement
project 5 - contact directories for data protection authorities and privacy contact officers
project 6 - templates for enforcement cooperation arrangements
project 7 - templates for cross-border complaint handling forms
project 8 – scope and governance of the CBPR system
Project 9, an implementation pilot program, provides a platform in which the various projects can be implemented and tested, with the results being fed back into the projects for further development in an iterative development process.
Participation in projects

Sixteen APEC member economies (as at December 2008) are participating in the Pathfinder projects, as follows:

Australia
Canada
Chile
China
Hong Kong, China
Japan
Republic of Korea
Mexico
New Zealand
Peru
the Philippines
Singapore
Chinese Taipei
Thailand
United States
Viet Nam

Economies are encouraged to consider participating in as many projects as possible, recognising that in some projects economies may be interested but chose to take a less active role.  Additional economies are welcome to join the list of participating economies.  In addition, other Sub-Group members are encouraged to participate, and the ICC has already indicated that it will participate in the projects.

The list of projects and participants is as follows [to be revised]:

Project 1 - the ICC, the United States, Australia, Canada, Viet Nam and Japan (observer)
Projects 2 and 3 – Australia, Mexico, the United States, the ICC, Hong Kong China, Viet Nam and Japan
Project 4 – Australia (leader), the United States, Vietnam
Projects 5, 6 and 7 – Australia (leader), Canada, the United States, Viet Nam and the ICC are participating in projects 5, 6, and 7; New Zealand in projects 6 and 7; Hong Kong China in project 6, and Japan in project 5 and as an observer in projects 6 and 7
Project 8 – Australia (leader), Canada, the ICC
Project 9 – the United States (leader), Australia, Mexico, Canada, Japan (observer) and Hong Kong China

Vietnam indicated at the last Sub-Group meeting that it expects to participate in all of the projects.
Management of projects
Each project should have a project leader or coordinator who will organise virtual discussions and meetings on the project or group of projects.  The project coordinator should also develop a project outline using the project management template that has been developed.  Project participants are encouraged to use the project management template to provide an overview of the project, including the participants, its particular components, consultation strategies, links to other work (both other Pathfinder projects as well as cross-referencing other resources being developed elsewhere, for example by the OECD or BIAC) and other matters.  To ensure that this information is widely available these documents should be stored on the secure section of the APEC website to facilitate access by all members of the Sub-Group.

Information sharing
Participation of a broad range of economies at various stages of development of the projects is essential as a capacity building priority.  It is important to ensure that non-participating economies are provided information on developments in each project as well as opportunities to participate.  Consideration should also be given to developing an outreach strategy that may include appropriate workshops and development guides for the use of all economies, including those who have not actively participated in the early development of the projects but will be working to implement a CBPR system at a later date.

The use of project work plans will allow information to be regularly provided to all Sub-Group members to keep them informed of developments.  It will also be necessary to ensure that information is provided to stakeholders so that they can be included in the projects at the appropriate time (for example, it is expected that regulators will need to be informed of work on developing guidance for trustmark operators).
Given the importance of sharing information, either domestically within economies or with stakeholders who may not be members of APEC, any documents developed by the participants of each project should, where possible, be developed as public documents to ensure easy distribution.

The use of the secure section of the APEC website to share information and store documents for consideration of project participants is also encouraged.

Consideration should also be given to sharing information or engaging in informal discussions with other bodies, specifically the OECD Working Party on Information Security and Privacy, as well as the Asia Pacific Privacy Agencies (APPA).  The work of a number of the projects (for example, those dealing with regulator issues) is directly relevant to work in the OECD and APPA.
Consultation
Business has been an active stakeholder in developing this process.  Other stakeholders have included representatives from consumer advocate and privacy interest groups.  In addition to delegates from economies, the ‘multi-stakeholder’ nature of the Pathfinder (that is, the consultation and engagement with a wide variety of stakeholders) should be considered to ensure the success of the Pathfinder.

Members are encouraged to consult broadly, including with stakeholders who may not be formal members of APEC, in the development of their projects.  This may include, for example, consultation with international consumer, privacy or business organisations that are not formally accredited with APEC but which have members within APEC economies.  It is important to remember that APEC meetings are held under the principle of confidentiality to encourage open and free discussions.  Participants in individual projects should respect this principle.  For example, documents should not be released or the views of project participants reported without prior consent.
Economies are encouraged to engage in appropriate domestic consultation with a broad range of stakeholders, and to give consideration to including representatives from consumer, privacy and business interests in their delegations for meetings.  

In developing consultation strategies for each project consideration should be given to taking advantage of communications technologies, including web-based conferencing facilities.  This should provide greater opportunities for the participation of a diversity of stakeholders who may not otherwise be able to attend Sub-Group meetings and participate in discussions.  

Success criterion

The Data Privacy Pathfinder initiative is in support of the direction by both Leaders and Ministers in their 2006 Leaders’ Declaration and Annual Ministerial Meeting Statement.  The implementation of the Data Privacy Pathfinder begins by recognising and incorporating the core APEC principles of voluntarism, comprehensiveness, consensus-based decision making, flexibility, transparency, open regionalism and differentiated implementation timetables for developed and developing economies.  
To be successful, the Pathfinder as a whole, as well as each of the projects, must satisfy the following objectives set out in the Pathfinder:

· promote a conceptual framework of principles of how cross-border privacy rules should work across APEC economies;

· develop and support consultative processes between regulators, responsible agencies, lawmaking bodies, industry, third party solution providers, consumer and privacy representatives;

· produce practical documents and procedures that underpin cross-border privacy rules, e.g. self-assessment forms, review criteria, recognition/acceptance procedures and dispute resolution mechanisms;

· explore ways in which various documents and procedures can be implemented in practice; and

· promote education and outreach on how an accountable CBPR system works.

There are three key specific criterion for judging success of both the individual projects and the Pathfinder as a whole:

(a)
the effective protection of consumer privacy in a system trusted by consumers;

(b)
that implementation can be flexible enough to be adapted to the particular domestic legal environment of APEC member economies, while providing certainty for system participants; and

(c)
the regulatory burden on business is minimised while allowing business to achieve effective and coherent rules for cross-border flows of personal information.

Evaluation of projects
The participants of each Pathfinder project will be asked to provide a report at each meeting of the Data Privacy Sub-Group on progress with their project.  This will provide an opportunity for the Sub-Group to monitor and evaluate the ongoing implementation of the projects against the success criteria.  The Sub-Group will also have the opportunity to consider asking project participants to provide written information to allow the project to be assessed against the success criteria.
The Data Privacy Study Group, which meets through regular conference calls, will provide the opportunity for ongoing discussion of Pathfinder projects and consideration of issues by the Study Group as they arise.

Project participants should agree on a process to develop, maintain and regularly update work plans for each project.  This will provide a record of progress with the project.
Progress on implementing the Data Privacy Pathfinder and the individual projects will be reviewed and noted in the Data Privacy Sub-Group’s report to the Electronic Commerce Steering Group.  The Sub-Group’s annual work plan will be adjusted each year to reflect progress and to establish new goals to ensure the Pathfinder is delivered.
Timeframe
Goal: to develop a CBPR system.
Timeframe: A timeline for goals through 2009 as well as a longer term timeline will be developed and modified as necessary by the Sub-Group.

ATTACHMENT A

	 
	Project Outline 1

	Project Title
	CBPR self-assessment guidance for organisations

	Nature of project
	Develop a standard self-assessment guidance document for use by organisations to assist the organisation in developing its CBPRs.  
This project aims to implement the first step of the 4-Step Approach.


	Which element of the CBPR system does this project seek to implement?
	(1) self-assessment

	Which objective/s of the Data Privacy Pathfinder does this project seek to achieve?
	(3) practical documents
(4) practical implementation
(5) education and outreach

	Project Goals
	• Develop a standard self-assessment guidance for organisations to use.
• Organisations see business benefits in using this self-assessment document.

• Increase awareness of APEC Privacy Principles and transborder privacy issues. 

	Benefits to business and consumers
	• For business - a standard self-assessment guidance document for use by organisations in developing their own CBPRs will assist in achieving consistency of assessment against the APEC Privacy Principles.  
• For consumers - this project will provide greater confidence that organisations have a guidance document that is consistent with the APEC Privacy Principles when developing their CBPRs.


	 
	Project Outline 2

	Project Title
	Guidelines for recognition of accountability agents participating in a CBPR system

	Nature of project
	Develop guidelines for what a private and public sector accountability agent must do in order to be recognised as an APEC CBPR accreditation provider.  

This project aims to implement the second step of the 4-Step Approach.

	Which element of the CBPR system does this project seek to implement?
	(2) compliance review

	Which objective/s of the Data Privacy Pathfinder does this project seek to achieve?
	(3) practical documents

(4) practical implementation

(5) education and outreach

	Project Goals
	• Develop guidelines for what a trustmark must do in order to be recognised as an APEC CBPR accreditation provider. 

• Consumers recognise these guidelines as providing a standard which is considered ‘trustworthy’.

• Incentive for trustmarks to adhere to the guidelines.

• Increase uptake of guidelines by trustmarks within the APEC region.

• Increase in uptake by organisations to be accredited through a trustmark that adhere to these guidelines.

• Increase awareness of APEC Privacy Principles and transborder privacy issues.

	Benefits to business and consumers
	• Business and consumers are able to see precisely what criteria a trustmarks must meet in order to be recognised as an APEC CBPR accreditation provider.

• Contributes to promoting privacy protection throughout organisations that use trustmarks within the APEC region.  

	 
	Project Outline 3

	Project Title
	Compliance review of an organisation's CBPRs

	Nature of project
	Develop guidelines for trustmarks to use when assessing an organisation’s compliance with the APEC Privacy Principles. 

This project aims to implement the third step of the 4-Step Approach.

	Which element of the CBPR system does this project seek to implement?
	(2) compliance review

	Which objective/s of the Data Privacy Pathfinder does this project seek to achieve?
	(3) practical documents

(4) practical implementation

(5) education and outreach

	Project Goals
	• Develop guidelines for trustmarks to use when assessing an organisation’s compliance with the APEC Privacy Principles.

• The guidelines ensure that trustmarks assess compliance in a consistent manner.

• Increase in uptake by trustmarks in using the guidelines when assessing compliance.

• Organisations recognise the benefit (business incentive) of being accredited as ‘APEC compliant’.

• Periodic review shows high level of compliance.

• Increase awareness of APEC Privacy Principles and transborder privacy issues.

	Benefits to business and consumers
	• Consumers have greater confidence and ‘trust’ when dealing with compliant organisations.

• Contributes to promoting privacy protection throughout organisations that use trustmark agents within the APEC region.


	 
	Project Outline 4

	Project Title
	Directory of compliant organisations and consumer contact information

	Nature of project
	Develop a publicly accessible directory of organisations that have CBPRs that have been accredited as complying with the APEC Privacy Principles., as well as consumer contact information for organisations and relevant accountability agents.

	Which element of the CBPR system does this project seek to implement?
	(3) recognition/ acceptance

	Which objective/s of the Data Privacy Pathfinder does this project seek to achieve?
	(3) practical documents

(4) practical implementation

(5) education and outreach

	Project Goals
	• Determine what a directory would comprise and who would be responsible for maintaining the directory.

• Develop a publicly accessible directory of organisations that have CBPRs that have been accredited as complying with the APEC Privacy Principles as well as contact information that consumers can use to reach the organisation or relevant accountability agent.
• Organisations see the benefit in being listed in the directory.  This also leads to an increase in uptake of projects (1), (2) and (3).

• The Directory is used by consumers as a way to check an organisation’s compliance with the APEC Privacy Principles before doing business with that organisation, and then used to contact the organisation or the relevant accountability agent..

	Benefits to business and consumers
	• Consumers have greater confidence and ‘trust’ when dealing with compliant organisations.

• Contributes to promoting privacy protection throughout organisations that use trustmark agents within the APEC region.


	 
	Project Outline 5

	Project Title
	Data Protection Authority and Privacy Contact Officer Directory

	Nature of project
	Establish and maintain a directory of relevant data protection authorities, supervisory authorities and/ or privacy contact officers in APEC economies. 

The purpose of this directory is to assist data protection authorities and privacy contact officers locate appropriate counterparts in the event of cross-border privacy complaint handling.

	Which element of the CBPR system does this project seek to implement?
	(4) information sharing; cross-border cooperation in investigation and enforcement; dispute resolution

	Which objective/s of the Data Privacy Pathfinder does this project seek to achieve?
	(2) consultative process

(3) practical documents

(4) practical implementation

(5) education and outreach

	Project Goals
	• Determine what contact information a directory would comprise and who would be responsible for maintaining the directory.

• Determine whether the directory is password accessed only or whether it is publicly accessible.

• Privacy regulators, supervisory authorities and privacy contact officers in APEC economies consider the directory useful when dealing with cross-border privacy complaints.

• Increase awareness of APEC Privacy Principles and transborder privacy issues.

	Benefits to business and consumers
	• Business and consumers know that data protection authorities have a contact directory to draw upon should a cross-border privacy compliant arise (and should their domestic law permit the cross-border handling of a compliant, etc.)  


	 
	Project Outline 6

	Project Title
	Template Enforcement Cooperation Arrangements 

	Nature of project
	Develop template documentation, such as a Memorandum of Understanding (MOU) or letters of commitment, which provides for cooperative arrangements between relevant enforcement authorities to exchange information and increase and promote cross-border cooperation in investigation and enforcement.

	Which element of the CBPR system does this project seek to implement?
	(4) information sharing; cross-border cooperation in investigation and enforcement; dispute resolution

	Which objective/s of the Data Privacy Pathfinder does this project seek to achieve?
	(2) consultative process

(3) practical documents

(4) practical implementation

(5) education and outreach

	Project Goals
	• Determine and develop the key components for effective template documentation, such as an MOU or letters of commitment.

• Increase in uptake of such documentation between relevant enforcement authorities in APEC member economies.

• APEC economies, enforcement authorities, organisations, and consumers and privacy groups recognise such documentation as a good faith commitment by relevant enforcement authorities to cross-border cooperation in privacy issues.

• The template documentation is recognised by other international privacy fora as a useful mechanism for information sharing and cross-border cooperation in investigation and enforcement.

• Increase awareness of APEC Privacy Principles and transborder privacy issues.

	Benefits to business and consumers
	• Should a cross-border privacy complaint arise, business and consumers know that data protection authorities can draw upon these cooperative arrangements  for information exchange and investigation and enforcement assistance, where necessary or appropriate.

	 
	Project Outline 7

	Project Title
	Template cross-border complaint handling form

	Nature of project
	Develop a template cross-border complaint handling form similar to the OECD's 'request for assistance' form.

This will ensure basic categories of information are provided to data protection authorities to assist them in determining the most appropriate course of action, including referral for resolution at a lower level of the CBPR responsive regulation pyramid.

	Which element of the CBPR system does this project seek to implement?
	(4) information sharing; cross-border cooperation in investigation and enforcement; dispute resolution

	Which objective/s of the Data Privacy Pathfinder does this project seek to achieve?
	(2) consultative process

(3) practical documents

(4) practical implementation

(5) education and outreach

	Project Goals
	• The cross-border complaint handling form assists in the timely handling and referral of cross-border privacy complaints.

• APEC economies, data protection authorities, organisations, and consumers and privacy groups recognise the cross-border complaint handling form as a practical commitment by data protection authorities to cross-border cooperation in privacy issues.

• The cross-border complaint handling form is recognised by other international privacy fora as a useful mechanism for the timely handling and referral of cross-border privacy complaints.

• Increase awareness of APEC Privacy Principles and transborder privacy issues.

	Benefits to business and consumers
	• Should a cross-border privacy complaint arise, business and consumers know that data protection authorities can draw upon the MOU for information exchange and investigation and enforcement assistance, where necessary or appropriate.


	 
	Project Outline 8

	Project Title
	Scope and governance of a CBPR system

	Nature of project
	Develop guidelines and procedures (including flowcharts and system diagrams) to establish the scope of the other projects and to link the projects into a complete CBPR system.  Establish the governance mechanisms for the CBPR system, including how the system will be run, how participants will join the system, and how the system will be monitored and reviewed as necessary.

Note that this project originally dealt with the responsive regulation pyramid.


	Which element of the CBPR system does this project seek to implement?
	(4) information sharing; cross-border cooperation in investigation and enforcement; dispute resolution

	Which objective/s of the Data Privacy Pathfinder does this project seek to achieve?
	(1) conceptual framework principles

(2) consultative process

(3) practical documents

(4) practical implementation

(5) education and outreach

	Project Goals
	• Develop a comprehensive CBPR system establishing scope, goals, operational procedures, governance mechanisms, and providing information on the links between projects and how the system will work.

• Increase awareness of APEC Privacy Principles and transborder privacy issues.

	Benefits to business and consumers
	• Business and consumers have a greater understanding and certainty of the operation of the CBPR system.




	 
	Project Outline 9

	Project Title
	Cross Border Privacy Rules International Implementation Pilot Project

	Nature of project
	Develop and implement a pilot project between interested economies for the implementation and testing of a CBPR system in the APEC region.  This project would work in conjunction with the capacity-building projects under the Pathfinder.  In this way, the CBPR Implementation Pilot Project will compliment the work of the other projects initiated under the umbrella of the Pathfinder.  

	Which element of the CBPR system does this project seek to implement?
	(1) Self Assessment

(2) Compliance Review

(3) Recognition/Acceptance

(4) Dispute Resolution/Enforcement 

	Which objective/s of the Data Privacy Pathfinder does this project seek to achieve?
	(1) Conceptual framework 

(2) Consultative process 

(4) Practical implementation 

	Project Goals
	· Determine participation of interested economies.
· Create CBPR Pilot Project Study Group.
· Determine participation of interested businesses operating within these economies.
· Implement a limited CBPR Pilot Project consisting of the above-mentioned economies and businesses.
· Through such participation and in cooperation with other projects under the Pathfinder umbrella, determine best practices in practical CBPR operation.

	Benefits to business and consumers
	· Participating businesses would have a greater understanding and certainty of the benefits to industry of a cross border privacy rules system.

· Impacted consumers will realize the benefits of both the implementation of the principles in the APEC Privacy Framework and the increased dispute resolution and enforcement transparency such implementation would facilitate.





� 	See Background Paper for the Second Technical Assistance Seminar on International Implementation of the APEC Privacy Framework, 2007 ‘Cooperation and Cross-Border Privacy Rules: building confidence in an accountable system for personal information moving between economies’, 4.3 Responsive Regulation, pp 4-7.
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